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Abstract

Inthis paper, the author points out that the challenges of long-term preservation of dig-
ital records are giving the public archives the inevitable requirement of revolution in
their archival practice. The author believes that digitalization and digital transforma-
tion are not something that only companies should be thinking about, so they could be
as efficient and competitive as possible, but the author believes that the time has come
when public archives also need to rethink their business processes. In the paper is thus
briefly presented the evolvement of public archives during the different periods of so-
cial and technological changes. It presents that public archives can also be transformed
into modern digital archives using existing digital technologies.
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1. INTRODUCTION

Public archives are of particularimportance in all societies because their key mission is
to preserve our memories. The records they collectand preserve are used to understand
the past and the present easier, and on that basis to choose the direction into the fu-
ture. For this the precondition is, of course, that the records are safely preserved, which
means that they are accessible and usable all the time. The exponential technologi-
cal development we have been witnessing in recent years results in a changed way of
social life. Not so long ago, the records that were created in all spheres of society and
which public archives were accepting for preservation and use, were tangible; those
were boxes of paper documents, photographs and maps. Modern digital technologies,
as we experience them today, are changing the way of creating records. They are be-
coming digital, and digital technologies are changing the way of their use and, above
all, their quantity, which is growing exponentially. Advanced technologies allow us to
store every email and practically any other type of digital record we create, since the
storage space is not a major problem anymore. This leads to the accumulation of large
quantities of digital records, including their duplication, and thus the non-transparency,
the inability to search for them quickly and many other risks. Records originally bornin
digital form can have multiple copiesin multiple versions, stored in several different lo-
cations, preferably under different names and in different formats. Asimilar example is
found ininstitutional collections. There may be more than one author of digital records
in one research, they may be stored in different repositories in different versions (for
example, working version, published version). Versions may be inconsistently labelled
in different digital repositories, and there is a risk that changes of one version will not
be transferred to all versions in other digital repositories. This also increases the risk of
data loss and undermines the authenticity (credibility) of digital records.
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When talking about digital records, it is not fully clarified, unlike of paper records, what
record presents the original (Hajtnik, 2017). In addition, large volumes of records are
being digitized?, especially for easier and faster use. This may also mean that we might
have the same record stored both, in physical and digital form. More often, however,
we have files where we have some records in physical and others in digital form. In this
case, we are talking about combined storage, which again requires different approach-
es and procedures, from taking such records to storage, the way how to store them, as
well as the search and further use. An additional problem is the fact that not all digital
records are in a presentation form that is easy to understand for humans. In this case, it
is necessary to decide how the records will be processed and prepared for future use,
while taking into account the technical capabilities of the end user. The diverse nature
of digital records (document formats, email, multimedia, data set, code) and the differ-
ent technologies, which help users to access and use digital records (from desktops to
tablets and smartphones) are creating additional challenges.

On the other hand, regarding on today's level of technological development, users ex-
pect that services for accessing and using digital archival records are intuitive, transac-
tions simple and results immediate.

For public archives all of this represent new challenges. These are connected to the
making the decision, which digital records to keep and how to keep them safe so that
we can find exactly those records that we need at any time.

The time has come when public archives also need to provide services that
keep pace with the growing expectations of users, as well as with changes
in the way of accessing and using records. The ability of public archives to
preserve and to offer for use authentic records, regardless of their format,
will determine what evidences will be available in the future to our de-
scendants, in comparison with today.

Since their constitution, public archives were adapting to social and technological
change all the time and were subject of various forms of transformation at different
times, either for social requirements or for their own needs. They will not be able to
avoid this neither in the digital age that we are currently living in. Inversely, now the
time has come whenthey need to think about how to transform and digitalize their pro-
cesses using the latest digital technologies such as cloud computing, internet of things,
3D printing, artificialintelligence, robotics, mobile technology, social media and others.

2. PUBLICARCHIVES IN TIME OF SOCIALAND TECHNOLOGICAL CHANGES

About ten thousand years ago, when the first radical change in our lifestyles took place,
domestication of animals allowed the transition from working on the field to agriculture,
the social changes started. The agriculturalrevolution brought together the power of hu-
mans and animals for the purpose of production, transportation and communication. In
thespiritofthe people'ssaying, “the nation holdsthe evidence," societies have recognized
the value of public charters at various times, from the ancient Greeks and Romans with
their archeion?® and tabularium* through the middle and new ages until the 18™ century,
when aseries of industrial revolutions followed the agricultural revolution. In the Middle
Ages, until the rise of cities in the 12" century and the increase in commerce, there were
few documents, but the ancient tradition of archiving did not remained, and many doc-

2 Conversionand capture ofrecords originally producedin physical orelectronicanalog forminto digital form.
3 Archeionisthe Greek name for the archive.
4  Tabulariumwas the official archive of ancient Rome, and housed the offices of many city officials
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uments were also regularly destroyed. With the exception of the papal archives, where
the most important records have been preserved, also some evidences of the rights of
individuals and institutions has been preserved. In the 16th century, due to the increased
volume of records, they introduced the registry books were solved files were registered
in chronological order, while older records, which were no longer relevant to the day-to-
day business, were filed in the archives. In the meantime, appeared a new profile of an
official - an archivist, who was employed by the government and was exclusively taking
care of the old records. At the beginning of the 17t century a new type of archives ap-
peared, so-called asecretarchives® that was centrally organised and closed for the public.

2.1 THE FIRST INDUSTRIAL REVOLUTION: the first modern archives and the term
of cultural heritage

The first industrial revolution, which has been running from 1760 to 1840, was launched
by the invention of the steam engine and the beginning of the construction of the first rail-
ways. During thistime, the first steamships were made, the first factories were build, all this
led to machine production, man begins to exploit the power of machines. During the first
industrial revolution, from the secret archives the first historical archives were developed,
which slowly became overcrowded, as they also kept for the state administrationirrelevant
records. The archive hasfinally separated from the registry office, from the treasury of rights
of the state it was becoming increasingly a treasury of historical resources.

During the first industrial revolution, the first modern archives was created,
integrated into the state administration and accessible to the general public.

Interestin historical research work has increased, and as a consequence also the required
knowledge of archivists increased. This led to the creation of the first schools of diplo-
matics® and other auxiliary historical sciences in the first half of the 19 century, including
archival science as a science of arranging and maintaining archival records. In 1831, the
first requlation of non-destroying the old records was adopted. According to the law, the
Archive began to take overthe records of the institutions that were still operating.

The term of cultural heritage” emerged, which also considered the archi-
val records.

2.2 SECOND INDUSTRIAL REVOLUTION: First archives in Slovenia

The second industrial revolution happened in the late 19th century and continued into
the early 20th century. It was based on the discovery of electricity and the invention
of the conveyor belt, which result the beginning of serial production. It marked a turn-
ing point, as the internal combustion engine took over the role that previously had the
steam engine, invented wasthefirsttelephone and with this the transmission of speech,
the phonograph as aturntable precursor, a light bulb was patented, the world's first car
was made and a wireless telegraph system was established. All this lead to rapid indus-
trialization, progressin transport and communication between people.

In the late 19" century, i.e. during the Second Industrial Revolution, the
first archives in Slovenia were created. They represent institutions for the
ingest, storage and preparation of archival records for use.

5 The oldest secret archives were created in Prussia (1610) and the Vatican (1612). Established in 1749 in
the Habsburg Monarchy, it employed officials and individuals to take over the material of the abolished
offices. (Wikipedia, 2019a).

6 Diplomaticsisan auxiliary historical science that examines charters. Based on the language, style, font
and materials used, itdetermines the origin, author and authenticity of historical records.

7 Culturalheritageisapropertyinherited fromthe past, defined by the community asareflection and expres-
sion of its values, identities, religious and other beliefs, knowledge and traditions. (Delak KoZelj, 2009).
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2.3 THIRD INDUSTRIAL REVOLUTION AND THE TRANSITION TO THE INFORMATION
REVOLUTION: The First Slovenian Archival Law

The third industrial revolution began in the 1960s. The breakthrough was caused by the
automation of production due to the development of electronics and computerscience,
the use of mainframes in the 1960s and personal computers in the 1970s and 1980s.
Major changes began with the development of mobile telephony and the rise of the
Internet. Together, however, in the form of different social networks, the social stand-
ards and relationships between people have completely changed. In the late 70's, the
information revolution began, triggered by a marked transition from the industrial to
the information age. This period is characterized by an exponential increase in new
information and communication technologies (hereinafter: ICT) in microelectronics,
computer science (hardware and software), telecommunications and optoelectronics.
The mode of communication began to change profoundly, processes became faster and
more powerful, and paperrecords started to be replaced by digital records. The compa-
ny is becoming more and more an information society, its main feature is being e-com-
merce and computerization of business.

During the third industrial revolution, in the late 80s and in early 90s of
20" century, Slovenian public archives realized the first computerization
of one part of their business. Forthe purpose of describing archival records
they began to use specially developed software.

2.3.1 FirstArchival Law

Atthe time oftheinformation revolution, the firstarchival law was introduced
in Slovenia - the Law on Archives and Archival records (1997, hereinafter:
ZAGA), which defined current® and archival’ records as a cultural monument.

ZAGA determines that archival public service in Slovenia is performed by The Archive of
the Republic of Slovenia, regional archives®® and archives of local self-governing com-
munities. In addition to regulating the protection of archives, it also lays down the con-
ditions forits use and the jurisdiction and duties of public archives.

2.3.2 Legal basis fore-commerce

When the National Assembly of the Republic of Slovenia adopted the Electronic Com-
merce and Electronic Signature Act (hereinafter: ZEPEP) in 2000, Slovenia also received
legal bases for e-commerce. Under special conditions, the law recognized the e-sig-
nature with the same validity as in the paper world. Along with several other regula-
tions'?,, it mainly set out e-commerce procedures, conditions regarding availability and
suitability for later use, and only partly the procedures and requirements for the reten-
tion of digital records.

8 Currentrecords are files, charters and other separate records, official books, files, charts, plans, posters, pic-
torialrecords, film, sound and other undefined records, regardless of the format of information or the form
of its media and digital oranalog formats of computer processing along with the software. (ZAGA, 4. ¢len).

9 Archival records are original and reproduced (written, drawn, printed, photographed, filmed, photo-
graphed, magnetic, optical or otherwise recorded) current records received or created in the work of
legal or natural persons and has a lasting importance for science and culture (ZAGA, 2. ¢len)

10 The Republic of Slovenia becomesthe founder of the Historical Archivesin Celje, the Regional Archivein
Koper, the Historical Archive in Ljubljana, the Regional Archive in Maribor, the Regional Archive in Nova
Gorica and the Historical Archive in Ptuj with the entry into force of ZAGA.

11 E.g.GeneralAdministrative Procedure Act, Administrative Procedure Regulation, Judicial Order.
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The technological possibilities and legal underpinnings for e-commerce have led to an
increasing amount of digital records, and consequently many issues and challenges.
Technology was evolving at an unprecedented rate, hardware and software were rap-
idly becoming obsolete, and so the question what will happen with digital records after
ten, twenty or several hundred years arose. An important fact broughtinto the Sloveni-
an legal order by ZEPEP was that digital records have evidential value and legal validity.
The condition is, however, that they must be kept in a way to be always accessible for
the future use, in their original form or the form, which represent them as authentic,
and the time of their origin can always be ascertained, and that the technology does
not allow changes or deletion of the data. However, the provisions of ZEPEP were not
sufficient to comprehensively regulate the preservation of all types of records, as they
apply only to those records that were created and also stored in digital form and were
not subject to any specific preservation conditions. In doing so, ZEPEP provided a legal
basis forthe evidentialvalue of asmallamount of the records thatvarious organizations
encountered in their operations. Authorities and courts were thus, e.g. in most cases,
requiring from clients to provide the original record in physical, non-digital form.

2.4 FOURTH INDUSTRIAL REVOLUTION: New Archival Regulations and the New Role of
Slovenian Public Archives in Society

Bythetransitiontothe new, 21stcentury, thereisthe fourthindustrialrevolution, which
is building on the foundations of the information revolution. It is characterized by arti-
ficial intelligence??, robotics, the Internet of Things, autonomous vehicles, 3D printing,
virtual reality, nanotechnology, biotechnology and quantum sciences. This began to
fundamentally change our lives and transform society, the economy started to be glob-
al. The exponential growth of computing capacity and the availability of lLarge amounts
of records have begun to foster the impressive advances in artificial intelligence. The
fourth industrial revolution is often referred to as Industry 4.0. The term signifies the
transition from the already established automation and robotization to a completely
new era, characterized by the complete digital integration of business and production
processes throughout the supply and sales chain. It integrates mostly known technol-
ogies from complex business analytics and artificial intelligence to the connection of
physical systems and machines through the Internet of Things. These technologies indi-
cate the development of brand new production and organizational concepts.

2.4.1 New archivalreqgulations

With the beginning of the Fourth Industrial Revolution coincided in 2006
the adoption of a new archive law, the Law on the Protection of Documen-
tary and Archival Material and Archives (hereinafter: PDAAIA). It extends
the definition of archival records?® from the cultural heritage only to also
the means of ensuring the legal protection of individuals.

PDAAIA extended the protection of records in physical form to the protection of digital
records as itregulates the manner, organization, infrastructure and performance of the
capture and storage of such records, including the legal effects of such storage. In addi-
tion, itarranged:

e thelegal system for digital records*4,

12 Kaplanand Haenlein (2019) define artificial intelligence more precisely as "the ability of a systemtoin-
terpret external data correctly, to learn from such data, and to use this new knowledge to flexibly adapt
and achieve specific goals and tasks.”

13 PDAAIA, Article 2.

14 PDAAIA, Article 31.
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¢ information systems for the long-term preservation of digital records,
e destruction of originals after conversion to digital form?*?,

e transfersof digital records to new, standardized media and conversions!¢ to new for-
mats that are generally suitable for long-term storage, and

e accessibility and conditions of use of digital records.

Since digital records can not be preserved in their original form in the long term'’, as
is the case with paper records, PDAAIA also allows the preservation of digital records
to preserve equivalent and authentic reproductions of records instead of the previous
exclusive preservation of original material.

2.4.2 The new role of Slovenian publicarchives

During the fourth industrial revolution, Slovenian public archives are giv-
en anew, importantrole as aregulatorin the field of long-term preserva-
tion of digital records in Slovenia.

Inorderto preserve digitalarchivalrecords, PDAAIArequires from their creatorsto adopt
internal rules*® in the form of an internal act for managing these records at all stages of
their life-cycle, from creation to storage. It entrusted the Archives of the Republic of
Slovenia with the important task of reviewing these internal rules and confirming their
compliance with the requlations. The validity of digital records can already be recog-
nized by law on the basis of such approved internal rules and their demonstrable im-
plementation. In addition to requlating the legal validity'® of preserved digital records,
PDAAIA also establishes a legal framewaork?® to provide an efficient information infra-
structure that can support the capture and storage of all types of digital records. It also
introduces legal control of the market forinformation and communications technology
providers and associated services for the purpose of capturing and storing digital re-
cords. The supervision was entrusted to The Archive of the Republic of Slovenia, and in
the field of qualification of persons who work with current and archival records also to
other Slovenian public archives.

At the time of the fourth industrial revolution, in which organizations were accelerat-
ing the use of digital technologies to digitalization?! their business processes and, as a
result, creating more and more digital records, another important task was assigned to
the Slovenian publicarchives by PDAAIA. Thisis the preparation and adoption of uniform

15 PDAAIA, Articles 13-16.

16 PDAAIA, Articles 28-30.

17 PDAAIA long-term preservation of digital records as preservation over five years (Article 11).

18 PDAAIA, Article 18. More about internal rules and otherinstruments for ensuring the long-term preser-
vation of digital records in this guide: Hajtnik, T., Skofljanec, J., Zupandi¢, M., Mrdavsi¢, A., Vodopivec, J.,
Dobernik, M. (2018). Nova arhivska zakonodaja in praksa : arhiviranje, hramba in upravljanje dokumen-
tov za podjetja in ustanove. [Spletnaizd.]. Maribor: Forum Media, 2018 - .

19 PDAAIA, Article 31.

20 Supervisionincludes mandatory registration of providers PDAAIA, Articles 83 and 84) of equipment and
services and the possibility of additional certification of registered equipment and services (PDAAIA,
Articles 85 - 87).

21 Theterm “digitization”encompassesthe creation ofadigitalrecord (e.g.in electronicform as it existson
acomputer) froma physicalrecord e.g. from a digitization paper. Regulation on Currentand Archival re-
cordsinArticle 13 defines digitization as "Any form of digitizationis considered to be the conversion and
captureofcurrentandarchivalrecords, originally created in physicalorelectronicanalogform. Theterm
“digitalization” refers to the automation enabled by digital technologies. Efficiency can be increased if
digital technologies allow previously separate processes to be connected and integrated, thereby re-
ducing production costs and creating opportunities for new customer experiences (for example, allow-
ing customers to access an online catalog). Generally, these services typically enhance or accelerate an
existing business without changing its fundamentals.
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technologicalrequirements?? (hereinafter: UTR) in the field of providing long-term stor-
age of digital records. Their purpose is to prescribe in greater detail the scope and im-
plementation of the stages of preparation or organization of the capture and storage of
digital records. Following these requirements is binding on all public sector organiza-
tions and for businesses seeking legal recognition of their digital records.

3. DIGITAL SOCIETY: NEW CHALLENGES FOR PUBLIC ARCHIVES

Going back to the Fourth Industrial Revolution. According to Schwab (2016), the speed
of its development, in contrast to the industrial revolutions, has been developing at an
exponential rate and not just ata linear speed in the past. He attributes this to the com-
plexandstrongly interconnected world we livein, and to the fact thatthe emergence of
new technology contributes to the development of newer and more powerful technol-
ogy. Related to the Third Industrial Revolution, digital technologies based on computer
hardware and software and networks are becoming more sophisticated and integrat-
ed and, as a result, they are transforming society in all spheres of its operations. In the
fourthindustrial revolution, new technologies and widely used innovations are getting
introduced much faster and more extensively thanin previous ones, which have notyet
been fully completed in certain parts of the world. Today, instead of talking about the
digital society, computerization has been replaced by digitalization, and the need for
organizations to digitally transform?3 business comes to the fore.

Here, we will not highlight all the benefits, opportunities and challenges that a digital
society brings. In the following, we will start from the fact that the way of work and
communicationsis changing due to the rapid technological development, working with
digitalrecords and databasesisreplacing the traditional office business, e-mail replaces
classic paper mails, paper forms and applications replacing electronic applications. As a
result, we are producing increasing amounts of records exclusively in digital form.

Based on a survey conducted, International Data Corporation has predicted
that the global data sphere will grow to 163 zettabytes by 2025 (Reinsel,
Gatz & Rydning, 2017).

This is ten times more than the 16.1 zettabyte of data created in 2016. However, the
amount of digital records is not even the biggest problem, since today, the storage of
digital records does not require so much expenses as did years ago. The bigger problem
is that these records are being lost on a daily basis, both by their creators and by public
archives (examples: Holehouse, 2019; Ahiers, M.M & Quijano, E., 2009; Sierman, 2019).
Gemalto?* (2019) states that 14,717,618,286 records were lost or stolen since 2013 (Fig-

22 The Archive of the Republic of Slovenia adopted and published the first uniform technological require-
mentsin 2006 on its website, now version 2.1 applies. (available at http://www.arhiv.gov.si/en/laws_
and_documents/ ) (July 20, 2019). The 2014 edition of PDAAIA upgraded the document with uniform
technologicalrequirements into a regulation adopted by the Ministry of Culture.

23 Digital transformation represents a complete change of the organization and its business activities,
processes, models, strategies and organizational culture with optimized utilization of digital technol-
ogies, their changes, opportunities and impacts, taking into account the current state and looking into
the future. It does not focus on Information and communications technologies (hereinafter: ICT) and
digital technologies, but rather on optimizing business needs through the efficient use of technology.
Important levers are raising awareness and promoting digital transformation, innovating digital busi-
ness models, digital process optimization, developing digital competences and education, internation-
alizing digital solutions and services, supporting the deployment and integration of business and ICT
standards, adapting digitalization to national and EU environments, and promoting entrepreneurship
supporting the introduction of new business models.

24 Gemaltoisaleading providerofdigitalsecuritysolutionsinthe world, particularlyinthe area ofauthen-
tication, verification and data protection solutions.
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ure 1), of which 3,353,172,708 records in the first half of 2018 alone, with an average of
72 records per second, respectively 6,189,074 records each day (Figure 2). That number
represents a 72% increase over the first quarter of 2017.

Figure 1: Statistics on records lost or stolen since 2013

DATA BREACH.STATISTICS

DATA RECORDS LOST OR STOLEN SINCE 2013

14/717:6181286

o/
ONLY 4 /0 of breaches were "Secure Breaches” where encryption was used and the stolen data was rendered useless.

DATA RECORDS ARE LOST OR STOLEN AT THE FOLLOWING FREQUENCY

Source: Gemalto, 2019.

Figure 2: Frequency of loss or theft of records
DATA RECORDS ARE LOST OR STOLEN AT THE FOLLOWING FREQUENCY

EVERY DAY EVERY HOUR EVERY MINUTE EVERY SECOND

Source: Gemalto, 2019.

Most of these losses or places are related to social media® records (56.18%) and only a
small partto publicsectorrecords e.g. governmental records were lost or stolen around
0.41%. Man plays a major role in the destruction or loss of digital records, as evidenced
by the recent case of deliberately destroying media from the Austrian Chancellery
(Dnevnik, 2019).

Using research data from the Society of American Archivists (2017), at least 3-5% of re-
cords lost or stolen are considered to have archival value. So there is a huge gap be-
tween the amount of records created today that require security and the amount of
records that are actually secured, and that gap will widen - this is the reality of our da-
ta-driven world. The IDC predicts that by 2025, nearly 90% of all data generated in the
global data sphere will require some level of security, but less than half will be secured
(Reinsel, Gatz & Rydning, 2017).

Considering thatsocial media posts can also referto governmental changes and records,
individual creativity, the legal order of individual countries, institutions' websites, etc.,
it can be said they have a profound impact on society as a whole. This can, be however,
an important primary source for future researchers. However, in order for them to un-
derstand and explore the past, we must also keep these records. However, in the mul-
titude of records published by individuals, organizations and government institutions,
itis extremely difficult to predict which of them will be relevant for the future (Hajtnik,

25 Social media are applications, web services, platforms or websites that build social relationships be-
tween people based on modern technological solutions (Wikipedia, 2014).
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Zivkovit & Uglesi¢, 2015). Either, because of the need for evidence in legal proceedings
or for the preservation of cultural heritage. Public archives should therefore ask them-
selves as soon as possible if and what is the value of the records posted on social media
by government institutions, companies, celebrities e.qg. policy, public relations special-
ist. Or, are advertisements, forums or online stores an important source of information
about the culture and society of a nation at a given time? They will need to think care-
fully about what records they should keep and for how long (due to the later need for
reuse, as evidence or as written cultural heritage).

3.1 Developmentstrategy and the first beginnings of the Slovenian electronic archives

Years ago, the Slovenian public archives became aware of all of the aforementioned
and came to the realization that the situation they were facing requires an immediate
approach to finding solutions. They were aware that, despite their different techno-
logical options, they did not have an established or basic environment in which they
would be able to retrieve digital records from creators and securely preserve them. The
first concrete and successful step in this direction was that they managed to establish
in 2006 the important basis for the establishment of the Slovenian electronic archive in
the PDAAIA. Article 59 stipulates that The Archive of the Republic of Slovenia, together
with the ministry, which is responsible for computerization of the administration, pro-
vide information and communication infrastructure for record keeping, storage, use
of digital archival records, integration of archives into a single information system and
connection to similar systemsin the protection of cultural heritage.

As one of the main goals in the field of archival activity, i.e. the establishment of modern
internationally an internationally comparable system of professional and legal protec-
tion of archival records, was also set by the Resolution on the National Program for Cul-
ture 2008-2011 (Official Gazette of the Republic of Slovenia, 2008). That is very important
forthe legal security of the country, its institutions and citizens and their rights. Similarly,
the establishment of the Slovenian public e-archive as an environment for e-archiving is
one ofthe goals of the eGovernment Action Plan until 2010 (Ministry of Public Administra-
tion, 2007). For the realization of this goal was responsible The Ministry of Culture, which
means The Archive of the Republic of Slovenia as a body within this Ministry.

Based on the aforementioned regulations and strategic documents, The Archive of Re-
public of Slovenia, together with foreign experts, in 2008 prepared a feasibility study?*
on the long-term preservation of digital records and the establishment of a Slovenian
e-archive.

Based on afeasibility study, the Slovenian publicarchives, onthe threshold
of the fourth industrial revolution, have adopted, and the Government of
the Republic of Slovenia has also approved, the first development strate-
gy of the Slovenian e-archive (named e-ARH.si) for the period 2010 - 2015
(Ministry of Culture, 2010).

The Slovenian public archives have strategically decided to establish a joint e-archive
ontheirowninformationinfrastructure andinits direct management. The decision was
based on the assessment that such a solution is more economically justified than if each
archive set up an e-archive for itself, and is the only feasible way regarding the given
resources of individual archives, especially financial and human.

26 Originaltitle: Feasibility Study LTDP - ARS: Feasibility Study for the Implementation of a Long-term Digi-
tal Preservation (LTDP) System for the Republic of Slovenia; based on Article 59 of PDAAIA.
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However, the state did not provide the necessary financial nor human resources for this
purpose. The Archive of the Republic of Slovenia managed to obtain only one tenth of
the planned funds for the development of e-ARH.si from the European Cohesion Fund,
to which, in accordance with Article 59 of the PDAAIA, it also attracted other regional
archives. The e-archiving process was defined in accordance with 1SO 14721 standard.
The OAIS reference model. This standard deals with e-archiving from the point of view
of three important areas (Figure 3). The first relates to the environment where digital
records are created, that is, the environment in creators. The second is an environment
thatis in the domain of public archives, and which preserves digital records taken over
from creators. The third area represents solutions that enable users to find, access and
use digitalrecords. In each of these environments, a series of processes are taking place
that archives wanted to support methodologically and technologically. Given the ex-
perience and expertise of working with digital records at the time, and, last but not
least, financial and human resources, they were only able to realize the plans of the
firststrateqgy partially. The implementation?” mainly refers to the creation of a software
tool for creators to prepare and submit to archives certain types of digital archival re-
cords, namely unstructured files and databases. For the long-term preservation of digi-
tal archival records, an electronic repository (repository for digital archival records) has
been established, represented by an open source software solution and infrastructure
at three geographically distanced locations.
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Source: Author's

27 Moreabouttherealizationofthefirstdevelopmentstrategy ofthe Slovenian publice-archiveinthe arti-
cle Hajtnik, T. (2015). Na poti do slovenskega elektronskega arhiva. V: Volcjak, J. (ur.). Arhivinarazpotju :
zbornik referatov : 27. zborovanje. Ljubljana: Arhivsko drustvo Slovenije, str. 143-152.
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3.2 Further development of the Slovenian public e-archive

At the end of 2015, the Slovenian public archives completed the period of the first de-
velopment strateqgy for the Slovenian public e-archive. In the meantime, the problem
of preserving digital records in Slovenia has also become also the governmental stra-
tegic issue in Slovenia. In addition to the benefits and opportunities of digital society,
the threats and dangers of digital society have been identified. In the field of cultural
heritage, as the opportunity for the digital society was recognized the development of
creative content and the creation of new and/or enriched offering of digitized cultural
heritage, digitization on the field of education and research, culture and media, and
increased production of digital media content. On the other hand, the loss of digital cul-
tural heritage was recognized as a threat to the digital society in the public sector, thus
reducing legal certainty and the difficulty of reusing data due to an inadequate system
forarchiving and preserving digital records.

Inresponsetothe perceivedthreatsand dangers ofthe digitalsociety, Slovenia adopted
the Strategy for the Development of the Information Society until 2020, shortly called
Digital Slovenia 2020, prepared by the Ministry of Public Administration (2016). Itidenti-
fied key strategic development orientations and integrated strategiesinto asingle stra-
tegic development framework. It also included the further development of e-ARH.si,
including the establishment of a digital archive for film and other audio/video archival
records and of a center for the digitization of archival records.

Allthese strategic documents formed the basis for the new Strategy for the
Further Development of e-ARH.si for the period 2016 - 2020 (Ministry of
Culture, 2016), prepared by the Slovenian public archives, and approved by
the Government of the Republic of Slovenia in March 2016.

Particular attention was paid to the access and continued use of digital archival records
to all interested users, regardless of their capabilities. The ultimate goals of the devel-
opment and establishment of e-ARH.si include:

e contributing to the optimization of the basic functions of eGovernment and improv-
ing the internal efficiency of eGovernment operations,

e providing and developing a quality management service for Slovenian cultural herit-
age and, consequently, legal certainty forthe country, itsinstitutions and individuals,

e increasing theinteroperability of linking public sector basic data sources, thereby in-
creasing access to archives in terms of cultural heritage and legal certainty.

In accordance with the dynamics of the reorganization of informatics in the state ad-
ministration, the e-ARH.si strategy envisages the placement of certain solutions of the
e-ARH.si system in the Government Cloud Computing?®, setting up by the Ministry of
Public Administration.

28 Government Cloud Computing (GCC) is a computing infrastructure for direct budget users, providing
them with storage, development, business and other capabilities in the form of services and the abil-
ity to achieve quickly their business goals using the concept of cloud computing. The infrastructure is
owned and operated by the government and provides services that use sensitive, personal and other
dataandinformation that the government does not want to store outside its environment. (N10, 2019).
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Amongthe anticipated products of the implementation?’ of the implementation plan of

the second strategy for the period 2016 - 2020, the Slovenian public archives included,

among other things, the digitalization of key phases in the e-archiving process (Figure
4), which replaced the "manual” procedures with automated ones, namely:

Flgure 4: Digitalization of |nd|V|dual phasesinthe e- archwmg process
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Source: Author's

The process of preparing and delivering digital records from creators to archives
(Ingest function)

The Acquisition Process provides the services and functions of receiving submission in-
formation packages (SIPs) from creators, preparing records for storage and managing in
the archive. Takeover features include e.g. preparation and acceptance of SIPs, imple-
mentation of quality control of SIPs, generation of archival information packages. This
process, especially the preparation of digital archival records for delivery to archives,
has proventobeachallengingtaskinthe past, both forthe creators ofthose records and
forarchives. It required a great deal of negotiation, coordination and verification. In or-
der to simplify and standardize this process, Slovenian public archives have developed
a special software tool SIP Creator, thereby at least partially digitalized the process of
delivering digital archival records. The tool enables the creator to organize and list dig-
ital archival records for delivery in the form of a pre-defined structure of the SIP and to
verify and validate it before being transferred to the archive.

Data Management and Administration process in the archival repository

Aggregation of archival databases: Afteringesting digital archivalrecords from creators
to archives, those are stored in the archival repository, where their metadata is stored
together with the records themselves. In Slovenian public archives, there are two data-
bases of fonds and collections of archival records, which function as their archival infor-
mation system. The first is the database of The Archive of the Republic of Slovenia, and
the second is common to the other six regional archives. The existing solution, from a
user standpoint, does not allow simultaneous inquiry in both databases, which is why
the Slovenian public archives have identified this deficiency as the absence of a “nation-
al content aggregator” for the field of archival activity. One of the strategic goals of the

29 More about the realization of the first development strategy of the Slovenian public e-archive in the
article Hajtnik, T. (2016). Nadaljnji razvoj slovenskega javnega arhiva do leta 2020. V: Hartman, M. (ur.),
et al. Doksis 2016 by Media.doc: zbornik. Ljubljana: Media.doc, str. 55-65.
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e-ARH.si strategy for the period 2016 - 2020 is also merging the two databases into one
database and one web user interface for searching through the single (common) da-
tabase. In this way, Slovenian public archives establish new organizational, business,
information and archival professional solutions.

Digital Film Archive: The Archive of the Republic of Slovenia also receive and preserve
film (on film or digital form) and other A/V records. One of the strategic goals of the de-
velopment of e-ARH.si is the establishment of its own digital film archive as an integral
part of the e-ARH.si system. One of its key tasks is taking over film and other A/V records
and digitizing those records that are still in analogue form. The entire workflow is sup-
ported by special software that enablesthe preparation, import, review and validation,
conversion, labeling, basic manipulation and accessibility of archival film and A/V re-
cords and their preservation (short and long term).

Digitization Center: Regardless of the fact that the original form of the paper archival
record provesits legalvalue, itshould be borne in mind that overtime this form may be-
come unusable. That is why Slovenian public archives have established a digitalization
center and equipped it with modern scanners for converting records from physical to
digital form. The whole process of digitization is supported by special software. It rep-
resents professional technological-organizational procedures for converting contents
and visual form of records from their physical to electronicformin order to provide ma-
terial protection of archival records (protection against damage) and to ensure fast and
wide access to archival (cultural) content.

The process of accessing and retrieving archival records (Access / Dissemination Function)

Archives should allow all interested users to access the records they preserve. This
process is carried out within the framework of the user service in the archives reading
room, which the Slovenian public archives wanted to digitalize. For this purpose, they
have designed the concept of a virtual archives reading room e-ARH.si: VAC. This pro-
vides all the key functionalities in support of basic reading processes, such as e.g. user
registration, search, ordering, delivering, use of records, control of use and recording
and making statistics of use. By allowing digital archives to be remotely accessed, the
virtual archival reading room will provide support to different types of users and their
needs; from complete archival laymen to advanced archival professionals and technical
administrators, including users from vulnerable groups (blind, partially sighted, deaf).
Its concept envisages effective ways of automating reading processes and interactive
virtual communication and providing archival professional help (Koncilija & Hajtnik,
2018). Technically, the concept of e-ARH.si: VAC is designed as a modular and techno-
logically sophisticated, constantly evolving, scalable and secure information system.3°

30 More on Digitalization of the Reading Process and the Concept of the Virtual Archive Reading Room
e-ARH.si: VAC in Two Papers:

- Koncilija, Z., & Hajtnik, T. (2018). Koncept virtualne arhivske ¢italnice : e-ARH.si: VAC = Concept of a
virtual archival reading room : e-ARH.si: VARR. V: Skoro Babi¢, A. (ur.). Arhivi v sluZbi ¢loveka - ¢lovek v
sluzbi arhivov : simpozij : zbornik znanstvenih prispevkov z recenzijo = Archives in the service of peo-
ple - peopleinthe service of archives : symposium : proceeding book with peer review. Maribor: Alma
Mater Europea - ECM, str. 154-162.

- Koncilija, Z., Hajtnik T., Jenus, G., Pauli¢, A., & Pfajfar, V. (2018). Virtualizacija &italniskih postopkov : od
ideje do koncepta. Moderna arhivistika : ¢asopis arhivske teorije in prakse, ISSN 2591-0884. [Spletna
izd.], letn. 1, 8t. 1, str. 95-114, ilustr.
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We have mentioned only a few archival procedures, which are being updated by Slo-
venian public archives with the implementation of the e-ARH.si strateqgy for the further
development of e-ARH.siinthe period 2016 - 2020, and are now being transferred from
the archival practice to the digital world.

4. MODERN DIGITAL TECHNOLOGIES:
NEW OPPORTUNITIES FOR SLOVENIAN PUBLIC ARCHIVES

The implementation of the e-ARH.si Further Development Strategy implementation plan
has begun several years ago. Digital technologies have improved over the years, and
archives have gained a great deal of knowledge and experience in managing digital ar-
chives. This is a good basis for their future work, and they will need to adapt their digital
workto the development of digital technologies and to use the new technologies proper-
ly. Given the characteristic of the digital society, on the one hand, the exponential growth
in the number of digital records and, on the other, the expectation and demand of end
users to access these records as quickly as possible, the time has come when traditional
archives have to be transformed from static repositories of paper and digital records to
dynamic service centers that will serve both, end users and professionals within the ar-
chives. Indoingso, they can benefitfrom the use of new digital technologies to help them
improve the quality of their services and improve their business efficiency. Since public
archives have been facing financial and staffing problems since their formation, the over-
whelming reason for studying new digital technologies and implementing them is the
great potential for savings in business and record management.

By using modern digital technologies, Slovenian public archives will be able to further
improve and simplify their work processes and thus provide better services. As soon
as possible, they will need to think carefully about what records they should keep and
how long, according to their large exponentially growing volumes and theirincreasing
complexity, intertwining, rapid variability and multiplication, e.g. records on websites
and social networks. Therefore, the contents of websites and social networks should
become the subject of archival professional research and discussion as soon as possible,
both from the point of view of their appraisal and the search for a way of long-term
preservation, and last but not least, their future use (Hajtnik, 2017).

Digitalrecords can be contextualized, so Slovenian publicarchives will need to find new
opportunities to describe the contextin connection with otherdigital record collections
using digital technologies. It will take a transition from a period of silos, fragmented
information held by different institutions, to distributed data.

At this point, we must ask ourselves what archival processes could be digitalized using
existing digital technologies.

4.1 Digitalization of the process of searching and accessing archivalrecords in physical
formin archival repositories!

Slovenian public archives currently store well over 70 km of archival records, mostly
writtenrecords on paper, aswell as parchment, microfilm, film and otherrecording me-
dia. These records are preserved in geographically distant repositories. The process of
finding therightrecord in these repositories is complex and, above all, time consuming.
In addition, there is a high risk that once the record is taken out of the repository and it
is not returned to the same location. On the other hand, it might happen that the files of

31 Archivalrepositoriesare properly arranged and secured spaces where documentary and archival mate-
rials are stored.
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records are notreturned completely. All processes of searching and giving the records in
physical form to users are manual. The process of searching for records in physical form
in an archival repository can be significantly simplified by using different technologies,
one of them being, for example. RFID3? technology (Radio Frequency IDentification) or
radio frequency identification. With this technology, it is possible to keep a much more
consistent record of archival records, which would reduce the number of “misplaced”
records. The point of RFID is actually a sticker paced to each box with archival records.
By using RFID technology, itis also possible to inventory records much faster on shelves,
as we only "walk" with the reader between shelves. Such a solution can also result in
significant savings in staff costs, improving the service of giving archival records for use,
preventing the theft and easy checking of inventories, managing the archival deposito-
ry, while providing archival records for use in expected time. Using RFID technology, itis
also possible to analyze large volumes of records and make them available to internal
and external users, or systems.

4.2 Machine appraisal and record selection using artificial intelligence tools

As long as the records were only on physical media, usually paper, archivists were com-
pletely sovereign in managing them, which begins with appraisal and selection at the
creator and continues with acquisition and long-term preservation and further use.
Dealing with digital records, however, this is unlikely to be the case (Hajtnik & Skoro
Babic, 2018). We estimate that the "manual” appraisal and selection methods used for
records on physical media, regarding the complexity and exponentially increasing vol-
ume of digital records, will not be easily transferred to the digital environment. Arti-
ficial intelligence tools provide archivists with almost limitless possibilities. Machine
learning technologies provide archives with radically new abilities and capabilities. The
challenges of appraisal, selecting and reviewing the sensitivity of born digital records
might only be solved by using artificial intelligence tools.

4.3 Proving the integrity and authenticity of archival digital records using a combina-
tion of artificial intelligence and blockchain technology

Due to our priceless value, archival records hold the status of the cultural monument.
They are part of current records, which, in addition to their lasting importance for his-
tory, other sciences and culture, also have a permanent significance for the legal in-
terest of legal and natural persons. Therefore, one of the key tasks of public archives
is to assume the responsibility of ensuring the continued integrity and authenticity
of these records from the moment the digital archival records are taken over from
the creators. Today, thisis done primarily by calculating a hash value for each archival
unit of digital records taken over to archives, and it is stored and preserved with the
record in the e-repository. The combination of blockchain technologies and artificial
intelligence can more effectively identify potential changes or tampering with digi-
tal records, thus protecting the integrity and authenticity of archival digital records.
Some archives around the globe have already approached these solutions. E.g. The
National Archives (TNA) is researching and introducing this technology through the Ar-
cangel project, which is expected to provide the right answers and solutions within
two vears (University of Surrey, 2019).

32 RFID is a technology for transferring data between the reader and the electronic tag for identification
purposes. The tag consists of an integrated circuit (chip) that stores and processes data and performs
modulation and demodulation of signals. The other part of the transmitter is an antenna that receives
and transmits radio signals. The RFID signals from the transmitters are received by the RFID reader,
which allows identification of the objects to which the transmitter is attached.
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5. CONCLUSION

Ashortwalk through history shows that public archives, like many other organizations,
had to adaptto social and technological changes since their formation. This also applies
to Slovenian publicarchives, which were actually unrecognizable inthe society until the
adoption of PDAAIA and its subordinate requlations in 2006. The adoption of new ar-
chival requlations, in addition to a number of new professional tasks those regulations
gave to Slovenian public archives, also caused them to start adapting themselves to the
challenges of the digital age.

Social media, open data, big data and record management issues such as freedom of
information, privacy, open government and security all point to new trends that shape
new views on records, their value, their role, and management. The impact of digital
technology not only changes the nature of records, but also the way people and organi-
zationsin society behave, communicate and conduct their business. Considering the di-
rection in which the development of digital technologies and thus the society is going,
Slovenian publicarchives will have to make many radical changesto their business. Only
in this way will they be able to fulfill the increasing expectations of the users of their
services. The e-archive, which is being developing for almost ten years, will be the first
generation of the e-archive. It will mostly simulate current archival practices, which are
based on paper record management. Today is the time when Slovenian public archives
have to think about a new vision for the second generation of e-archive and come up
with a new “digital” strategy together with itsimplementation plan. However, in order
to be able to achieve this, they will have to upgrade their current knowledge of digital
records managementand understand all the risks involved. Employees of archives need
to start paying more attention to the learning about and understanding the opportu-
nities offered by modern digital technologies and use that knowledge in the archival
practice. The strategic goal of Slovenian public archives in the next five years after the
completion ofthe development of the first generation of e-archive should be to provide
services in completely new ways and to form and provide completely new services us-
ing new digital technologies. For the next five years, a comprehensive digital transfor-
mation is awaiting Slovenian public archives.
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