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Abstract. In the last couple of years, the diversity of palicultures on the Internet is being enriched fpheno-
menon called “user-created content”. Individuaks publicly sharing their thoughts, preferences.eeigmces, and
feelings in the form of up-to-date online profil@sd journals of their lives. Freedom of individeapression and
the potential for unlimited participation in prodiug and publishing contents is leading to an immeamser infor-
mation flow and data-collection. Ingenious expasitof privacy and identity publicly enables usemibtaring and
surveillance. Monitoring performed by users, accanied by user mutuality, empowering, and shariag,oinsi-
dered to be useful, as it is fundamentally soeiatj can be part of subjectivity building. The opmosase howev-
er, when monitoring lacks the voluntary engagenaémiach participant, is much alike Orwellian Big Bret since
privacy infringements can arise. The amount of lab& personal information makes “user-created exfitser-
vices very useful to businesses for marketing psgppto governments for law enforcement use, amdganiza-
tions or individuals involved in illegal activitieend frauds. The possible privacy intrusions aregneatly recog-
nized by users. While UCC users desire social coiorectand interaction, they are also naively anddaemtly

inviting unknown individuals into relative intimacy
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Uporabnisko ustvarjena vsebina ali nadzor zasebnast

Povzetek. Fenomen uporabnisko ustvarjenih vsebin je Klju &ne besedeuporabnisko ustvarjena vsebina, zasebnost,

zadnijih letih obogatil raznolikost spletnih kult.dnevnim
azuriranjem svojih osebnih profilov in dnevnikovspmezniki
javno izrazajo svoje misli, Zelje, izkuSnje d¢nstva. Svoboda
izraZzanja misli in tehdne moZnosti skupaj omogajo
neomejen proces nastajanja in objavljanja uporalwitik
vsebin, kar vzporedno ustvarja velik pretok podatka
nastajanje velikih podatkovnih zbirk. Tovrstno igpvljanje
lastne zasebnosti in identitete na spletu dajek §iwostor in
moZznosti za spremljanje in hadzor posameznika. Nadeor,
ki si ga medsebojno dovoljujejo in ga vzajemno jaj@m
uporabniki, se na splodno Steje za individualnaiazbeno
koristnega, saj krepi socializacijo in gradi upariov nazor.
Vendar, kadar uporabnik eksplicitno ne dovoljujelzaa ali
se ga celo ne zaveda, postane ta nadzor vsecppedoben
Orwellovemu Velikemu bratu saj lahko prihaja doawedenih
posegov v uporabnikovo zasebnost. Zajeten
razpoloZljivih osebnih podatkov, ki izvirajo iz umdnisko
ustvarjene vsebine, lahko izkaf&o razltni poslovni subjekti
v trzne namene, vlade pri izvajanju pravnih preoipisn

zbiranje uporabniskih podatkov, nadzor

1 Introduction

The ongoing growth of the Internet has influencled t
modern society and human lives in many ways. One of
the greatly recognized influences is the one thermet

has had on the ways people communicate with each
other and on the ways people socialize in gen@&wl.
going online, people can be in contact and intenattt

a variety of other online individuals. With formirdj-
verse online cultures, the Internet as a netwotkaanan
interactive medium, brings together a wide range of
different people who might have otherwise never. met

obseg | the last couple of years, the diversity of pali

cultures is being enriched for a phenomenon called
ser-created contertJCC). Media content creation and

razlicne protipravne zdruzbe ali posamezniki za prevare iife€ web publishing by people for whom such adesit

druge protipravne dejavnosti. Uporabniki se pri tenaeliki
meri ne zavedajo nevarnosti posegov v svojo zastpko
izhaja iz javnega objavljanja lastnih osebnih vseliz Zelje
po vzpostavljanju socialnih stikov uporabniki lahkiselno

are not common in their professional lives havebse
come an integral part of online cultures. Individua
who usually do not have the knowledge and the equip
ment, and sometimes not even the talent, of thefiep-

VabI]O neznane In nepl’everjene Osebe \Y SVOJ razmeero Slonal Counterparts are |ntens|ve|y try|ng to expre

intimni svet.
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themselves publicly in various ways. A large andvgr
ing share of the society is spending more timeaiteh-
tion on UCC sites than on other channels and media.
Creating and, without prior editorship, directlylp
lishing content enables producing applicable sesiic
By using new technology, individuals have the ofyor
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nity to satisfy their needs for social connectioimsli- It is of great concern to whom user content artd da
vidual expression and the desire to distinguishselie are accessible and for what purpose. UCC servipe de
among the rest of the community. By creating mediyments provide the use of identifiable informatio
content such as pictures and videos, and writiig- in which a user provides to one entity for one purpmse
guing and penetrating texts, they interact with ont another entity for another purpose. Other puEpos
another and present themselves as active obsesferanclude compositions of digital dossiers, searchd an
the society that surrounds them. Different chaatd sales.Possible privacy attacks include user manipula-
other benevolent actions initialized and performetion, blackmailing, stalking and identity theft. f&e
through UCC web sites have also pointed out how effaccessible technologies retrieve information froit+ p
ciently critical masses can be mobilized and cons¢dres alone (Face Recognition and Content-baseddma
qguently, the positive impact these services caretmv Retrieval) and in that way the possibilities of gratal

society. privacy intrusions are increased.
Exposing oneself to the public has become a life- The prevalence of monitoring and profiling praesc
style of individuals actively participating in UC®arti- — regardless of their intentions — is indicativeao$ur-

cipators in this phenomenon are reveling for evedyb veillance society in which institutions gain powearer

to see their names, hobbies, political and religibe- individuals. In such a context, privacy is highlglwed
liefs and other socializing intended informatiorhigh as an expression and a safeguard of personal yignit
is undoubtedly not something that was done beforBrivacy is among the highest of privileged indivatiu
Unfortunately, along with recognized benefits indiv  rights.

als and the community can have with the growthhef t The main questions of interest are:

UCC phenomenon, this kind of user participation and
behavior is at the same time producing differentgmy '
concerns.

According to [1] Internet privacy can in genera b * e P .
defined as gsec[lu]sion and ?reedo%n from l?nauthd)rize part|_C|pat|on, who and how can benefit from UCC
intrusion. The key word in the definition is “unhat serwges?
rized” as it marks the beginning of privacy infring ° Howllnformed gnd concerned are the users about the
ment. The Internet enables different means foraogiv possible negative consequences?

infringement. Personal user data can be collected f \What we do is influenced by who else knows what
different mal-purposes like creating false identiper- we're doing. Our concern comes from the following
forming targeted web advertising, or sending spam @uestion: would UCC users behave differently ifythe
mail, to name just some of them. With mass userianedknew who else knows what they are doing?
content creation and publishing, the amount Ofmb The paper is Organized as follows. Section 2 pro_
and impersonal data that is accessible on thenetés yides for the general presentation of UCC, the rglo
increasing and user privacy on the Internet is ean jng services and the ways user can participatetic®e8
bigger risk than before. deals with the problem of user privacy that is aiged

However, privacy issues concerning UCC are somgjith UCC. Section 4 presents the content that usees
how different than the common Internet related @ making available while Section 5 summarizes thegpri
concerns. As UCC services are built on the ideshaf- cy policies of the three representative UCC sesvtbat
ing information and different self-created median<o were taken into consideration. Privacy policiedU@C
tent, the content that is publicly available is Bled services give an insight into how providers of ehesr-
by individual's free will. UCC participators arelie=- vices can use the content provided by their ussps-
rately publishing their personal information, theic-  cjal attention is given to privacy risks that carmse
tures, videos and other content in order to atteEct from these policies. Finally, Section 6 presents w&hd
many people as possible. Implementing differenessc how can collect data from UCC services and wels site
constraints would eXtinguiSh the UCC purpose amd be During our research, we especia”y considered pre-
efits. Because of the UCC nature, the amount ang Waiously accomplished research reported in [2], [3],
this content is being published, the known Priveey  and [5]. The discussed issues partially involvesbeial
hancing Techniques (PET) are typically neither uisefimpacts and drivers, and therefore we considenetiest
nor adequatg. . . [6], [7] and [8], which approach the topic from the-

To examine the exposed privacy issues, we observg@| science perspective. Additional technical aspef

three services that represent a specific contéagosy:  UCC privacy intrusions will be attended in our het
video-sharing, photo-sharing, and social networkingesearch.

services. We also observed what kind of contentsuse
are voluntarily publishing and what kind of datayh
are unknowingly and thus involuntarily providing.

What are the actual problems of sharing too much
information?
If user privacy is becoming more at risk with UCC
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2 User-Created Content confined to the provincial news and views of tlease
friends.” This is also applicable to UCC social dsn

User-created content (UCC) definition provided bg t \here users tend to attain a vast number of suatk we
Organization for Economic Co-operation and Developjes.

ment (OECD) understands media content to be jastifi  practicability of user-created content services de

bly named UCC, if it can be characterized by altle  pends upon the number of the involved participants:
f_ollowmg three cr|ter|_a: a pub_llcat|0n reqwr_emec_ltea- more users are participating in a particular servtbe
tive effort, and creation outside of professior@itmes ore valuable and useful the service is to eacticpar
and practices [2]. Media content that is consideied pant, For this reason services are not financiakyrict-
fulfill the OECD's three criteria can be any of fo&  jng puplishing of user-created media content. Tiae f
lowing expression formats: text, still picture, auar gjje pusiness models lead different critics of U€-
video. Created content of different formats candfe jices to thinking that there is more to these sewihan
fused as one of the following: blogging, multimedig; s apparent and revealed: “What is providing $os-
sharing, podcasting, news, reviews, wikis, socil-n tenance of UCC services if most if not all of thene

working and virtual worlds. ___ provided to users without any charge?”
Until 2005, the only indications of UCC activities

were chat rooms, rating sites, blogs, newsgroumb aré .
forums. Since 2005, when the first concrete UCG se User Privacy

vices such as YouTube were launched [9] and tIs¢ finyith providing enriched means of communication,
UCC pilot projects such as the BBC (The Britishycc services enable users to express themselves in
Broadcasting Corporation) user-created news pilQfrious ways. However, releasing UCC services into
started [10], UCC has gained surprisingly extensivggciety also has some other, broader implicatiBrese-
popularity and a large number of individual and@o!  gom of individual expression and the potential dati-

tive devotees [2], [3]. _ . mited participation in producing UCC content isdiay
The observed UCC services include YouTubgy an immense user information flow and data-

Flickr, and Facebook. YouTube and Flickr are thestmo ¢giection. Along with personal information, photos

popular. service that host u_ser—_created videos &0tOp  and videos, UCC users are publicly sharing their
respectively. YouTube, which is now operated ast& s tnoughts, preferences, experiences, and feelingbein
sidiary of Google, is also the world's largest UBEb-  form of up-to-date online user profiles and jousnaf
site. All YouTube content is publicly available \nfor  {heir lives.
Flickr 20% of content is publicly unavailable [Zs The large amount of freely accessible user inferma
users of these services do not only share contéht wWtjon provides foundations for peer-to-peer monitgria
friends, family and like-minded people, social mati  form of surveillance performed by individuals, rath
tors for expressing oneself and actively partieimain  than by agents of public or private institutiongnisT
society, such as connecting with peers to makeaboCiing of monitoring does not have the same negative
bonds with other people, can therefore be overbakin connotation as the conventional understanding of su
by the.desire to attract attention and in somescasen yegijllance, because UCC users are willingly prowidin
to achieve a certain level of fame, notoriety aesige. sych information with the intent of availability taher
Talented individuals, such as the author who cdaat%eome_ Discussion reported in [7] argues that
and posted an_authentic commercial for i-Pod on-You individuals are increasingly adopting practicesa
Tube, can be discovered [11]. _ ciated with marketing and law-enforcement to gain i
Facebook is a social networking site (SNS), primarformation about friends, family members and prospec
ly founded for social interaction among collegedsints tjye |ove interests” and emphasizes that "...in amiag
that now allows the wider public to be members anghich everyone is to be considered potentially sasp
integrates multiple functions. Members are provideg| gre simultaneously urged to become spies."
with tools for sharing pictures, personal inforroatand Users participating in UCC sites and services-typi
participating in numerous Facebook-specific applica:a|ly do not mind that they can be under surveian
tions. Facebook members can join different groum a gnd monitored as long as this is performed by other
also make social connections with (in real life Wnoor  mempers of the online community, which are simylarl
unknown) individuals who, after confirmation, be@m participating in personal information disclosurehat
their Facebook friends. this kind of monitoring is performed by SNS members
In principle, members of all three observed UCGnq is accompanied by user mutuality, empowering, a
services are able to establish social relationk wiher sharing, it is considered to be useful, as it isamen-

users. These relations represent, on average, weeke ta|ly social, and can be part of the building dbjsativi-
than in offline social networks. Social studiests@s ty as reported in [8].
[6] emphasize the strength of weak social ties:ihdi- Exposing oneself to the public therefore “by itsel

viduals with few weak ties will be deprived of infoa-  goes not inherently imply privacy violation. Howeye
tion from distance parts of the social system aildbe
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when peer monitoring lacks the voluntary engagementation. Manipulating this data, users manage thg wa
of each participant, it becomes surveillance in €iian  other people perceive them.
sense and is undesirable, since different privaty User content such as pictures of individuals, rthei
sions can arise. As UCC participators might nofutly  friends and relatives, and additional informatiom-p
aware who has access to their personal informatiovided in user profiles (names, daily activities;.ethat
they might also not be aware that different datmré- are publicly available on Flickr can be accessettiaut
ing what they do or say online can be collectedthatl any prior authentication or limitation of a partfi@uin-
records of their personal information along witkeith terested individual, an interested individual doest
online behavior can be composed. In such casese whéven require a Flickr account to view this inforioat
UCC users desire social connections and interaction Besides user created videos, YouTube enables pub-
they are also naively and innocently inviting unkumo lic access to some user published personal infoomat
and unverified individuals into relative intimacy. like age and country and his or her video-relatech-c
Additional privacy violations arise because UCGnents. The date when a user joined YouTube, the dat
users are making publicly available content thagésdo when he or she last signed-in, the number of videos
not regard them alone, but represents some acqdainbr she watched, are also publicly available
or unacquainted individuals who do not have to be Facebook and other SNSs encourage members to
aware of the public availability of such contenthda reveal personal information in their profiles asllvees
may not wish to make it publicly available. Thisnca through personal photos. Analysis [4] of Facebosk u
lead to various unpleasantness, inconvenience or ars' awareness of privacy issues states the fallpwi
noyance. "...not only are Facebook profiles most often perigna
Major privacy issues concerning UCC services, posdentified, but by default they show contact infation
sibly having severe consequences, regard minor€ U@nd additional data rarely available on other net-
services do not support any active privacy mechasis works..."
for authentication of unknown members or theirtrus  Research concerning social networking website to-
worthiness — checking their age, gender, inte@sgny pics and Internet privacy topics performed in thatéed
other information they provide. Considering thisnadl  States in 2007 [5] included 205 students. Partitipa
as the fact that users publish personal informaptw- were approached and asked to complete anonymous
tographs and videos, child molesters and sexualapre questionnaires. The approximate number of userkoci
tors have discovered that UCC sites can also be exetworking “friends” was 239.41. Participants where
ploited to find victims. Different cases have bgga- members of some social networking site answered-que
sented in [12]. tions with a »yes« or a »no«. The responses olataine
One of the most controversial privacy implicationdike for example that 73.6% participants allow amgo
associated with false identities on SNS sites wms tto view their profile, and that almost 10% of users
suicide death of 13 years old Megan Meier in 2Q].[ clude their home address as well as their phoneébagm
The mother of the Megan Meier’s neighbor that Megaimply a low privacy concern among users.
was no longer friends with set up a fake MySpace ac According to Reuters [14], a survey performed by
count, representing herself as a 16 year old nidie. the British-based insurance company Legal & General
neighbor mother used the fake MySpace account-in agstablished that people used UCC sites to conniglat w
der to send Megan hurtful messages and to humiliagpeople who were essentially strangers. The test per
and hound her. Because of this, Megan suicide w&as pformed involved sending out 100 ‘friend' or 'follon-
tially attributed to bullying through the socialtmerk- quests to strangers selected at random. Without any
ing website MySpace. checks, 13 percent were accepted on Facebook and 92
UCC privacy issues can partially be attributed to percent on Twitter. This kind of behavior could yid®
basic lack of understanding and consideration ofato potential data collectors with vital, personal mha-
implications of the technology itself, and a ladkadl- tion.
vanced planning as the popularity of the sites rlaas Moreover, the Legal & General survey included
pidly grown. As UCC technologies are quite new, th@,092 UCC users and found nearly four in ten, or 38
full impacts of their effects on society are polsibot percent, of people using social networking sité® li
fully understood. Facebook or Twitter post details about holiday plan
and 33 percent details of a weekend away. Coupigd w
the findings that an alarmingly high proportionusfers
are prepared to be 'friends' online with people then't
The extent of privacy risks concerning UCC sites deeally know, this kind of behavior of UCC partictpes
pends on the amount and the nature of the infoomati presents a serious risk to the security of peopleme
users are making available. All three observedisesv and contents.
typically enable their users to create and mainitadi Besides publishing personal information in diffdaren
vidual profiles which include different personafdn  profiles, with which users present themselves te th

4 Content Availability
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online community, users also communicate with otharan receive advertising that is more likely to hente-
users and with the public by posting different naedirest. Moreover, Facebook "may use information about
content. Information that has been once postedifen dyou that we collect from other sources, includitg tot
ferent web-sites can typically not be deleted or rdimited to newspapers and Internet sources such as
trieved. Users in these posts usually reveal everem blogs, instant messaging services, Facebook Phatfor
about themselves, their opinions and their hallitst developers and other users of Facebook, to suppteme
with publishing personal information in their pile. your profile."

Thus, user posts are also very yaluable for dilffeda_ta 6 Data Collection

collectors. Further problems arise because priyexdiy

cy and terms of service of the hosting companies abifferent business, governments and individuals are
due to change over time. This way, it is possiblatt taking advantage of the increasing technical cédipabi
once provided removable information cannot be resf information systems to gather, process, andestor
moved in the future. Some providers of UCC servicesonsumer and citizen data. Experiences have shioatn t
also distinguish between inactivating an accourd arthe vast amount of data available through Inteozet
deleting it. For example Facebook retains user oata be used to acquire knowledge about consumer prefe-
definitely when a user deactivates his or her agctou rences and citizen behaviors. Built profiles carubed

but removes it within a couple of weeks when a usdor commercial purposes, for the prevention anealet

deletes his or her account. tion of security breaches, fraud and other crinzes]
for different illegal activities.
5 UCC Privacy Policies With collecting data that is provided from diffate

user created content web sites, businesses, gogatam
Considering the amount of user information providedand individuals have access to even more usernmaor
successful UCC services are likely to have larger ustion than before.
databases of personalized and non-personalized- infg ; Targeted advertising
mation. Through extensive privacy policies UCC ser-

vices inform the public and address the followinges Through Internet businesses can sell to and communi
tions: cate with potential customers. The Internet al$owa

businesses to identify and learn about their custom
- What information is collected by the service previdP@se. By collecting information about individualhbe
er, is it considered personal and how long is il he Vior a_lnd interests busmgsses can adjust a suitaite
for? mercial model for a particular user or a group sérg.

« With whom is the information published on ucc This is referred to as targeted advertising armhsical-
web sites shared and under what circumstances? Y includes advertising products or services foiatit

» Is information obtained by the UCC service providep"]lS somehow been established that they might be of

and provided by users augmented with data frofjterest to a part|cullar customer. Fo_r example, mhe
other sources? buying a book, the site a user is buying from tgpic

* What internal protections exist, if any, to preven uggests other S".“”“ar bOOkS.‘ that.may be_of interes
personal information disclosures? ome e-maﬂ services scan incoming e-mail messages
and accordingly place advertisements relevant & th
ernessage—content scan findings.

More sophisticated methods of targeted advertising
include tracking and collecting individuals’ onliaetiv-
ities, interests, preferences, and communicatioar ov
time in order to compile a user record. In suchay,w
advertisements that are shown to people are relégan
their interests, regardless of the sites they migng. In
practice, this is typically invisible to users aaliows
businesses to align their advertisements more lgldse
the inferred interests of their audience and consety,

Privacy policies of the three observed UCC sesvic
are available in [15], [16], and [17]. The visibjlof
information between observed services is variabig,
according to their common privacy policies and estat
ments, collected personal information that is nist d
played publicly is protected and not sold to thpatties.
UCC services reserve the right to transfer persomal
formation in the event of a transfer of ownershifsale
of assets.
personal nformaton .. that you volontariy asé. . SPend thei advertising money more effectively.
online (on discussion boards, in messages and chat Accordmg to the privacy poI|C|e§ of the Fhrge ob-
areas, within your playback or profile pages, ebe) slerveg sebrl\_/|c|:e§, pertsoTa(Ij |nfgrma;t|orl1dt:1a;[ !.thr_let d
comes publicly available and can be collected asatiu ﬂg\)//vivgru Irc(:)\}:i(I:ISeESrOhZSee n:r(l)blriloatisgn too ?())te dl:fe%t
by others.” According to the Facebook privacy polic collected’iﬁformation This is refegrred to as "gectar
[16], Facebook can use and distribute membersbpersd ta" and incl d. inf ton. | tbomf)-/
al information in a non-personalized manner. The-co ata” and can Inciude usage information, leng

. ; g nections, other users' profiles visited and messagat,
pany even claims that this benefits its membershep user behavior and tastes, etc. This informatioans-
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nymous and non-personalized. Therefore, the businasfficial records. As UCC services reserve the right
models of UCC services may involve selling suchadatreleased personal information for law-enforcemant p

to market research and other firms. poses, all user-provided content and data available
Information revealed by UCC users, like their agethrough UCC sites can be collected for such offigsse.
gender, and location is commercially very valualtie. An insight into how misinformed users can be about

this information is anonymous, it can thereforedi® the adequacy of their accounts privacy settingsisid]
tributed to advertisers. According to their privgogli- ments, can be obtained by considering the consegsen
cies, all three observed UCC services can targetrad the Facebook application "President Obama should be
tisements to customers who have demonstrated an intKilled" [21] had. The application itself is a denstra-
est in content related to the advertisement evehef tion of how poor privacy policies and governmert in
page has nothing to do with the advertiser’'s praducvestigations can collide. An application survey eask
Using secondary information, advertisers can shdw awhether the present USA president should be kéled
vertisements "that may be related to textual infatiom, offered several options for respondents. Many Faakb
such as metadata and notes, associated with the phasers were outraged, and contacted the company re-
you are seeing, or the search term you entered" (rgponsible for the application and the USA secret se
ported on the Flickr web site at the time of thétimg). vice. The survey was taken down, but not beforersdv
YouTube reserves the right to record and afterwardsindred people participated. The matter is stiihgpe
distribute information about users' usage of Yowl ubinvestigated, but the issue may not just be abbet t
(viewed YouTube channels, the contacts users commuerson(s) who created the survey. An investigation
nicate with, the videos they watch and when thetckva could extend to the people who participated inghe
them, the frequency and size of data transfers), &or vey, as well as their Facebook network of contalets.
most UCC services, the practice is to keep a vigwirthis case, how much information the secret sermeg
history of users. collect and how much might be available for them to
How extensive this secondary data can be was madallect may leave a lot of people vulnerable tonbei
evident in July 2008, when Viacom — an American mecaught up in a federal investigation related tbradt on
dia conglomerate — won a court ruling regarding-Viathe President's life.
com’s copyrighted material that was without Viacem' g 3 Employers
permission posted by users on YouTube web sites as
reported in [18]. The court ruling required YouTuloe Individuals who access the Internet from work sHoul
hand over 12 terabytes of data detailing the vigwinknow that employers are increasingly monitoring the
habits of every user who has ever watched videos dernet sites that employees visit. According ke t
this site. This led to concerns that the viewingiteof 2005 Electronic Monitoring & Surveillance Survey
users could be identified through a combinatiothefr ~ from the American Management Association and The
IP addresses and login names. ePolicy Institute [22]:

Extensive polemics regarding Facebook privacy ;go, of employers monitor employees’ Web site
arisen in November 2007, when this UCC service .qnnections:

Iaunc_hed a system called Beacon, where third-parfy 65% use technology to block connections to banned

websites could include a script enabled by Facelmmok Web sites: and

their sites, and use it to send information abbetdac- 5505 monilcor e-mall

tions of Facebook users on their site to Facebd8k [ '

Beacon created considerable controversy soon #fter Considering this, saying something as obvious and

was launched, due to privacy concerns [20]. Infdimma seemingly innocent as “I'm bored” in a status updat

such as purchases made and games played were palpost during working hours can have dire consezpgen

lished in the user's news feed, for all of his er Race- if the wrong people see it. Having in mind how ssier

book friends to see. Originally if no action wakena by user created content communities perceive “frieraasl

the user, this information was automatically puidid. that they are trying to have as much friends asiples

Beacon was later changed to require that any actiothis is very expectable and common.

transmitted to the website would have to be appidme Regarding employers, many companies and gov-

the Facebook user before being published. The @ontrernment offices throughout the world have disabled

versial service, which became the target of a datien employees UCC access from work. According to a re-

lawsuit, was finally shut down in 2009. searched performed on 1400 USA companies having

6.2 Official use more than 100 employees [23], 54% of companieken t
USA have prohibited access to Facebook and Twitter

Willingly provided information about social relatis, thejr employees. It has been established, that thith

as well as personal information about politicalwse ysage of social networks, the individuals profesaio

religious beliefs, sexual orientation, and prefeen (epytation is decreased. Using social networksstee

regarding everyday life activities is in differemays emphasizing their private aspects and lives white e
complementary to information included in different
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ployees should have in mind that they represent tmeotivation as the user to defend against disclosdire
company for which they work for even outside wotkin the user information.
hours. Some companies could even willingly share sensi-
64 lllegal activities and frauds tive data with marketing firms. Problems arise hisea
legislation has not yet approached this matteretait
Privacy infringements arise because identifiabl®rin  The main question that remains unanswered is who ac
mation available from UCC sites is available ndiydo tually owns the data, the user who provided the dat
the hosting site and within the network itself buthird  the company which is hosting it?
parties who access data without the site’s direlthiso- In 2007 Virgin Mobile (Australia) used pictures-ob
ration as well. Consequently, encouraging publigloh tained from Flickr websites in their advertisemeain-
persona| information and fl’iend identiﬁcation p!aut paign_ Amateur photographers licensed their work up
larity, UCC services are vulnerable to differeédll |oaded on Flickr in such a way, that it could bedisy
activities and frauds. . _any other entity, as long as the original creatas \at-

It has been shown that SNS services are especiaifhuted credit. Virgin Mobile upheld this restiimn by
vulnerable to "phIShIng" attacks. “PhIShIng" isaarh of printing the source, |eading to the photograp”‘dﬂﬂ(r
social engineering in which an attacker attemptigo-  page on each of their ads. The models from thegshot
dulently acquire sensitive information from a vietby  \ere not informed about the ongoing campaign, §o di

impersonating a trustworthy third party [24]. Fo@e-  ferent lawsuits like [26] are still pending at ttime of
ple, the “phisher” searches large amounts of ridiabyyriting.

social network information for UCC user e-mail oF i
stant messaging addresses. He then misrepresems h.} C lusi
self to the user by sending a link to a fake websit onclusion

which appears almost identical to the legitimate and  with UCC, the creation, collection and processirig o
directs him to enter his sensitive information. sTken- data has become a ubiquitous phenomenon_ By collect
sitive information can include usernames, passworggg data that is provided from different UCC wetesj
and credit card details. An experiment performed @overnments, businesses, and individuals have sitoes
Indiana University in 2005 [24] shows a successe Gt jmmense user information. The prevalence of menito
over 70% for these attacks on social networks. |ng and pr0f|||ng practicesy regard'ess of theiteim
Aside from the profile information users choose tgjons, is indicative of a surveillance society anduch
make available to their friends, friends of friends g context, privacy is highly valued as an expressiod
everyone on Facebook, the biggest security anci@yiv 5 safeguard of personal dignity.
loophole could be in third-party applications. Appt UCC services in general reserve the right to el r
tions like quizzes and games available to Facehpok |eased information provided by their users, whioh i
sers are based on »cloud computing”, which meaats tht|judes personal data as well as all other selftedeand
applications run somewhere in the “cloud” and not opnce published content for law-enforcement purposes
the user's computer, where the “cloud” represehés t gnd other official use.
Unpredictable part of any network through whichadat According to the privacy po"cies of the three ob-
passes between two end points. When users choosesé@ved services, personal information that is riet d
access these applications, they are not only exgadl played publicly is protected and not sold to thpatties.
of their profile information to the third-party deteper However, providers have no obligation to protetteot
that created it, but are also surfacing their fi&rpro-  collected information. Business models of UCC sasi
file data. may involve selling anonymous and non-personalized
As user data and applications are stored on soeneqfata to market research and other firms. UCC sesvic
else's hardware, with »cloud computing«, users Bsegre thus very useful to businesses for marketimgqs
degree of control over their sensitive informatidme gg,
responsibility for protecting that sensitive perabom- Extensive privacy intrusions arise because identifi
formation from hackers, internal breaches, and sebp ple information is available not only to the UCCsting
nas falls into the hands of the hosting compangofd-  site and within the network itself but to third pes
ing to a paper concerning ethics in web developmefiho also access data without the site direct cotab
[25], increased interest in UCC applications, adl @& tion as well. For this reason, UCC services are wsy
the associated low entry costs, has created aywli®l yseful to organizations or individuals involvediliegal
tributed developer base in terms of age, educa#iod, gctivities and frauds.
experience. Hence, it can no longer be assumed that As the users are taking advantage of the openness
innovators are classically trained, and therefoa@eh and decentralized nature of the UCC, they are etligle
exposure to ethical considerations involving tedd@p.  not aware of the risks. Users are deliberatelyiphinig
This can have many possible adverse consequencestsr personal information, their pictures, videasd
the hosting company generally does not have theesagther content to attract as many people as possiole
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alarmingly high proportion of users are preparedéd¢o [14]
'friends’ online with people they don't really knotihe
possible dangers of sharing too much informatiom ar
not greatly recognized by or are not of concerasers. [15]
In our further research we will experimentally ap-
proach the problem of UCC privacy. We will also giv [16]
attention to additional technical aspects of UCRgmy

intrusions. [17]
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