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Recently, biometrics imaging is widely used in several security areas such as security monitoring, 

database access, border control and immigration, and for reliable personal verification, identification 

and recognition schemes. To determine or confirm the identity of an individual's based on their 

physiological and/or behavioral characteristics, biometric features must be used. The aim of this paper 

is to review cancelable biometric generation and protection schemes. An approach for generating chaff 

points for fingerprint template features encapsulation as fingerprint cancelability infrastructure has 

been presented. Results show that strong positive correlation of original minutiae scores go with high 

decapsulated minutiae scores. To test the given cancelable approach performance two indexes are used, 

FAR (false accept rate) and FRR (false reject rate). 

Povzetek: Razvita je nova biometrična metoda za prepoznavanje prstnih odtisov, temelječa na 

računalniškem algoritmu. 

1 Introduction 
Biometrics increasingly forms the basis of identification 

and recognition across many sensitive applications[1]. 

Biometrics is statistical analysis of people's physical and 

behavioral characteristics, It is more convenient for 

users, reduces fraud and is more secure. Fingerprint is 

commonly used modality compared to traditional 

identification and verification methods, such as plastic 

identification card, or traditional passwords [2]. 

Fingerprint authentication has two phases, enrolment and 

authentication (or verification). Enrolment involves 

measuring an individual’s biometric data to construct a 

template for storage. Authentication involves a 

measurement of the same data and comparison with the 

stored template [3]. The core of any biometric system is 

the extracted template, where the matcher algorithms in 

this systems depends on template matching in one to one 

(verification) and one to many (identification) modes. It 

has become critical to protect fingerprint templates in the 

widespread biometric community. One way for doing 

this is using cancelable techniques, which transforms 

original templates in a non-invertible way and uses those 

transformed templates to verify a person’s identity. 

Securing a stored fingerprint template and image is of 

paramount importance because a compromised 

fingerprint cannot be easily revoked. That why 

fingerprint template should be protected, where an ideal 

biometric template protection scheme should possess the 

following four properties [2]. 1) Diversity: if a revoked 

template is replaced by a new model, it should not 

correspond with the former. This property ensures the 

privacy. 2) Revocability: It should be possible to revoke 

a compromised template and replace it with a new one 

based on the same biometric data. 3) Security: It must be 

computationally hard to obtain the original template from 

the protected template. This property prevents an 

adversary from creating a physical spoof of the biometric 

trait from a stolen template. 4) Performance: The 

biometric template protection scheme should not degrade 

the recognition performance, false acceptance rate (FAR) 

and false rejection rate (FRR) of the biometric system[4]. 

Due to some biometric vulnerabilities, lack of security 

because it is impossible to revoke biometric unlike 

password or token, and therefore if biometric is leaked 

out once and threat of forgery has occurred, the user 

cannot securely use his biometric anymore. The only 

remedy is to replace the template with another biometric 

feature. However, a person has only a limited number of 

biometric features [5]. In order to overcome the 

vulnerabilities of biometric systems, both biometrics and 

crypto research communities have addressed some of the 

challenges, one of them is cancelable biometric which 

gained a lot of interest in recent years [6]. The concept 

behind the cancelable biometrics or cancelability is a 

transformation of a biometric data or extracted feature 

into an alternative form, which cannot be used by the 

imposter or intruder easily, and can be revoked if 

compromised. This paper proposed a cancelability 

method based on chaff point encapsulation to cope with 

biometric drawbacks. The method was tested according 

to performance evaluation factors.  

2 Related works 
Cancelable biometric generation has gained a lot of 

interest in recent years, and it is studied from different 

point of views, it could be categorized as: 

1- Biometric Crypto Systems, this approach is used 

key binding or key generation schemes, where 

key binding is a user specific key or a helper 

data which is independent to the biometric data, 
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while key generation is generating the helper 

data from the biometric data using specific 

notations of crypto systems[7] [8] [9] [10]. 

2- Biometric Transformations: This approach is 

based on the transformations of biometric 

features, where it is categorized into two ways: 

Bio-Hashing which is used an external key 

source (PIN or Password) and other functional 

parameter representation to generate Hash value 

of the biometric data, it stores the Hash value 

alone in the data base [11] [12] [13] and Non-

invertible transformation   [14] [15], such that 

no information can be revealed from the 

cancelable biometrics template, which is stored 

in databases for personal 

identification/verification, or using biometric 

data to transform its cancellable domain by 

polynomial functions and co-occurrence 

matrices[16].  

The proposed method will use encapsulation 

techniques to protect biometric template. Thus, 

cancelable template can be attained by template chaff 

point’s encapsulation, where the principal objectives of 

cancellable biometrics templates can be checked, such as 

diversity, cancelability, reusability, non-invertability, and 

performance of technique. 

3 Fingerprint feature extraction 
The information carrying features in a fingerprint are the 

line structures, called ridges and valleys[17]. Figure 1, 

the ridges are black and the valleys are white. It is 

possible to identify two levels of detail in a fingerprint. 

Based on carried ridge and valleys minutiae points could 

be extracted. The minutiae provide the details of the 

ridge-valley structures, like ridge-endings and 

bifurcations. Minutiae are subject to post- processing to 

verify the validity of that are extracted using standard 

minutiae extraction algorithms. In this study the needed 

information to be extracted are minutiae coordination’s 

(x, y), type of minutiae (ridge ending or bifurcation), and 

orientation. Table 1, shows some extracted samples from 

FVC2004, DB1_B database.  

 

Figure 1: Minutiae-based Fingerprint Extraction. 

Due to the importance of extracted fingerprint 

features (minutiae) and it is criticality as a major step in 

designing a secure biometric system. The protection of 

feature templates of the users those are stored either in a 

central database or on smart cards. If it is compromised, 

it leads to serious security and privacy threats, it is not 

possible for a legitimate user to revoke his biometric 

identifiers and switch to another set of uncompromised 

identifiers, that why we were looking for a technique to 

protect this extracted temples, encapsulation technique 

could solve previous problems. A FVC2002 database[18] 

with best extraction algorithm based on high scores on 

distributions, acceptance and rejection rates was chosen 

to be based for cancelable encapsulation algorithm. For 

accurate algorithms in extracting minutiae features for 

creating encapsulation cancelable based system, a 

comparison result of performance evaluation according 

to values of False acceptance rate (FAR), False rejection 

rate (FRR) and Error equal rate (EER) was explored, 

Table 1, all comparison algorithms took coordination, 

type and orientation as parameters for extracted features. 

FVC2002,DB1_1,101_1 FVC2002,DB1_1,107_1 
X Y Type Orient X Y Type Orient 

216 46 3 0.5030 254 38 1 0.7503 

190 49 1 3.5827 218 58 3 0.5566 

146 64 1 3.2684 160 68 3 2.6141 

247 80 1 0.7002 187 74 1 6.1710 

173 86 1 0.3665 155 79 1 5.5414 

302 93 1 0.8371 162 87 1 2.3393 

176 127 3 0.2761 140 130 1 4.9955 

227 131 3 0.5634 107 138 3 5.1562 

164 135 1 3.3159 156 139 1 1.8174 

117 140 1 5.7642 245 139 1 1.0242 

196 181 1 3.7386 195 140 3 0.4140 

176 187 3 0.4612 195 151 3 3.7130 

151 195 1 5.7175 225 156 3 0.9941 

285 215 3 0.7886 196 165 1 4.5301 

227 218 1 0.8160 151 186 1 4.7262 

152 219 1 2.2884 295 188 3 0.9923 

169 233 1 4.1407 135 200 3 4.7436 

147 242 1 4.6064 241 218 1 4.1310 

186 250 1 4.1676 287 239 3 0.7131 

Table 1: Extracted minutiae points with data(x, y, t, Ф). 

That why minutiae extraction points with previous 

references (x, y, t, Ф) was taken as a fundamental step 

for proposed framework and future method of 

cancelability.  

4 Proposed framework 
A novel method is proposed in this section. It is name as 

encapsulation protection method. It includes the building 

blocks of phases such as preprocessing, minutiae 

extraction, post processing and cancelable and 

irrevocable template generation. The proposed method 

uses fingerprint biometric to generate cancelable 

template. The system level design of the proposed 

method is given in figure 2. 

Figure 2: System level design for fingerprint cancelable 

template generation. 
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In preprocessing stage a feeding input is the original 

fingerprint image taken from database DB1_1 [18], 

where automatic cropping technique was applied based 

on image background to detect the region of interest 

(ROI) of target image.  ROI image was given to 

enhancement step as a part of pre-processing stage 

because the quality of fingerprint structure (ridge, valley) 

is an important characteristic. An enhancement technique 

applied in pre-processing phases as normalization, ridge 

segmentation, structure orientation estimation, frequency 

enhancement estimation and thinning to get binarization 

image which is pre extracting feature identification figure 

3. After binarization and thinning process, a Cross 

Number algorithm (CN) described in [19, 20] was 

applied to get minutiae extraction. The CN algorithm is 

working on pixel representation to detect all minutiae, 

while the false minutiae can be eliminated at the post-

processing stage by validating algorithm to get only 

genuine features.  

 
Figure 3: A result of proposed frame work, original, 

enhanced, normalized, filtered and binarized images. 

5 Cancelable feature generation 
The basic idea of cancelable feature generation as 

encapsulation method is to compute encapsulation chaff 

points (ECP) based on original extracted minutiae, where 

it used to recover the enrolled template on transmission 

stage, as well matching on the same stage. Pseudo-code 

of ECP is given in Algorithm 1: 

Algorithm 1: Encapsulation method based on cancelable 

feature generation. 

Input Extracted minutiae template with (x,y) 

coordinates, T-type of minutiae {3 bifurcation, 1 ridge 

ending}, Ф-orientation, m number of minutiae, Ҳ(x, y, 

T). 

Step 1: Perform chaff points  

            For k=1: m 

Y=change X(x → y, y → x, T=T+1) 

         End for 

Step 2: Mix new chaff point with original minutiae 

        Z=(X, Y) concatenate 

Output Z(x,y,T) 

End Algorithm 

A representation of original extracted minutiae for 

FVC2002, DB1_1,101_1 from table1 shown in figure 4.  

 

Figure 4: Original extracted minutiae representation.  

Applying this algorithm on FVC2002, DB1_1,101_1 

from table 1 will give figure 5. a chaff points, while a 

mixing encapsulation result will be shown in figure 6. 

 
Figure 5: Chaff points representation. 

 

Figure 6: Mixing encapsulation of original minutiae and 

chaff points representation. 

A Decapsulation part of proposed frame work is used 

to open up transmitted encapsulated data, separate faked 

chaff points from original minutiae points. The following 

algorithm explaining the procedure of computing 

decasulation chaff points (DCP), Pseudo-code of DCP is 

given in Algorithm 2: 

Algorithm 2: Decapsulation method to wrap up 

genuine minutiae points. 

Input Encapsulated template with (x, y) coordinates, 

T-type of minutiae {3 bifurcation, 1 ridge ending, 2 and 4 

fakes}, Ф-orientation, m number of minutiae, Ҳ(x, y, T). 

Step 1: Read transmitted encapsulated template 

        X= Find fake chaff points 
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Step 2: Y= divide a template on base of chaff point 

with their types 

        Z=(X, Y) separate  

Output Z(x,y,T) 

End Algorithm 

A representation of this process is shown in figure 7. 

6 Experimental study 
An empirical study is performed to test the cancelability 

and irrevocability of the proposed method using linear 

correlation test of general original clear minutiae with 

decapsulated minutiae scores, the strength and nature of 

the linear relationship between two scores of clear and 

decapsulated minutiae. Applying linear coefficient (R) 

formula on given results, the value of R is found to be 

0.9999. This is a strong positive correlation, which 

means that high original minutiae scores go with high 

decapsulated minutiae scores (and vice versa) figure 8. 

Another test was done to check the performance of 

proposed method; it was evaluated by calculating 

false acceptance rate (FAR) as well false reject rate 

(FRR) for scenario, original extracted and decapsulated 

templates. Sequence of experiments is made on the 

proposed method using benchmark databases such as 

FVC (Fingerprint Verification Contest) in 2002, 2004 

figure 9, figure 10. 

7 Conclusion 
An approach for generating chaff points for fingerprint 

template features encapsulation as fingerprint 

cancelability infrastructure has been presented. The 

approach takes advantage of fingerprint extracted 

information (minutiae points) to provide a novel way of 

generating chaffs from original ones. In addition this 

approach provides encouraging prospects to be used as 

platform of cancelable fingerprint feature extraction. 

From all the results, it could be able to prove that this 

approach with the usage of general extracted minutiae 

based new chaff points gave a better performance results   

and it is experienced as an efficient method for 

irrevocability and cancelablity of fingerprint template 

encapsulation. 

 
  

ECP points Fake chaff points Decapsulated 

minutiae 

Figure 7: Decapsulation method to wrap up genuine 

minutiae points. 

 

Figure 8: A correlation scores of original minutiae 

and chaff points representation. 

 

Figure 9: FAR/FRR of the dual fingerprint matcher 

that employs original minutiae template. 

 

Figure 10: FAR/FRR of the dual fingerprint matcher 

that employs cancelable template. 
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