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A convertible authenticated encryption (CAE) scheme is a better way to simultaneously provide
cryptographic schemes with the properties of confidentiality, authenticity and non-repudiation. The
authors propose a RSA based secure CAE scheme which is different from previously proposed ones
based on the discrete logarithms or elliptic curve discrete logarithms. The proposed scheme has the nice
arbitration mechanism allowing the designated recipient to convert the authenticated ciphertext into an
ordinary signature without any extra computation efforts or communication overheads for the public
arbitration. Additionally, the security requirement of confidentiality against adaptive chosen ciphertext
attacks (IND-CCA2) and that of unforgeability against existential forgery on adaptive chosen-message
attacks (EU-CMA2) are proved in the random oracle model.

Povzetek: Predlagana shema se uporablja za sprotne zaupne transakcije.

1. Introduction

Since Diffie and Hellman [3] proposed the first public
key system based on the discrete logarithms, the public
key system has been widely applied to many fields. The
encryption and the digital signature are two fundamental
functions of public key systems. The former ensures the
confidentiality while the latter ensures the authenticity
and non-repudiation. Yet, some applications, such as the
credit card transactions have to simultaneously fulfill the
above properties. In 1994, Horster et al. [7] proposed an
authenticated encryption (AE) scheme to realize the
concept of providing digital signature schemes with the
confidentiality. An AE scheme allows the signer to
produce an authenticated ciphertext such that only the
designated recipient has the ability to recover the
message and verify its signature. It can be seen that the
requirement of confidentiality is achieved in an AE
scheme. In addition, it is not necessary to establish a
session key between the signer and the designated
recipient in advance. However, a later dispute over
repudiation might occur, since the authenticated
ciphertext is not publicly verifiable. To deal with the
problem, in 1999, Araki et al. [1] proposed a convertible
limited verifier signature scheme with a signature
conversion mechanism. To complete the signature
conversion process, the signer has to release an extra
parameter, which is considered unworkable if the signer
refuses to cooperate with. Besides, the computation cost
of the conversion is rather high. In 2002, Wu and Hsu
[16] proposed a convertible authenticated encryption
(CAE) scheme with the efficient signature conversion

process. In their scheme, the converted signature is just
embedded in the authenticated ciphertext. Therefore, the
designated recipient can solely reveal the converted
signature in case of a later repudiation. Because the
converted signature is derived during the verification
process of the authenticated ciphertext, the signature
conversion takes no additional computation cost or
communication overhead. Since then, several CAE
variants were proposed. In 2005, Chen and Jan [2]
proposed CAE schemes using self-certified public key
system. Later, Peng et al. [14] proposed a publicly
verifiable authenticated encryption scheme with message
linkages for transmitting a large message. Lv ef al. [11]
further proposed practical CAE schemes using
self-certified public keys. Next, Wu et al. [17] proposed
generalized CAE schemes based on elliptic curves [10,
13] for facilitating gradually popular applications like
mobile phones and PDAs. In 2008, Wu et al [18]
elaborated the merits of CAE and multi-signature
schemes [4-6, 8] to propose a convertible
multi-authenticated  encryption (CMAE) scheme.
Nevertheless, these schemes are primarily based on the
discrete logarithm problem (DLP) [3] or the elliptic
curve discrete logarithm problem (ECDLP) [12] and not
applicable to RSA-based systems [15].

1.1. Our Results

In this paper, the authors focus on the solution to
confidential transactions of RSA-based systems and
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propose a secure CAE scheme based on RSA. The
signer can generate an authenticated ciphertext and

only the designated recipient has the ability to verify it.

The proposed scheme is efficient because it is not
necessary to establish a session key in advance. The
arbitration mechanism enables the recipient to reveal
the ordinary signature for the public verification
without extra costs, since the converted signature is
obtained during the verification process of the
authenticated ciphertext. Moreover, the security
requirement of confidentiality against adaptive chosen
ciphertext attacks (IND-CCA2) and that of
unforgeability against existential forgery on adaptive
chosen-message attacks (EU-CMA2) are proved in the
random oracle model.

2. Preliminaries

In this section, we first define involved parties of a CAE
scheme and then review the security notions with respect
to RSA cryptosystems [15].

2.1. Involved Parties

A CAE scheme has two involved parties: a signer and a
designated recipient. Each is a polynomial-time-bounded
probabilistic Turing machine (PPTM). The signer will
generate an authenticated ciphertext and deliver it to the
designated recipient. Yet, a dishonest signer might
repudiate his generated ciphertext. Finally, the
designated recipient decrypts the ciphertext and verifies
the signature.

2.2. Security Notions
Definition 1 (RSA Problem):
Let N = pq where p and ¢ are two large primes, e an
integer satisfying that gcd(e, (p — 1)(g — 1)) =1 and d an
integer such that ed =1 mod (p — 1)(g — 1). Given c = m®
(mod N) as the input, output the integer m satisfying m =
A (mod N).
Definition 2 (RSA Assumption):
Let G be the RSA key generator which takes the security
parameter 1~ as its input and outputs (N, e, d, p, q).
Given a RSA instance (N, e, c), the advantage for any
probabilistic polynomial-time (PPT) adversary A, every
positive polynomial P(-) and all sufficiently large % to
solve the RSA problem is at most 1/P(k), i.e.,

Pr[AWN, e, ¢) =m, ¢ < m’ mod N, m < Zy, (N, e, d,
P, q) < G] < 1/P(k).

3. Proposed CAE Scheme Based on
RSA

In this section, we propose a CAE scheme based on RSA.

The proposed scheme can be divided into three phases:
the authenticated ciphertext generation, the message
recovery and signature verification, and the signature
conversion phases. Initially, each user chooses two large
primes p, g, and computes N = pq. Next, each user
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chooses an integer e relatively prime to (p — 1)(g — 1)
and computes d satisfying ed = 1 (mod @ N)) where ¢ N)
is the Euler function of N. Here, (N, e) and (p, ¢, d) are
the public and the private keys of each user, respectively.
Let / be a secure one-way hash function which accepts
two variable-length inputs and generates a fixed-length
output of size /. Details of each phase are described
below:

The authenticated ciphertext generation phase: For
signing the message M, the signer Uy chooses an integer
c € {0, l}l and computes

r=Mc mod Ny, (1)
t=c® modN,, )
s =(h(M,c)% modN,, 3)

and then deliveries the authenticated ciphertext (s, 7, f) to
the designated recipient U,. Note that / is a predefined
security parameter to determine the output length of hash
function.

The message recovery and signature verification phase:
Upon receiving the ciphertext (s, r, #), U, first computes

¢=t" modN,. 4)
He then recovers the message M as
M =rc “modN,, 5)

and checks the redundancy embedded in M. U, can
further verify (s, r, ) by checking

5% =h(M,c) mod N, . ()

The signature conversion phase: Since the parameter ¢
is obtained during the verification of the authenticated
ciphertext, the recipient can easily reveal the converted
signature (s, c) along with the message M in case of a
later repudiation. One can see that the conversion
process is efficient for that it will not incur extra
computation costs or communication overheads. Anyone
can perform Eq. (6) to verify the correctness of the
converted signature.

4. Security Proof

In this section, we first prove that the security of our
proposed scheme is computationally related to RSA. We
demonstrate that the proposed CAE scheme is correct
and achieves the security requirements of confidentiality,
unforgeability and non-repudiation. Then we evaluate
the performance of our scheme and compare it with
some previous works.

4.1. Security Proof

Correctness. A CAE scheme is correct if the signer can
generate a valid authenticated ciphertext and only the
designated recipient is capable of decrypting and
verifying it. We prove the correctness of our proposed
scheme as Theorems 1 and 2.
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Theorem 1. The designated recipient U, can correctly
recover the message M with embedded redundancy by
Eq. (5).

Proof: From the right-hand side of Eq. (5), we have

—C

re
=(Mc“)c™* (by Eq. (1))
=M (mod N,)
which leads to the left-hand side of Eq. (5).
Q.E.D.

Theorem 2. The designated recipient U, can correctly
verify the signature (s, c) with Eq. (6).
Proof: From the right-hand side of Eq. (6), we have

h(M ,c)
= h(M,c)%ss
= 5 (mod N,) (by Eq. (3))
which leads to the left-hand side of Eq. (6).
Q.ED.

Message Confidentiality. A CAE scheme satisfies the
security requirement of message confidentiality if the
resulted authenticated ciphertext is computationally
indistinguishable even with respect to two candidate
plaintexts. We prove that the proposed scheme achieves
the IND-CCAZ2 security as Theorem 3. The proof idea is
a security reduction from the RSA problem to the
adaptive chosen ciphertext attacks against our proposed
scheme in the random oracle model. Let #; be the
average running time of one oracle-query in the
following proof.

Theorem 3. The proposed CAE scheme is (t', q;, qsig

Qver, &)-secure against adaptive chosen ciphertext
attacks in the random oracle model if there exists no
probabilistic polynomial-time algorithm B that can (1,
€)-break the RSA problem, where
&2 (g1 = qverds2 )2, (M)
t<t'+ tﬂ(‘]h"' Gsig T qver)- 3
Proof: Suppose that A is a (', q;, gsig, qver, &)-PPTM
that breaks the proposed CAE scheme with the chosen
ciphertext attack, where ¢’ denotes the running time, g,
the times of h-oracle queries, gsig the times of
authenticated ciphertext oracle queries, gyer the times
of signature verification oracle queries and &' the
probability that A succeeds. We will take A as a
subroutine to construct a (¢, &)-algorithm B that solves
the RSA problem with respect to the designated
recipient’s key pair in time ¢ with the probability &. The
algorithm B is said to (¢, &)-break the RSA problem. Let
U, be the designated recipient with the key par (N, ey)
and (py, qv, dy). The objective of B is to obtain « (=

b? (modN,)) by taking (M, e,) and be Z, as

inputs. In this proof, B simulates a challenger to A in
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the following game.

Phase 1: A issues the following kinds of queries
adaptively:

—h-oracle query: When A issues a h-oracle query of h(M,
¢), B first randomly chooses a< {0, l}l, and computes
u=a% (modNy). B then keeps (M, c, a, u) in a hash
oracle query table and returns u as a result.

— Authenticated-ciphertext-oracle query: When A issues
a authenticated ciphertext oracle query of a message M,
B randomly chooses ce {0, 1}1 to compute

r=Mc" mod Ny,

t=c® modN,,.
B then checks whether #(M, ¢) has been queried in the
hash oracle query table. If it has not, B randomly

chooses ae {0, 1}1 to compute u=a® (modN,),
writes (M, ¢, a, u) into the hash oracle query table and
sets s = a mod Nj; else, B finds the corresponding a
and sets s = a mod Nj. Finally, B returns the ciphertext
(s, 7, t) as the result of authenticated-ciphertext-oracle
query for M.

— Signature-verification-oracle query: When A submits
an authenticated ciphertext 6 = (s, , t), B searches the
hash oracle query table of (M, c, a, u)’s. If one of them

satisfies s = a and M =rc”“modN,,, B outputs M.
Otherwise, the @ symbol is returned as a result to signal
that the authenticated ciphertext is invalid.

Challenge: The PPTM A generates two messages, My

and Mj, of the same length. The challenger B flips a
coin 4 « {0, 1} and generates an authenticated
ciphertext 0* = (s*, r*, t*) where * = b (mod N,)) and
(s*, r*) are randomly selected strings from some
appropriate space.

Phase 2: A issues new queries as those stated in Phase 1.
It is not allowed to make a signature-verification-oracle
query for the target challenge J*.

Guess: A outputs a bit A’ as the result. If I’ = A, A wins
this game. We define A’s advantage as Adv(A) = Pr[A’
=A] - 1/2.

Output: Finally, B randomly picks ¢ from an entry (M, c,
a, u) of the hash oracle query table and outputs it as the

b% (modN,). The
outputting a correct answer and the running time are
bounded by the inequalities of Egs. (7) and (8).

Analysis of the game: If A guesses correctly, i.e., A’ = 4,
it has to compute

o=t mod N,

solution to probability of

and query (M, ) for checking whether

s*%s = h(M @) mod N
holds or not. Then an entry (M, «, a;, u;) should be
recorded in the hash oracle query table for some a; and

u;. It can be seen that the distribution of the PPTM A’s
view in the simulation is identical to that A is playing
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in a real CAE scheme except the failure of
signature-verification-oracle queries for some valid
authenticated ciphertexts. Since there are at most g,
queries, the probability of rejecting a valid
authenticated ciphertext is not greater than qh2_l. In

addition, A makes at most gyer signautre-verification-
oracle queries and S randomly chooses ¢ from one of
at most total g, entries in the hash oracle query table.

We can express the probability ¢ as & = (1/g;)(1 —
qvelthl)g’ which implies Eq. (7). The running time ¢
of B is that of all oracle queries along with that of the
PPTM A. Consequently, we obtain ¢ <¢'+ £3(g,+ gsig +

qver) Which implies Eq. (8).
Q.ED.

Unforgeability. A signature scheme fulfills the security
requirement of unforgeability if it is secure against
adaptive chosen-message attacks. The security of
unforgeability against existential forgery on adaptive
chosen-message attacks (EU-CMAZ2) is proved in the
random oracle model as Theorem 4. The proof concept
of Theorem 4 is a security reduction from the RSA
problem to the existential forgery attack against our
proposed scheme in the random oracle model. Let ¢; be
the average running time of one oracle-query in the
following proof.

Theorem 4. The proposed CAE scheme is (', q;, gsig,
&)-secure against existential forgery on adaptive
chosen-message attack in the Random Oracle model if
there exists no polynomial-time algorithm B that can (t,
g)-break the RSA problem, where
g2 (l/gy)e, 9)
1<t"+1x(qy * gsig)- (10)
Proof: Suppose that A is a PPTM that can (¢, g}, gsig,
g)-break the proposed scheme with the existential
forgery attack, where ¢’ denotes the running time, g/, the
times of h-oracle queries, ¢sig the times of
authenticated-ciphertext-oracle queries and &' the
probability that A succeeds. We will take A as a
subroutine to construct a (¢, &)-algorithm B that solves
the RSA problem with respect to the signer’s key pair
in time ¢ with the probability &. Let Us be the signer
with the key par (N, es) and (ps, g5, ds). The objective

of B is to derive a (= b (modNy)) by taking (N, es)
and be Z,, as inputs. In this proof, B simulates a

challenger to A in the following game.

Phase 1: A issues h-oracle and authenticated-ciphertext-
oracle queries as those defined in Theorem 3
adaptively.

Challenge: The challenger B randomly chooses a
message M* for A to forge a signature.

Phase 2: A issues new queries as those stated in Phase 1.
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It is not allowed to make an authenticated ciphertext
oracle query for the target challenge M*. When A
issues a h-oracle query of h(M, c¢) with M = M* for the
first time, B directly outputs b. Otherwise, B follows
the same procedures as stated in Phase 1.

Response of forgery: A outputs a valid authenticated
ciphertext (s, r, t) for M* with the probability &'.

Output: B outputs s as the solution to b¥s (mod Ny).
The probability of outputting a correct answer and the
running time are bounded by the inequalities of Egs. (9)
and (10).

Analysis of the game: Consider the case when s = «
(mod Nj), and then B has successfully computed o (=
b¥s (modNy)). It can be seen that the distribution of
the PPTM A’s view in the simulation is identical to that
A is playing in a real CAE scheme. Besides, B has
answered one of total g, h-oracles A queried with the
value b which will lead to the forged authenticated
ciphertext (s, r, f) with s = a (mod Ny). Consequently,
the success probability ¢ to solve the RSA problem for
B can be further expressed as &> (1/g;,)&’ which implies
Eq. (9). The running time ¢ of B is that of all oracle
queries along with that of the PPTM A. Therefore, we
can express it as ¢ < '+ £4(g;, + gsig) which implies Eq.
(10).

Q.E.D.

According to Theorem 4, the proposed scheme is
secure against existential forgery attacks. That is, the
signature key can not be forged and the signer can not
repudiate having generated his signatures. Hence, we
obtain the following corollary.

Corollary 1. The proposed CAE scheme satisfies the
security requirement of non-repudiation.

4.2. Performance and Comparison

For facilitating the reader with the following
performance evaluation, we first define some used
notations:

Tp:  the time for performing a one-way hash function #;
Te:  the time for performing a modular exponentiation

computation;

Ty: the time for performing a modular multiplication
computation;

T;:  the time for performing a modular inverse
computation;

Note that the time for performing modular addition and
modular subtraction is ignored because it is negligible as
compared to those of performing other computations.
The detailed evaluation of our proposed scheme in terms
of computational costs is shown as Tables 1.
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Phase Computational costs

Authenticated ciphertext
generation
Message recovery and
signature verification

3T+ T+ Ty

3T+ Ty +T; + Ty

Signature conversion 0

Table 1: Performance evaluation of proposed scheme.

We compare the proposed scheme with some
previous works including the Wu-Hsu scheme [16] (WH
for short), Lv et al.’s [11] (LWK for short), Araki et al.’s
scheme [1] (AUI for short) and Huang ef al.’s [9] (HLL
for short). Detailed comparisons in terms of the security
and functionalities are demonstrated as Table 2. To the
best of our knowledge, the proposed scheme is the first
provably secure one based on RSA assumption.

cheme WH | LWK | AUl gL @ Ours
Item
No conversion 0 0 y o o
cost
Securily | pyp | pLp | DLP | RSA | RSA
assumption

Confidentiality| N.A. - - NA. éﬁi-z
Unforgeability| - M - N.A. N.A. Cﬁiz

Table 2: Comparisons of proposed and other schemes.

Remarks: (1) It is unknown that what security level
with respect to the evaluated item the
scheme can achieve, since it provides no
formal proofs.

(2). To obtain fair comparison results, we
assume that only one signer is involved
and responsible for generating the
authenticated ciphertext.

5. Conclusions

In this paper, the authors proposed a secure CAE scheme
based on RSA as a solution to confidential transactions
of RSA-based systems. The proposed scheme allows the
signer to produce an authenticated ciphertext and only
the designated recipient can recover the message and
verify the signature for ensuring the confidentiality. The
arbitration mechanism provides the designated recipient
with the ability to solely reveal the ordinary signature for
the public verification. It can be seen that the signature
conversion process is rather simple and efficient for that
the converted signature is obtained during the
verification process of the authenticated ciphertext. That
is, the conversion process takes no extra computation
efforts or communication overheads. Moreover, the
security requirement of confidentiality against adaptive
chosen ciphertext attacks (IND-CCA2) and that of
unforgeability against existential forgery on adaptive
chosen-message attacks (EU-CMA2) are proved in the
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random oracle model.
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