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The chaos based cryptographic algorithms have suggested some new and efficient ways to develop
secure image encryption techniques. Towards this direction, this paper presents an efficient chaos-
based feedback stream cipher (ECBFSC) for image cryptosystems. The proposed stream cipher is based
on the use of a chaotic logistic map and an external secret key of 256-bit. The initial conditions for the
chaotic logistic map are derived using the external secret key by providing weightage to its hits
corresponding to their position in the key. Further, new features of the proposed stream cipher include
the heavy use of data-dependent iterations, data-dependent inputs, and the inclusion of three
independent feedback mechanisms. These proposed features are verified to provide high security level.
A complete specification for the proposed ECBFSC is given. Several test images are used for inspecting
the validity of the proposed ECBFSC. The results of several experimental, key space analysis, statistical
analysis, and key sensitivity tests show that the proposed ECBFSC for image cryptosystems provides an
efficient and secure way for real-time image encryption and transmission from the cryptographic

viewpoint.

Povzetek: Opisan je nateoriji kaosa razvit kriptografski algoritem.

1 Introduction

During the last decade, the use of computer networks has
grown spectacularly, and this growth continues unabated.
Almost all networks are being installed, interconnected,
and connected to the global internet. Today more and
more information has been transmitted over the internet.
The information is not only text, but also audio, image,
and other multimedia. Images have been widely used in
our daily life. However, the more extensively we use the
images, the more important their security will be. For
example, it is important to protect the diagrams of army
emplacements, the diagrams of bank building
construction, and the important data captured by military
satellites. In addition, the number of computer crimes has
increased recently. Image security has become an
important topic in the current computer world.

Many encryption methods have been proposed in
literature, and the most common way to protect large
multimedia files is by using conventional encryption
techniques. Implementations of popular public key
encryption methods, such as RSA or El-Gamal [1] cannot
provide suitable encryption rates, while security of these
algorithms relies on the difficulty of quickly factorizing
large numbers or solving the discrete logarithm problem,
topics that are seriously challenged by recent advances in
number theory and distributed computing.

On the other hand, private key bulk encryption
algorithms, such as Triple DES or Blowfish [2], are more

suitable for transmission of large amounts of data.
However, due to the complexity of their interna
structure, they are not particularly fast in terms of
execution speed and cannot be concisely and clearly
explained, so that to enable detection of cryptanalytic
vulnerabilities.

Chaotic maps present many desired cryptographic

qualities such as simplicity of implementation that leads
to high encryption rates, and excellent security.
In this paper we propose an efficient chaos-based
feedback stream cipher (ECBFSC) for image
cryptosystems. The proposed ECBFSC works using an
iterative cipher mechanism that is based on the logistic
function. The encryption module encrypts the image
pixel-by-pixel, taking into consideration, in each
iteration, the values of the previously encrypted pixels.
This feedback property, combined with the external
secret key of 256-bit, makes our stream cipher robust
againgt cryptanalytic attacks. Furthermore a simple
implementation of ECBFSC achieves high encryption
rates on general-purpose computers.

The rest of this paper is organized as follows:
Section 2 surveys some related image cryptosystems. We
discuss some characteristics of an image cryptosystem
and research issues of an image cryptosystem in Sections
3 and 4 respectively. Section 5 presents chaos and
cryptography including characteristics and analysis of
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chaotic logistic map. Section 6 examines the step by step
procedure of encryption/decryption modules for the
proposed ECBFSC. Section 7 explores design Principles
of the ECBFSC. Tedt, verification and efficiency of the
proposed ECBFSC are given in Section 8. Section 9
discusses the detailed security analysis of the proposed
ECBFSC including key gspace anaysis, datistical
analysis, and sensitivity analysis with respect to key and
plaintext. Performance evaluation of the proposed
ECBFSC is explored in Section 10. Finally, Section 11
concludes this paper.

2 Related Image Cryptosystems

2.1 Picturedataencryption using
SCAN patterns

First sub Bourbakis and Alexopoulos [3] developed
another method to encrypt images. This method converts
a 2D image into a 1D ligt, and employs a SCAN
language [4] to describe the converted result. In this
language, there are several SCAN letters. Each SCAN
letter represents one kind of scan order. Different kinds
of combinations of SCAN letters may generate different
kinds of secret images. After determining the
combination of SCAN letters, the scheme then generates
a SCAN string. This string defines the scan order of the
origina image. Next, this method scans the original
image in the determined order and, moreover, encrypts
the SCAN string by using commercial cryptosystems.
Since the illegal users cannot obtain the correct SCAN
string, the original image is therefore secure. There is no
image compression in this method. Therefore, the size of
the image is very large, and thus it is inefficient to
encrypt or decrypt the image directly.

2.2 Novel image encryption

technique and its application in

progr essive transmission

Kuo proposed an encryption method that referred to

the image distortion [5]. This method obtains the
encrypted image by adding the phase spectra of the
plainimage with those of another key image. Since the
phase spectra of the original image are randomly
changed, the cipherimage is unrecognizable. Thus this
method is safe, but no image compression is considered.

2.3 Animageencryption scheme
based on quadtree compression
scheme

Chang and Liou [6] proposed an encryption method
for images. This method employs two technologies to
achieve the compression and encryption purposes. They
are the quadtree data structure and the SCAN language,
respectively. This method first compresses the original
image by using a quadtree, and then encrypts the
compressed data by SCAN. So, this method can
compress and encrypt images concurrently. Quadtree is
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notably a lossess data compression
Therefore, this method is also lossless.

technology.

24 A New Encryption Algorithm for
Image Cryptosystems

Chin-Chen Chang, Min-Shian Hwang, and Tung-Shou
Chen [7] use one of the popular image compression
techniques, vector quantization to design an efficient
cryptosystem for images. The scheme is based on vector
quantization (VQ), cryptography, and other number
theorems. The images are first decomposed into vectors
and then sequentially encoded vector by vector.

25 Symmetric ciphers based on two
dimensional chaotic maps

Fridrich [8] demonstrated the construction of a
symmetric block encryption technique based on two-
dimensional standard baker map. There are three basic
steps in the method of Fridrich [8]: (a) choose a chaotic
map and generalize it by introducing some parameter, (b)
discretize the chaotic map to a finite square lattice of
points that represent pixels, (c) extend the discretized
map to three-dimensions and further compose it with a
simple diffusion mechanism. Further,

2.6 Fast encryption of image data
using chaotic Kolmogrov

Scharinger [9] designed a chaotic Kolmogrov-flow-
based image encryption technique, in which whole image
is taken as a single block and which is permuted through
a key-controlled chaotic system. In addition, a shift
register pseudo random generator is aso adopted to
introduce the confusion in the data.

2.7 A new image encryption
algorithm and itsVLSI
architecture

Yen and Guo [10] proposed an encryption method
called BRIE based on chaotic logistic map. The basic
principle of BRIE is hit recirculation of pixels, which is
controlled by a chaotic pseudo random binary sequence.
The secret key of BRIE consists of two integers and an
initial condition of the logistic map.

2.8 A new chaotic key based design
for image encryption and
decryption

Further, Yen and Guo [11] aso proposed an
encryption method called CKBA (Chaotic Key Based
Algorithm) in which a binary sequence as a key is
generated using a chaotic system. The image pixels are
rearranged according to the generated binary sequence
and then XORed and XNORed with the selected key.
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2.9 Chaotic encryption scheme for
real timedigital video

Recently, Li et a. [12] have proposed a video
encryption technique based on multiple digital chaotic
systems which is known as CVES (Chaotic Video
Encryption Scheme). In this scheme, 2n chaotic maps are
used to generate pseudo random signals to mask the
video and to perform pseudo random permutation of the
masked video. Very recently,

2.10 A symmetric image encryption
based on 3D chaotic maps

Chen et a. [13] have proposed a symmetric image
encryption in which a two-dimensional chaotic map is
generalized to three-dimension for designing a real time
secure image encryption scheme. This approach employs
the three-dimensional cat map to shuffle the positions of
the image pixels and uses another chaotic map to confuse
the relationship between the encrypted and its original
image.section text.

3 Characteristicsof An Image
Cryptosystem

A good information security system is able to not only
protect confidential messages in the text form, but also in
image form. In general, there are three basic
characteristics in the information security field: privacy,
integrity, and availability [14].
1.Privacy: an unauthorized user cannot disclose a
message.
2.Integrity: an unauthorized user cannot modify or
corrupt a message.
3.Availability: messages are made available to
authorized users faithfully.
A perfect image cryptosystem is not only flexible in the
security mechanism, but aso has high overal
performance. Thus, besides the above characteristics, the
image security also requires the following characteristics:
1.The encryption system should be computationally
secure. It must require an extremely long computation
time to break, for example. Unauthorized users
should not be able to read privileged images.
2.Encryption and decryption should be fast enough not
to degrade system performance. The algorithms for
encryption and decryption must be simple enough to
be done by users with a personal computer.
3.The security mechanism should be as widespread as
possible. It must be widely acceptable to design a
cryptosystem like acommercial product.
4.The security mechanism should be flexible.
5.There should not be a large expansion of the
encrypted image data.
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4 Research issuesof An Image
Cryptosystem

According to the analyses stated in Section 2, there
are forth research issues on image cryptosystems as
follows:

The first issue is to encrypt the image data using the
same method as for text data. Images are usually
represented as 2D arrays. They should be converted into
1D arrays before enciphering. Various encryption
techniques can be used and applied on the 1D lists such
as in [3-5]. Since the image is large, it is inefficient to
encrypt or decrypt the picture directly. Applying
compression techniques to images and then encrypting
the compressed images is also away to use standard text
encryption algorithms.

The second issue is to use the special features of
images. The main feature of an image is that it allows a
bit of distortion. Therefore, picture data can be
compressed before transmitting, and be lossy
decompressed with a small distortion after receiving the
image compression. There are many lossy compression
techniques for images. This issue is to encrypt the
compressed image using the same method as for the text
data. Since the size of the compressed image is usually
larger than that of text data, it isaso invalid to reduce the
size of the picture by image compression before
enciphering. Chang and Liou's image cryptosystem [6] is
in thisform.

The third issue depend on the use of vector
quantization (VQ), cryptography, number theorems and
compression. The auxiliary data is encrypted only by
some encryption algorithms such asin [7]. Since the size
of the auxiliary data is usualy less than that of the
compressed image, the time complexity for enciphering
auxiliary datais|lessthan that of the above two issues.

The forth issue depends on chaotic maps that are
considered as candidate for design of chaos based
encryption techniques [8-13] which are good for practical
use as these techniques provide a good combination of
speed, high  security, complexity, reasonable
computational overheads and computational power etc.
The proposed ECBFSC belongs to thisissue.

5 Chaosand Cryptography

The close reationship between chaos and
cryptography makes chaos based cryptographic
agorithms as a natura candidate for secure

communication and cryptography

chaos based encryption techniques are considered
good for practical use as these techniques provide a good
combination of speed, high security, complexity,
reasonable computational overheads and computational
power etc.

5.1 Characteristicsof the chaotic
maps
The characteristics of the chaotic maps have attracted
the attention of cryptographers since it has many
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fundamental properties such as ergodicity, sensitivity to
initial condition and system parameter, and mixing
property, etc [15-16].

Most properties are related to some requirements such as
mixing and diffusion in the sense of cryptography.
Therefore, chaotic cryptosystems have more useful and
practical applications.

5.2 Thelogistic map and itsanalysis

One of the simplest chaos functions that have been
studied recently for cryptography applications is the
logistic map. The logistic map function is expressed as:

Xnaa =X, @-Xp) (€]

Where X, takes valuesin the interval [0,1]. It is one

of the simplest models that present chaotic behavior [17].

The parameter r can be divided into three segments,
which can be examined by experiments on following
conditions: X, =0.3. When r €[0,3] as shown in Fig.

1(a), the calculation results come to the same value after
several iterations without any chaotic behaviour. When
r € [3,3.57], the phase space concludes several points

only, as showed in Fig. 1(b), the system appears
periodicity. While re[3.57,4], it becomes a chaotic
system with periodicity disappeared as shown in Fig.
1(c). So we can draw the following conclusions:

(1) When r € [0,3.57] , the points concentrate on several

values and could not be used for image cryptosystem.

(2) For re[3.57,4], the logistic map exhibits chaotic
behavior, and hence the property of sensitive
dependence [18]. So it can be used for image
cryptosystem.

a) iteration property  b) iteration property  c) iteration property
whenr=2.8 whenr=3.2 whenr =38

Figure1: Analysisof Logistic Map

6 TheProposed ECBFSC

In this section, we discuss the step by step procedure
of the proposed ECBFSC for encryption as well as
decryption process. The proposed ECBFSC consists of
two man modules, the encryption and decryption
module.

6.1 Theencryption module

An overview of ECBFSC encryption module is
depicted in Fig. 2. the proposed ECBFSC is a simple
block cipher with block size of 8-bit and 256-bit secret
key. The key is used to generate a pad that is then
merged with the plaintext abyte at atime.

1. For the encryption/decryption, we divide
plaintext/ciphertext into blocks of 8-bits.
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Plaintext and ciphertext of i blocks can be

represented as
P = Pl P2 P3 P4 .......... PI (2)
C = C1C2C3C4 .......... Ci (3)

2. The proposed image encryption process
utilizes an external secret key of 256-bit
long. Further, the secret key is divided into
blocks of 8-bit each, referred as session

K =K;K,K3K .. Kea (in hexadecimal) 4
here, K;'s are the alphanumeric characters (0-9 and
A-F) and each group of two aphanumeric characters
represents a session key. Alternatively, the secret key can
be represented in ASCII mode as
K =K;{K:K3Ky .o Kg, (inASCll) (5)
here, each K, represents one 8-bit block of the secret
key i.e. session key.
3. The nitial condition ( X,) for the chaotic
map and the initial code C, are generated
from the session keys as

R= Y(MIK]) ©

Xo =R-[R| ()

Co :[§(Ki)} mod 256 €))
i=1

here K;, | |, and M1 are, respectively, the decimal
equivalent of the ith session key, the floor function, and
mapping from the session, key space, all integers
between 0 and 255, into the domain of the logistic map,

al real numbersin theinterval [0,1].

4. Read a byte from the image file (that
represent a block of 8-bits) and load it as
plainimage pixel P .

5. Encryption of each plainimage pixel B to
produce its corresponding cipherimage
pixel C; can be expressed mathematically
as.

C :(F’i +M2[§rxi(1— Xi)Dmod 256 (©)
i=1

Where X; represents the current input for logistic
map and computed as:
X; =M1X; ; +Ci; +K;] (10)
#, is the number of iteration of logistic map for its
current input X; and calculated as:
#=Kin+Ciy (11)
And M2 maps the domain of the logistic map, [0,1],
back into theinterval [0,255].

6. Repeat steps 4-5 until the entire image file
is exhausted.
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Figure 2: Diagram of Encryption Module

6.2 Thedecryption module

Decryption is very simple, the same pad is generated
but this time un-merged with the ciphertext to retrieve
the plaintext.

The diagram of ECBFSC decryption module is given
in Fig. 3. The decryption module receives an encrypted
image (cipherimage) and the 256-bit secret key and
returns the original image (plainimage).

In particular, the decryption module works in the
same way as the encryption module but now the output
of the logistic map is subtracted from the corresponding
cipherimage pixel C; providing the plainimage pixel

P, . The output of the decryption module is the original
image (plainimage).

Decryption of each cipherimage pixel C; to produce
its corresponding plainimage pixel P; can be expressed
mathematically as:

P = (Ci -M 2{§rxi 1-X; )Dmod 256 (12)
i=1

Qigrd
imece

imee

Figure 3: Diagram of Decryption Module

7 Design Principlesof the
Proposed ECBFSC

The basic concept is that the encryption of each part
of the plainimage depends not only on the key, but also
on the previous cipherimage.

The use of feedback mechanism has two desirable
benefits. The first benefit is that there can be no simple
periodicity in the encrypted image (cipherimage) because
the encryption of each plainimage pixel depends not only
on the encryption key, but also on the previous
cipherimage pixel. The second benefit is that any
changes in the plainimage are cascaded forward
throughout the cipherimage, which means that two
amost identical plainimages will encrypt to completely
different cipherimages. This sensitivity to the plainimage
isalso aplusto the security of the proposed ECBFSC.
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The proposed ECBFSC makes heavy use of data
dependent essentials. This appears for the current input
of logistic map, which is data-dependent since it is
computed as a function of the current session key K;,
previous computed cipher pixel C;,_; and previous
logistic output. Also, the number of iterations # for the
chaotic logistic map is data-dependent since it is
computed as a function of current session key K;,; and
previous computed cipher pixel C;_;.

Aswe encrypt each new block, i, the counter used to
keep track of the current session key, isincremented. The

output of the logistic map is then merged with the
plaintext to give the ciphertext.

8 Tedt, Verification and
Efficiency of ECBFSC

Results of some experiments are given to prove its
efficiency of application to digital images.

We use the gray-scale images--Lena and Eiffel
Tower, each of size 256 x 256, gray-scale (0-255) as the
origina images (plainimages) and the secret key
“123457890123456789123456789012" (in ASCII) is
used for encryption whose size is 256-bit. The encrypted
images are depicted in Figs. 4(b)-5(b). As shown, the
encrypted images (cipherimages) regions are totally
invisible.

The decryption method takes as input the encrypted
image (cipherimage), together with the same secret key
“1234578901234567891234567890123" (in ASCII). The
decrypted images are shown in Figs. 4(c)-5(c).

The visual inspection of Figs. (4-5) shows the
possibility of applying the proposed ECBFSC
successfully in both encryption and decryption. Also, it
reveals its effectiveness in hiding the information

contained in them.

a)Originimage b) Encryptedimage  c) Decryptimage
Figure 4: Application of ECBFSC to Lena
Plai nimage/Cipherimage

g -. ) Encrypted image c
Figure 5: Application of ECBFSC to Eiffel Tower
Plainimage/Cipherimage

9 Security Analysisand Test
Results

A good encryption procedure should be robust
againgt al kinds of cryptanalytic, statistica and brute-
force attacks. In this section, we discuss the security
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analysis of the proposed ECBFSC such as key space
analysis, statistical analysis, and sensitivity analysis with
respect to the key and plainimage to prove that the
proposed cryptosystem is secure against the most
common attacks [19-22].

9.1 Key spaceanalysis

For a secure image cryptosystem, the key space
should be large enough to make the brute force attack

infeasible. The proposed ECBFSC has 2%° different
combinations of the secret key. An image cipher with
such a long key space is sufficient for reliable practical
use.

In the proposed ECBFSC, a chaotic logistic map is
employed which is sensitive on the initial condition. The
initial condition for logistic map is calculated from the
secret key.

Additionally the number of iterations supported by
the logistic map module is between 0 and 767, as cipher
pixels take values in the interval [0,512] and the session
keystake valuesin theinterval [0,255].

9.2 Statistical analysis

It is well known that many ciphers have been
successfully analyzed with the help of statistical analysis
and several statistical attacks have been devised on them.
Therefore, an ideal cipher should be robust against any
statistical attack. To prove the robustness of the proposed
ECBFSC, we have performed datistical analysis by
calculating the histograms and the correlations of two
adjacent pixels in the plainimage/cipherimage.

9.21 Histogramsanalysis

To prevent the leakage of information to an opponent,
it is aso advantageous if the cipherimage bears little or
no statistica similarity to the plainimage. An image-
histogram illustrates how pixels in an image are
distributed by graphing the number of pixels at each
color intensity level. We have calculated and anayzed
the histograms of the several encrypted images as well as
its original images that have widely different content.

One typical example among them is shown in Fig.
6(b). The histogram of a plainimage contains large
spikes. These spikes correspond to color values that
appear more often in the plainimage.

The histogram of the cipherimage as shown in Fig.
6(d), is more uniform, significantly different from that of
the original image, and bears no statistical resemblance
to the plainimage. It is clear that the histogram of the
encrypted image is fairly uniform and significantly
different from the respective histograms of the original
image and hence does not provide any clue to employ
any statistical attack on the proposed image encryption
procedure.
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a) Original image b) Histogram of origina image
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Figure 6: Histors of the plalﬁimage and the
cipherimage

W W oam m m

9.22 Correlation coefficient analysis

In addition to the histogram analysis, we have aso
analyzed the correlation between two vertically adjacent
pixels, two horizontally adjacent pixels and two
diagonally adjacent pixels in plainimage/cipherimage
respectively. The procedure is as follows: First, randomly
select 1000 pairs of two adjacent pixels from an image.
Then, calculate their correlation coefficient using the
following two formulas:

cov(x, y) = E(x—E(X))(y — E(Y)),
cov(X,y)

™ DXYDY) (14)

Where x and y are the values of two adjacent pixels
in the image. In numerical computations, the following
discrete formulas were used:

(13)

E(x) = ﬁ% X (15)
D(x) =ﬁ§l(xi ~E(X)?, (16)
cov(x, y) = ﬁgl (% — EQ)(Y; — E(Y)). 17)

Fig. 7 shows the correlation distribution of two
horizontally adjacent pixels in plainimage/cipherimage
for the proposed ECBFSC. The correlation coefficients
are 09905 and 0.0308 respectively for both
plainimage/cipherimage. Similar results for diagonal and
vertical directions are obtained as shown in Table 1. It is
clear from the Fig. 7 and Table 1 that there is negligible
correlation between the two adjacent pixels in the
cipherimage. However, the two adjacent pixels in the
plainimage are highly correlated.

Figure 7: TWd horizontally adjacent pi xelé Corfel ationin
plainimage/cipherimage
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Direction of Plainimage | Cipherimage
Adjacent pixels
Horizontal 0.9905 0.0308
Vertical 0.9787 0.0304
Diagonal 0.9695 0.0317

Table 1: Correlation coefficientsin plainimage/
cipherimage

9.3 Senditivity analysis

An ideal image encryption procedure should be
sensitive with respect to both the secret key and
plainimage. The change of asingle bit in either the secret
key or plainimage should produce a completely different
encrypted image. To prove the robustness of the
proposed ECBFSC, we will perform sensitivity analysis
with respect to both key and plainimage.

931 Key sensitivity analysis
High key senditivity is required by secure image

cryptosystems, which means that the cipherimage cannot
be decrypted correctly although there is only a dlight
difference between encryption or decryption keys. This
guarantees the security of the proposed ECBFSC against
brute-force attacks to some extent.

For testing the key sensitivity of the proposed image
encryption procedure, we have performed the following
steps:

() An original image in Fig. 8(a) is encrypted by using
the secret key “123457890123456789123456789012"
(in ASCIl) and the resultant image is referred as
encrypted image A as shown in Fig. 8(b).

(b) The same origina image is encrypted by making the
dight modification in the secret key i.e
“223457890123456789123456789012" (in ASCII)
(the most significant bit is changed in the secret key)
and the resultant image is referred as encrypted image
B as shownin Fig. 8(c).

(c) Again, the same original image is encrypted by
making the slight modification in the secret key i.e.
secret key “123457890123456789123456789013” (in
ASCII) (the least significant bit is changed in the
secret key) and the resultant image is referred as
encrypted image C as shown in Fig. 8(d).

(d) Finally, the three encrypted images A, B and C are
compared.

In Fig. 8, we have shown the original image as well
as the three encrypted images produced in the aforesaid
steps. It is not easy to compare the encrypted images by
simply observing these images. So for comparison, we
have caculated the correlation between the
corresponding pixels of the three encrypted images. For
this calculation, we have used the same formula as given
in Eq. (14) except that in this case x and y are the values
of corresponding pixels in the two encrypted images to
be compared. In Table 2, we have given the results of the
correlation coefficients between the corresponding pixels
of the three encrypted images A, B and C. It isclear from
the table that no correlation exists among three encrypted
images even though these have been produced by using
dlightly different secret keys.
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Key sensitivity analysis shows that changing one bit
in encryption key will result in a completely different
cipherimage by more than 99% in terms of pixel gray
scale values.

Moreover, in Fig. 9, we have shown the results of
some attempts to decrypt an encrypted image with
dlightly different secret keys than the one used for the
encryption of the original image. Particularly, in Fig. 9(a)
and Fig. 9(b) respectively, the original image and the
encrypted image produced using the secret key
“123457890123456789123456789012" (in ASCII) are
shown whereas in Fig. 9(c) and Fig. 9(d) respectively,
the images after the decryption of the encrypted image
(shown in Fig. 9(b)) with the secret keys
“123457890123456789123456789012" (in ASCII) and
“123457890123456789123456789011" (in ASCII). It is
clear that the decryption with adlightly different key fails
completely and hence the proposed image encryption
procedure is highly key sensitive.

Encrypted image with key

QOri gi nal i mage "12345678901234567890123456789012"

Encrpted |mageih key Encrypted |me with key

"22345678901234567890123456789012"  "12345678901234567890123456789013"

Figure 8: Key sensitive test result 1 with ECBFSC

Encrypted image with key

Original image "12345678901234567890123456789012"

Decrypted image with key
"12345678901234567890123456789012"

Decrypted image with
"12345678901234567890123456789011"

Figure 9 eyive test result 2 it SC

Image 1 Image 2 fggﬁ'g :9?1?
Encrypted 8|.(rg)au.:1e/\ F,Ig. Encfypte‘g(gage B ng- 0.0326
Encrypted 8T(rgage B FT ] Encryptedg;(’;‘)age c F'.g- 0.0370
Encrypted 8|(r(111)age CFig. Encryptedf;(rg)age A Fig. 0.0369

Table 2: Correlation coefficients between the
corresponding pixels of the three different encrypted
images obtained by using slightly different secret key of
an image shown in Fig. 8.
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9.3.2 Plainimage sensitivity analysis

A desirable property for the proposed ECBFSC is that
it is highly sensitive to small change in the plainimage
(single bit change in plainimage).

To test the influence of one-pixel change on the
plainimage, encrypted by the proposed ECBFSC, two
common measures may be used: Number of Pixels
Change Rate (NPCR) and Unified Average Changing
Intensity (UACI). Let two ciphered images, whose
corresponding plainimages have only one pixel
difference, be denoted by C1 and C2. Labd the gray-
scale values of the pixels at grid (i,j) in C1 and C2 by
C1(i,j) and C2(i,j), respectively. Define a bipolar array,
D, with the same size as images C1 and C2. Then, D(i,j)
is determined by C1(i,j) and C2(i,j), namely, if C1(i,j) =
C2(i,j) then D(i,j) = 1; otherwise, D(i,j) = 0.

The NPCR is defined as

NPCR = Mxm%, (18)
Wx H

Where W and H are the width and height of C1 or
C2. The NPCR measures the percentage of different
pixel numbers between plainimage and cipherimage.

The UACI isdefined as

UACI = 1 |:zi,jCl(l,])_C2(l,J)
WxH 255

Which measures the average intensity of differences
between the two images. One performed test is on the
one-pixel change influence on a 256 grey-level Lena
image of size 256 x 256.

With respect to NPCR estimation. NPCR is obtained
using the proposed ECBFSC and estimated to be over
99.62% showing thereby that the encryption scheme is
very sensitive with respect to small changes in the
plainimage.

With respect to UACI estimation. UACI is calculated
to be %80.51 indicating that the rate of influence due to
one pixel change is very large. Generally, these obtained
results for NPCR and UACI show that the proposed
ECBFSC is very sensitive with respect plainimage
(plainimages have only one pixel difference).

}400% (19)

10 Performance Evaluation

Apart from the security consideration, some other
issues on image encryption are also important. These
include the running speed for red-time image
encryption/decryption. The simulator for the proposed
ECBFSC is implemented using the compiler in Borland
C++ Development Suite 5.0. Performance was measured
on a 2.4 GHz Pentium IV with 256 Mbytes of RAM
running Windows XP. In addition, to improve the
accuracy of our timing measurements, each set of the
timing tests shown in Table 3 was executed 10 times, and
we report the average of the times thereby obtained.

H.E.-D.H. Ahmed et al.

Image size Encryption | Decryption
(in pixels) Colors in Sec. in Sec.
256 x 256 2 <0.0010 <0.0010
256 x 256 16 <0.0010 <0.0010

Image size Encryption | Decryption
( naﬁ’i xdg | colors | T Co. | intme
256 x 256 256 0.0030 0.0040
256 x 256 16777216 0.0267 0.0360
512 x 512 2 < 0.0010 < 0.0010
512 x 512 16 0.0090 0.0108
512 x 512 256 0.0305 0.0358
512 x 512 16777216 0.1108 0.1306
1024 x 1024 2 0.0150 0.0163
1024 x 1024 16 0.0716 0.0832
1024 x 1024 256 0.1618 0.1744
1024 x 1024 | 16777216 0.4690 0.587
2048 x 2048 2 0.0666 0.0954
2048 x 2048 16 0.2942 0.3802
2048 x 2048 256 0.6322 0.7604
2048 x 2048 | 16777216 1.6085 1.8100

Table 3: Enciphering/deciphering speed test results of the
proposed ECBFSC

Table 3 summarizes the encryption/decryption speeds
for the proposed ECBFSC on images of different sizes.
The results emphasis that proposed ECBFSC. Simulation
results show that the average encryption/decryption
speed is 7.46 MB/Sec for encryption and 6.63 MB/Sec
for decryption. The peak speed can reach up to 7.6
MB/Sec for encryption and 6.7 MB/Sec for decryption.

11 Conclusion

In this paper, a new way of image encryption scheme
have been proposed which utilizes a chaos-based
feedback cryptographic scheme using the logistic map
and an external secret key of 256-bit.

The robustness of the proposed ECBFSC is further
reinforced by a feedback mechanism, which leads the
cipher to a cyclic behavior so that the encryption of each
plain pixel depends on the key, the value of the previous
cipher pixel and the output of the logistic map.

We have carried out key space anadysis, statistical
analysis, and key sensitivity analysis to demonstrate the
security of the new image encryption procedure.
According to the results of our security anayss, we
conclude that the proposed ECBFSC is expected to be
useful for real-time image encryption and transmission
applications.

Furthermore, we have aso discussed the
characteristics of image cryptosystems, chaos and
cryptography including characteristics and analysis of
chaotic logistic map, and research issues related to image
cryptosystems.
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