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The production of video lectures for the mobile scenario is becoming popular, as the pervasiveness of
mobile technologies is making learning independent of time and space. In such a scenario several
challenges need to be addressed, and the contribution of this paper is MOLE, an architecture that
produces secure, portable, and customizable video lectures for generic mobile devices. Video lectures
are produced with a format that ensures play out compatibility in most mobile devices, and with a
security mechanism that protects contents from un-authorized usage. Furthermore, a video lecture is
organized in such a way that a learner can adapt the lesson development to his/her learning needs by
locally interacting with the system, which means that people with different needs may use the same video
lecture file. A prototype implementation of MOLE shows its feasibility. The production of secure,
portable, and customizable video lectures may help expanding mobile learning as generic mobile

devices may be used as learning tools.

Povzetek: Video predavanja za e-ucenje.

1 Introduction

Mobile learning, the combination of mobile computing
and e-learning, is expected to expand and to evolve
dramatically over the next few years. Exploiting the
pervasiveness of mobile technologies it is possible to
make learning independent of time and space so as to
make mobile learning a real opportunity. As a result, the
production of video lectures is becoming more and more
important, as video is one of the most powerful media to
present information and students find video materials
very compelling [1].

To make mobile learning a success, several
challenges are still open and need to be addressed:
mobile learning may favor technologically advanced
students; the large variety of learning devices my cause
lectures to be encoded in several formats; being a digital
media, video lectures might be subject of intellectual
properties and copyright issues [2,3].

In this paper we propose MOLE (MObile LEarning),
an architecture to produce secure, portable, and
customizable video lectures for the mobile environment.
MOLE aims at producing video lectures for generic
mobile devices, i.e., devices with different computational
and storage characteristics, from simple video players to
PDAs, from iPods to smart phones. Security is a key
feature in nowadays mobile scenario, as video lectures
may contain copyrighted materials. Therefore it is
necessary to protect such material from un-authorized
usage. Since the mobile scenario is filled with devices

that have limited computational resources (e.g.,
cellphones), the usage of complex security mechanisms
may be a burden for most devices. For this reason,
MOLE is designed with a security mechanism that is
light enough to be used over generic mobile devices.
Portability is another important feature, as people are
equipped with a large variety of devices. In such a
scenario it is not reasonable to produce several versions
of the same video lecture so as to meet the characteristics
of students' devices. MOLE aims at producing video
lectures with a format that can be played over the
majority of mobile devices. Similarly, in addition to the
heterogeneousness of mobile devices, the mobile
scenario is filled with students who have different
learning needs. Also in this case, it is not reasonable to
produce, for the same subject, several video lectures with
different learning levels. However, content adaptation is
very important in learning as it allows a better supporting
of learners with different skills and motivations [4,5],
and, if not provided, remote students would feel
frustrated and would tend to drop courses [6,7]. For this
reason, MOLE organizes the contents of a video lecture
in such a way that it contains several learning levels,
giving the student the opportunity to tailor the lesson to
his/her learning needs.

The feasibility of MOLE is tested through a
developed video lecture player. Results show that MOLE
produces video lectures for the mobile scenario with
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Figure 1: Classroom interaction during a lesson related to Leonardo's artwork The Mona Lisa. The lesson can take
different directions, according to students' request. If interactions are not provided, the lesson has only one direction.

characteristics that potentially transform any mobile
device into a learning tool.

The remainder of this paper is organized as follows.
In Section 2 we briefly overview proposals in the field of
mobile learning; Section 3 presents details of the MOLE
architecture, whereas its feasibility investigation is
discussed in Section 4. Conclusions are drawn in Section
5.

2 Related work

The effects of mobile technologies in learning have been
investigated under different prospectives [6]: new models
for teaching and learning (e.g., [8,9]); effects on the
design process and on student experience (e.g., [10,11]);
effectiveness and costs of using mobile devices in
education (e.g., [12]); new tools for distance learning
(e.g., [13,14,15,16]); adaptation of learning contents to
mobile devices (e.g., [17,18,19]). Since our approach
deals with portability, security, and content adaptation, in
the following we focus on approaches that investigate the
same issues.

Marinelli and Stevens [20] focus on customization;
they propose segmenting a video lesson into small
chunks, which are stored on a video server. When a
student access to the video lesson, depending on his/her
choices, the most appropriate video chunks are streamed.
This approach requires a data transfer rate able to stream
the video content. Unfortunately, while effective for
wired environments, the streaming of a video lecture may
be problematic in the mobile scenario: data transfer rate
may be insufficient (e.g., in rural area, where high speed
wireless networks are not still available), not to mention
that data traffic is usually metered and paid by
megabytes. Furthermore, this approach requires a play
out device with communication facilities, and thus it cuts
out a considerable number of mobile devices (e.g.,
Ipods). Liu and Choudary [21] focus on the data transfer
problem and propose propose encoding video lectures
with different quality levels and with different
compression ratios, so as to meet different transfer data

rate and different mobile devices. Although ameliorating
the problem of streaming video lectures in a mobile
scenario, this approach requires a device with
communication facilities. Kung and Wu [22] focus on
customization too, and they propose integrating
synchronous and asynchronous learning systems to
provide content adaptation to student's needs. Weippl
[23] focuses on security and analyzes the weaknesses
inherent to mobile devices.

The novelty of MOLE is that streaming is not used,
mobile devices do not need communication facilities, and
security is guaranteed with a light security mechanism.

3 The MOLE architecture

In this section we present details of MOLE (MObile
LEarning), the architecture designed to produce secure,
portable, and customizable video lectures for the mobile
scenario.

Before presenting details of the architecture, let us
consider a simple lesson which we'll refer to in the
remainder of this paper. The lesson is about Leonardo's
artwork The Mona Lisa. Briefly, it involves different
topics: historical context, aesthetics, theft and vandalism,
conservation, and legacy. Since the part related to the
historical context contains topics explained to students
(e.g., Leonardo history, Louvre museum) in previous
lessons, a classroom lesson usually develops according to
whether the students have clear these topics or not. If not,
the teacher usually spends some minutes in reviewing
them, without entering into the (already explained)
details. Hence, the classroom lesson may develop
differently, as depicted in Figure 1: a pre-defined lesson
path goes from historical context to aesthetics, but due to
students/teacher interactions, other paths are possible.
These additional paths represents different learning
levels that may be used by students to adapt the video
lecture to their learning needs.

In most of distance learning systems, if a student has
not clear a subject explained in previous lessons, he/she
has to stop playing out the current video lecture, has to
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browse the library to find out the right video lecture, has
to browse the video to find the points of interest and,
finally, has to re-watch it. Needless to say, it is likely that
most students will continue watching the video lecture
even though they don't clearly have the picture of a
particular subject. Due to the importance of content
adaptation MOLE allows simulating the classroom
scenario also when students and teacher are distributed in
time and space.

The idea is to store several possible lesson paths into
a single video lecture file and on defining points where a
student can modify the lesson development by interacting
with the system. This means that all the different lesson
paths are stored in a single file.

Figure 2 shows the architecture of MOLE: a video
lecture is produced by first recording/encoding the
educational material; then the material is organized
through a text-based script; finally, the material is stored
in a multimedia container and protected against un-
authorized usage. At the student-side, once the video
lecture is downloaded, the first step is the removal of the
protection, so as to allow the retrieval of all the contents
(educational material and content organization). Then,
the video lecture is played out, and according to the
student's interactions, the content of the video lecture is
adapted to the student's learning needs.
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Figure 2: The MOLE architecture to produce and protect
video lectures. To guarantee large compatibility in most
mobile devices, video lectures are produced with well-
know standards mechanisms (dotted box).

3.1 Production of the video lecture

3.1.1 Encoding of the audio/video material

To reduce both the download time and the storage space,
a video lecture should have low bit rate, while providing
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a good video quality. To this aim, MOLE uses MPEG-4,
a standard designed to encode audio/video contents with
high quality at low bitrates [24]. Since a detailed
description of this standard goes beyond the scope of this
paper, here, we simply highlight that MOLE encodes
video with MPEG-4 Part 2 specifications, and audio with
MPEG-4 Part 3 specifications. Thanks to the exceptional
performance and quality of Part 2 and Part 3, and to the
large presence of MPEG-4 players in mobile devices,
MOLE produces video lectures that are limited in size
and playable over most modern mobile devices.

3.1.2 Organization of educational material

Since there is no way to know in advance the different
learning needs of the people who will watch the video
lecture, it is necessary to include, inside the video
lecture, points where students can virtually interact with
the teacher (and actually interact with the system) so as
to provide different learning paths. The organization of
the educational material is done through a text-based
description which is called lesson script and is produced
according to the teacher's experience.

The description virtually divides a lesson into several
video chapters. Similarly to the IEEE's learning object
model, a video chapter contains a portion of the lesson
that can be used once or several times during the lesson
play out, depending on the defined script and on the
student requests. However, it is worth noting that all the
video chapters are part of a single video file and hence
there is no need for the student to get multiple files or to
be on-line to receive the most appropriate video stream.
In fact, it is the player that uses the lesson script to jump
from one video chapter to the other depending on the
student's interaction.

MOLE defines four different types of video chapter
(Figure 3), with the following meaning.

e Initial. It's the chapter that begins the lesson; it
has only one possible outgoing lesson direction
and only one initial chapter per lesson is
allowed;

e Interactive. It's the chapter that allows a student
to virtually interact with the teacher in order to
modify the lesson development. It has multiple
possible incoming and outgoing lesson
directions. Several interactive chapters per
lesson are allowed,;

e Sequential. It's the chapter that simply plays a
portion of the lesson. It has multiple possible
incoming lesson directions, but only one
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Figure 3: Types of video chapter that may compose a video lecture. The number of possible incoming and outgoing

lesson directions characterize the typology.
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possible outgoing direction. Several sequential
chapters per lesson are allowed,;
e Ending. It's the chapter that ends the lesson. It

has multiple possible incoming lesson
directions. Only one ending chapter per lesson is
allowed.

Thanks to interactive video chapters, a student can
modify the lesson development according to his/her
learning needs. For instance, Figure 4 presents three
possible lesson developments: student \#1 only requires
an overview of Leonardo, student \#2 does not require
any material overview, whereas student \#3 requires
Louvre overview. This simple example shows that the
organization of the contents allows having different
lesson path inside the same video lecture.

Once the material has been divided into several
chapters, the actual lesson description takes place and
specifies: i) all the information that describe a video
chapter (e.g., beginning and duration time, possible
textual information associated, etc.), and ii) the points
where a student can modify the lesson development.

Different description languages may be used to
produce the actual lesson description (e.g., XML,
SCORM, MPEG-7), all of them with pros and cons. For
the sake of clarity, in the following we present examples
described based on the MPEG7-MDS standard [25]. This
standard is composed of metadata structures and is used
to produce a description of the spatial layout of different
media objects (e.g., audio, video) and of the temporal
order in which these objects will be played out.
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</MediaTime>
<TextAnnotation>
<FreeTextAnnotation>
The Mona Lisa painting
can be found at page 356.
</FreeTextAnnotation>
</TextAnnotation>
</VideoSegment>

<VideoSegment>
<label>"7"</label>
<RelatedMaterial>
<MediaLocator><MediaUri>
http://.../mm/monalisa.pdf
</MediaUri></MedialLocator>
</RelatedMaterial>

<MediaTime>
<MediaTimePoint>
00:22:30
</MediaTimePoint>
<MediaDuration>
00:03:30
</MediaDuration>

Table 1: The usage of MPEG7-MDS to describe a
portion of a video lesson.

The description is text-based and uses tags (in the
form of <tag [attribute=value]>) to define
properties of a media object (or of a part of it). For
instance, Table 1 shows a video chapter description
related to Mona Lisa: it begins after 22 minutes and 30
seconds and last 3 minutes and 30 seconds. Additional
information, like a text description textannotation
tags) or related material (RelatedMaterial tag), can
be attached to any chapter.

To define the set of possible points where a student
can modify the lesson development, MOLE uses a table
called scene transition table. Each entry of this table is
uniquely identified with a Video Chapter Identifier (VCI)
number and includes the possible question asked by the
teacher to begin the interaction with students and a set of
possible destinations the lesson can take based on the
student's answer. For instance, the entry related to video
chapter Y (Fig. 4) has two possible destinations (chapters
Y.1 or Z), whereas the video chapter X only has a single
chapter destination (chapter Y). In this way, a student can
get get a lesson tailored to his/her needs, by simply
selecting the most appropriate video chapter for his/her
learning process. Note that also the scene transition table
is described with textual information.

3.1.3 Protection of the video lecture file

To protect contents from illegal usage or from un-
authorized modifications, MOLE is equipped with a
license-based security mechanism (a.k.a. Digital Right
Management, DRM for short) that discloses interactive
materials only to authorized students.

The basic idea of the security mechanism is to wrap
a media file with encryption, code authentication and
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Figure 4: Content adaptation to student needs: using interactions students can get an adapted lesson. Here, three

different lesson developments are shown.
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information hiding, as depicted in Figure 5. MOLE gives
the choice to provide the single pre-defined lesson path
in clear so that every ordinary player can access to and
can play out the single pre-defined lesson path. This
feature may be useful to those organizations that want to
give students the opportunity to appreciate the
educational material so as to tempt them to buy the right
to play out all the lesson paths. However, it is worth
noting that the single pre-defined lesson path in clear is
an option and is not mandatory (the single pre-defined
lesson path may be encrypted as well as all the other
lesson paths). In particular, MOLE organizes the video
material as follows:

e All the video chapters that compose the single
pre-defined lesson path are stored in the first
part of the video file. These chapters might be in
clear (so that every ordinary player can play
them out) or might be encrypted with a
symmetric technique;

e All the other chapters are encrypted with a
symmetric technique and are stored in the
second part of the file;

e The first and the second part of the video file are
separated by 60 seconds of blank video, so that
if the pre-defined lesson is in clear, an ordinary
player will not produce an immediate play out
error when trying to play out the encrypted
second part of the video file.

The encryption/decryption key is hidden inside the
first part of the video, so that only players able to retrieve
the key can play out the video lecture;

Before presenting details of how the second part of
the video file is encrypted, for the sake of clarity, let us
review how a license-based mechanism usually works:
first, the content provider generates a symmetric key and
then encrypts the media content (the second part of the
audio stream and the the lesson script in our case). After
the encryption, the symmetric key is hidden inside the
media file and a license file is generated with all the
information needed by the decoder to play out the media
file (users rights, positions of the media file where to find
the hidden key, etc.). Finally, the license file is encrypted
with an asymmetric key technique so as to bind the
license file to the owner of the private key. License
acquisition can be done in a transparent way, as it
happens today with several DRMs (e.g., Microsoft DRM
10).

Figure 5 shows details of the MOLE security
mechanism. The key used to encrypt the second part of
the lesson file and the lesson description (a in our case)
is hidden into the first part of the media file using a
watermarking technique that spreads the hidden key
without compromising the media content (e.g., [26]). To
spread the information, this technique generates the so-
called watermarking key (WKey) and uses it to hide the
information. This key is stored inside the license file,
along with information used to check data integrity. To
guarantee data integrity the content provider uses a hash
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function H to compute the hash value of the encrypted
video stream (i.e., HV=H(E,, (video_stream))) and of the
lesson script (i.e., HD=H(E ,(lesson_script))) and stores
them inside the license file. These values are also
watermarked inside the media file and inside the lesson
description, as they will be used by the video lecture
player to check the integrity of the stream and of the
lesson script.

Finally, the license file is encrypted with a
public/private key, so that only who owns the private key
can decrypt it. We recall here that the private key is
usually given during the sign-up procedure and is stored
in the device repository key, which is hidden with
suitable software engineering techniques.

for infegrit
HV/ grity

The « key to deciypt the video data checking
is watermarked }

Hidden with watermarking key Wkey

Ve, | Ve, | Ve, | Ve, |-+ VCy

Video Data encrypted with key ¢
Interactive and sequential video chapters

Video lecture  ve, | Ve, | Ve,| VG, |

Clear Video Data 8
Initial, sequential and ending video chapters

HD for integrity

—
e checking

Hidden with watermarking key Wkey

Lesson MPEG?7 Description
DeSCrlpTlon Symmetric encryption with « key
License File Lesson ID | Rigth | UserID | - |HV | HD | Wkey

Figure 5: Security mechanism: the first part of the lesson
file might be in clear or encrypted, whereas the second
part of the lesson file is encrypted. The decryption key is
hidden in the first part of the file. The lesson description
is encrypted with the same key used to encrypt the
second part of the lesson file. The license file is
encrypted with private/public key and contains
information to decrypt the lesson file.

3.1.4 Packaging of educational contents

Video material and lesson description need to be stored
in a single multimedia container. MOLE uses 3GP, a
multimedia container designed to handle multimedia
contents in a mobile environment [27]. It has been
defined by the Third Generation Partnership Project
(3GPP),  which  provides worldwide  standard
specifications for multimedia contents over 3rd
generation cellular networks. A 3GP file can contain
material encoded with different schemes like H.263,
MPEG4, MP3, and is supported by the majority of
multimedia mobile devices. The file structure is
composed of data structures called boxes, which are
hierarchically organized. Each box is identified with a
tag and contains a media object (e.g., audio, video),
which can be actual media data or simple metadata
(information to describe the media properties). MOLE
stores the video material in a trak box and the lesson
description in a udta box. For details about the 3GP file
structure we refer the readers to [27].

3.2 Play out of the lesson content

To enjoy the full features of the lesson file, an enhanced
player is necessary. As shown in Figure 2, the player is in
charge of removing the protection so as to access to
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educational material. In particular, the player is in charge
of: i) checking the integrity of the video file, ii)
decrypting and playing out the lesson file, iii) interacting
with the student and jumping from one chapter to another
depending on the student's choices.

To check the integrity of the video file as well as of
the lesson script, the player first uses the student's private
key (note that private keys are usually stored into the
device repository) to decrypt the license file. Once
decrypted, the license file provides, among other
information, the watermarking key and the values to
check the integrity. At this point, the player retrieves HV
and HD from the lesson file and the lesson description
and compares them against the values retrieved from the
license file. If the integrity check fails, the play out is
interrupted, otherwise the player retrieves the hidden o
key and begins the lesson play out.

While playing out the video lecture, the player
retrieves the video chapter information from the MPEG-7
description (i.e., chapter label, media time, etc.) and from
the scene transition table (i.e., question and destinations,
if any). If the chapter is interactive, depending on the
option selected by the student, the player jumps to the
video chapter in order to continue with the lesson.

4 MOLE prototype implementation

In this section we present a prototype implementation of
MOLE and a security evaluation.

4.1 Video lecture production

To evaluate MOLE we produce a video lecture encoded
with MPEG-4 at 15 frames per second, with a resolution
of 176x144 pixels (common display resolution in most
mobile devices) and a bitrate of 64 kbps; audio is MPEG-
4 encoded (Part 3, commonly known as AAC-LC), two
channels at 128 kbps. The overall bitrate of the video
lecture is of 192 kbps. Content organization is specified
with MPEG7-MDS, and content protection is achieved
with the MOLE security mechanism. All the contents are
then stored on a 3GP multimedia container.

4.2  Player implementation

Using the Nokia Prototype SDK 4.0 for Java ME, we
develop a player able to play out video lectures produced
with MOLE. Figure 6(a) shows the play out of a non
interactive chapter, whereas Figure 6(b) displays that the

=] MOLE 1
[ieOuamoo ]
LOUVRE

NONE

play  Select Exit

(©

Figure 6: Lesson play out: (a) sequential chapter; (b)
interactivity activates the ask button; (c) selection of a
particular topic.
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play out of an interactive chapter changes the menu
option. When the ask button is pressed, the player
presents a multiple choices menu (Figure 6(c)), where a
student can select his/her preferred subject. Once
selected, the player jumps to the associated video
chapter.

4.3 Feasibility Analysis

A first investigation analyzes whether the security
mechanism can be sustained by current mobile devices.
In fact, security operations like decryption use complex
mathematical operations and can be problematic to
mobile devices with limited processing power. For this
reason, we analyze the decryption processing cost in
relation to recent released PDAs (processors speed that
ranges between 126 and 624 MHz) and cellphones
(processors speed around 200 MHz)', in order to
investigate the feasibility of our approach.

Video stream and lesson description are encrypted
with symmetric technique. Ravi et al. [28] showed that a
206MHz SA-1110 processor can sustain a decryption
rate of 1.8 Mbps per second, when fully dedicated to the
task, and a decryption rate of 180 kbps when only 10%
of the computational resource is dedicated. Hence, the
decryption workload of the video stream (192 kbps) can
be sustained by new generation PDAs and the cellular
phones.

In order to handle interactions, the lesson script has
to be decrypted during the play out of the first two
chapters (in fact, since the first chapter is not interactive,
the play out of the first two chapters is guaranteed). Since
the description of a single video chapter is very short, it
is very likely that the decryption workload of the lesson
script can be sustained. For instance, 100 video chapter
descriptions (as the one reported in Table 1) can be
decrypted in just 2 seconds (considering a decryption rate
of 180kbps). Since it is reasonable to assume that the first
two video chapters last much more that two seconds, and
that a lesson does not have thousands of video chapters,
it is safe to assume that the decryption workload of the
lesson script can be sustained by recent PDA and
cellphones.

The license file is encrypted with asymmetric
technique, which uses more intensive mathematical
operations than a symmetric technique. A study
performed in [29] showed that an asymmetric decryption
takes 2.63 ms for 1 KB of data, using a 100 MHz
processor. Again, since this file is usually very small
(around 2-4 KB), portable devices can sustain the
decrypting of the license file without causing an
excessive delay to the content material play out.

A second investigation analyzes the storage space
required by the proposed approach. In fact, before
beginning the play out, the video lecture has to be

! For instance, the Nokia N90 serie is equipped with
a 220 MHz processor, whereas the iPhone has a 620
MHz processor as described at:
http://www.engadget.com/2007/07/01/iphone-processor-
found-620mhz-arm/
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entirely downloaded, and the storage space required
might be problematic to mobile devices. Since the overall
bitrate of the video lecture is of 192 kbps, a one-hour
video lecture requires around 86 MBytes. Even though a
video lecture file may contain several lesson paths, it is
reasonable to assume that a video lecture file requires
space on the order of hundreds of MBytes. Recent
released PDAs and cellphones are equipped with an
internal memory storage that is on the order of GBytes?,
or are equipped with a slot where users can insert SD
memory card (which are becoming very popular for their
limited cost). Therefore, it is safe to assume that the
space storage is not a burden for the proposed approach.

A final investigation analyzes whether the security
goal is achieved and under which conditions. By
assuming the existence of cryptographically secure hash
functions and of a secure symmetric/asymmetric key
encryption scheme, sharing of a video lecture and/or a
license file is useless. In fact, one can successfully share
it if he/she can capture both the video and the script
description, but to break the protection, the adversary
must learn the watermarking key of the destination
player. As previously mentioned, this is hard with no
knowledge of the the watermarking key. Furthermore,
also alteration of the content rests on the security offered
by the watermarking scheme. In fact, alterations are
possible only if new integrity parameters (i.e., the hash
value of the video lecture and of the lesson script) can be
stored.

It is worth mentioning that security of digital
material is a problem that admits no final and provably
strong solution. Briefly stated, the reason is that the
security mechanism works in an untrusted environment
(the playout device is under the user's control). Readers
can refer to [30] for a broad and interesting survey paper
on effectiveness of security mechanisms. It also worth
mentioning that watermarking techniques are also
subjects of a never ending debate: The biggest threat
faces the removal or alteration of the marks. This is
typically obtained using multiple copies of the same file,
containing different fingerprints. According to [31], by
averaging these copies the fingerprint is altered. In
general, Schonberg and Kirovski [32] claim that
watermarking is not secure with current technology.
However, Shan He and Min Wu [33] are much more
optimistic about the security provided by watermarking
techniques. Far from trying to settle the dispute, we
simply note that all the current security mechanisms are
based on fingerprinting schemes.

Note that to increase the security of the proposed
approach, one could use stronger cryptographic tools
(e.g, public-key certificates, Internet-based procedure),
but since our mechanism is designed for devices with
limited computational resources, the usage of such tools
is avoided for performance reasons.

2 For instance, Nokia N16, as well as the iPhone, has
16GB of internal memory.
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5 Conclusions

In this paper we presented MOLE, an architecture that
produces secure, portable, and customizable video
lectures for the mobile scenario. The novelties introduced
by MOLE are: i) video lectures are produced in a format
that is widely accepted by modern mobile devices; ii) a
video lecture contains several lesson paths so as to meet
different learning levels requirements; iii) contents are
protected against un-authorized usage by using a security
mechanism whose computational lightness ensures an
easy usage over current mobile devices.

These characteristics allow MOLE to produce video
lectures for most mobile devices causing these to be
considered as learning tools. As a result, we think MOLE
is a candidate approach to ease the process of learning
across time and space.
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