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ABSTRACT

The article presents the areas of cooperation of the Central State Electronic Archives of Ukraine (CSEA of
Ukraine) with scientific institutions and universities to solve the main question of its activity - long-term stora-
ge of electronic records and modernization of education process for archivists and records managers. Due to the
rapid growth of the number of electronic records and the necessity to solve the problem of theirs long term
storage this theme is a topical subject for Ukraine and for the other countries currently. The author proposes the
need for regular exchange of views of all stakeholders and improvement of the professional level of archivists and
records managers through the deep mastering of the information technology.

La collaborazione dell’Archivio elettronico centrale dello stato d’Ucraina con le istituzioni scientifiche
e le universita nel campo della tenuta dei documenti elettronici e della formazione al lavoro con docu-
menti elettronici

SINTESI

L’articolo ha mostra le aree di cooperazione dell’Archivio elettronico centrale dello stato d’Ucraina (CSEA di
Ucraina) con le istituzioni scientifiche e le universita per risolvere la questione principale della sua attivita - la
conservazione a lungo termine dei documenti elettronici e la modernizzazione del processo di formazione per
archivisti e scienziati documentalisti. Questo tema ¢ attuale oggi sia per I'Ucraina che per gli altri paesi a causa
della rapida crescita del numero di documenti elettronici e per la necessita di risolvere il problema della loro
conservazione a lungo termine. L’autore conclude con la necessita di scambio di pareri fra tutti i soggetti ed il
migliorare il livello professionale degli archivisti e scienziati documentalisti attraverso la profonda padronanza
della tecnologia dell'informazione.

Sodelovan}e Centralnega drzavnega elektronskega arhiva Ukrajine z raziskovalnimi 1nst1tuc1Jam1 in
univerzami na podro¢ju hrambe e-gradiva in izobrazevanja za delo z elektronskimi zapisi

IZVLECEK

Avtorica v prispevku predstavlja podrodja sodelovanja Centralnega drzavnega elektronskega
arhiva Ukrajine (CSEA) z znanstvenimi institucijami in univerzami, z namenom re§evanja osnovnega
vprasanja, ki se nanasa na trajno hrambo elektronskega gradiva, ter posodobitev procesa izobrazevanja
arhivistov in dokumentalistov. Zaradi hitre rasti $tevila elektronskih dokumentov, in potrebe po reitvi
vprasanja njihove trajne hrambe, je ta tematika za Ukrajino, in tudi druge drzave, zelo aktualna. Avto-
rica predlaga potrebo po redni izmenjavi pogledov med tistimi, ki hranijo tak$no gradivo in izboljsanje
profesionalnosti arhivistov in dokumentalistov s pomodjo boljsega obvladanja informacijskih tehnolo-

gij.
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Crisnparst LleHTpaspHOro Aep>KaBHOTO €ACKTPOHHOTO apXiBy YKpalHH i3 HAYyKOBUMHU YCTAHOBAMHU Ta
HAaBYAAbHUMHM 3aKAAAAMH 3 ITUTaHb AOBTOTPHUBAAOTO 36epiraHH;1 €ACKTPOHHHX AOKYMEHTIB Ta ITIATOTOBKHU
KaApiB AAsT PO6OTI/I i3 EAEKTPOHHUMHU AOKYMEHTAMHU

CHHTE3

B crarri BucBiTA€HO OCHOBHI HanpsMKH CIiBIIpani LICHTpaAbHoro AEP>KaBHOTO €AEKTPOHHOTIO apXiBy YKpaIHI/I
(LJAEA Yxpainu) i3 HayKOBUMH yCTAHOBAMH Ta HABYAABHHMH 3aKAAAAMH 3 IUTaHb OCHOBHOI AIIABHOCTI apXiBy
- AOBIOTPHMBAAOTO 36epiraHHﬂ €ACKTPOHHUX AOKYMEHTIB Ta MOAEPHi3alil yq60Boro MPOLIECY AASA APXIBIiCTiB i
AOKYMEHTO3HABIIiB. O6paHa TEMa € AKTYaABHOIO CBOTOAHI SIK AASL Y KPAiHH TaK i AASI IHIITHX KPalH CBITY 3 OTASIAY Ha
CTpiMKe 3POCTaHHS KiAbKOCTi EAEKTPOHHUX AOKYMEHTIB Ta HeobXipHOCTI BUPIIIEHHS MUTAHHS IX AOBTOTPHBAAOTO
30epiranHs. ABTOP AINIIOB BUCHOBKY PO HEOOXIAHICTb ITOCTIFIHOTO OOMiHY AyMKaMH YCiX 3aLliKaBACHHX CTOPIH,
MIABUILICHHS (1)aXOBOFO PiBHA apXiBiCTiB Ta AOKYMEHTO3HABIIiB Y€pe3 rauboxe ONaHYBAaHHS in)opMauiﬁHI/IMH
TEXHOAOTISIMH.

Today the problem of reliable storage of electronic records and electronic information resources
is the most important and difficult for archivists around the world. After all, archives and also the
Central State Electronic Archives of Ukraine (CSEA of Ukraine), have a responsibility to future gene-
rations for the preservation of records and information that is reflected in them. And while the me-
thods for paper storage and access to them worked for centuries, in working with electronic records we
have to solve new issues. Currently we are in transition stage from paper to electronic document flow,
so for some time both paper and electronic records will be created. We have to solve the problem of
reliable storage of paper and electronic records and at the same time we are adhering to the basic ar-
chival principle - the principle of provenance (the indivisibility of assets). CSEA of Ukraine builds its
work with electronic records, based on the principles valid for paper records. This applies to the pro-
cesses of appraisal and stocktaking of records and access to the records. But working with electronic
records is quite different from the working with paper records, because electronic records exist in har-
dware and software information environment, and this affects the recording of information, its further
storage and access to it. So we are facing to the difficult questions that must be resolved, namely:

—  What kind should be the electronic records for long term and permanent storage?
- How to ensure the authenticity of these records?
—  What is the composition of its metadata?, and many others.

It should be noted that working with electronic records requires from the personnel knowledge
in the information technology at much higher level than the “advanced user”. At the same time archi-
vist should have profound knowledge of Archival science and Records management. Information
technologies demand from individual mathematical and analytical mindset and technical education,
while archivists and records managers have the education in humanities. Combination of these de-
mands is difficult but necessary task and requires the improvement of educational process to prepare
future archivists.

Now CSEA of Ukraine employs archivists, records managers and I'T professionals. Natural pro-
cess of self-education and knowledge sharing between professionals from different fields is going di-
rectly in our Archive. As a result of this process, we can conclude that information technology should
serve Archives and archivists to help them to solve the problem of the transition to working with elec-
tronic records. Such approach allows preserving of the basic principles of Archival science, to develop
terminology from the position of Archival science and records management. This will help us to ensu-
re the organization of work with records stored on different information carriers within the same
process (archive administration).

Today, CSEA of Ukraine tries to build its work in difficult conditions of transition period from
paper to paperless document flow. The CSEA of Ukraine is the only storage centre of electronic re-
cords of the National Archival Fund. The Archives provide receiving, record keeping and centralized
government storage of the National Archival Fund, electronic information resources and other docu-
ments on electronic media as well as creates conditions for their usage. At this transition stage from
paper to electronic document flow we are facing many difficult issues including scientific, methodolo-
gical and personnel provisions. For the most effective work we co-operate with scientific institutions
and universities. We are constantly training the staff for work with electronic records.
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Cooperation is developing in two directions:

1. Cooperation with scientific institutions and universities to solve the problem of permanent
storage of electronic records.

2. Cooperation with educational institutions for training of specialists for working with elec-
tronic records.

CSEA of Ukraine actively cooperates with leading research institution of Ukraine - Ukrainian
Research Institute of Archival Affairs and Record Keeping. During the last years a number of impor-
tant documents related to such processes as the preparation of electronic records for the transfer to
archives, accession, stocktaking, storage and access to archival records have been developed.

The main documents, as a result of this co-operation, relate to the preparation of electronic re-
cords by provenance for archival storage. We proposed to create a paper copy of the records for the
permanent and long-term storage, stocktaking of records on the principles of provenance, archival
integrity and centralized storage in CSEA of Ukraine. These principles form the basis of the next scien-
tific developments. In 2012 CSEA of Ukraine participated in the preparation of the draft regulatory
act “Procedures for Working with Electronic Records and their Preparation for Archiving.” This do-
cument defines important components of electronic records as format, content and structure of con-
tainer for the storage of electronic records and exchange between institutions with different Electronic
document and records management system (EDRMS). As the basic format for archiving the text elec-
tronic records the PDF/A format was suggested, and for the container -XML format.

Among the important areas of researches conducted in the CSEA of Ukraine, there is a work
regarding the acquisition of electronic information resources. Llast year the CSEA of Ukraine in co-
operation with the Ukrainian Research Institute of Archival Affairs and Record Keeping completed an
analytical survey that provides foundation for classification of electronic information resources as en-
tities suitable for the National Archive Fund. There are as well some further ongoing studies aimed to
develop procedures for electronic information resources selection, appraisal, sampling, accession, stoc-
ktaking and so on. CSEA of Ukraine constantly works on initiative documenting and creating of ar-
chival collections of web sites and storage of databases. The web site of the Archive contains the Onli-
ne Exhibitions page [1] with materials of such archival collections of web sites as “The Chernobyl
Disaster: 25 Years Ago”, “Presidential Election 20107, “Euro-2012” dedicated to the European Foot-
ball Championship in 2012 in Ukraine and Poland, and others.

The greatest concern of CSEA of Ukraine is that there is a huge number of electronic documents
created without such tools as digital signature that could provide a proof of their authenticity [2]. On
the other hand, taking in account that such electronic documents could contain important informa-
tion, they should be preserved for posterity. First of all, here we think about electronic personal records
of famous scientists and cultural workers of Ukraine. In the past, personal letters, manuscripts, notes,
diaries of famous people etc. have been written on paper and after some time they often came into
archives. Nowadays, personal records are created through the Internet and even most of manuscripts
are already created in electronic form. In such circumstances, significant volume of culture heritage
undergoes high probability of losing. Therefore, recent efforts of the Archive’s staff are concentrated
on work with such documents. There are some ongoing researches regarding co-operation with au-
thors of the above mentioned electronic documents for selection, accession, preparation for permanent
storage and ensuring their authenticity.

A fundamental research document for CSEA of Ukraine is the “Conception of Electronic Re-
cords Lifecycle Planning” defining all the processes from electronic records creating to electronic re-
cords storage. While working on the Conception, the Archive together with the Institute decided to
create a unified information object model for electronic records. The model is based on using the sin-
gle electronic documents’ data format for EDRMS with XML technology. This model allows to com-
bine all components of an electronic record in a single XML file, making processing and storage of the
document’s data within the bounds of EDRMS system easy as well as further record storage.

The CSEA of Ukraine and the Ukrainian Research Institute of Archival Affairs and Record Ke-
eping co-operate actively in the field of digital signature suitable for long term electronic records sto-
rage, ensuring long-term storage of digital signature key certificates, etc. To develop this direction,
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CSEA of Ukraine also supports close relationship with the Institute of Cybernetics of V.M. Glushkov
- widely known in Ukraine and abroad as a research centre for solving fundamental and applied pro-
blems of computer science. In particular, the Institute of Cybernetics takes care of the problems of
ensuring of electronic records authenticity by using a digital signature with formats standardized in
Europe (ISO). This will ensure transparent circulation of legally significant documents between Ukrai-
ne and other states and foreign institutions in the future.

The next area of the Archive’s work is cooperation with universities for personnel (records ma-
nagers and archivists) training for working with electronic documents and records. Nowadays the ar-
chival branch highly needs specialists with knowledge in archiving and records management fields as
well as in IT field. It should be noted that the interest and the need for specialists that combine know-
ledge of information technology with knowledge of Archival Sciences and Records management ex-
press not only archives but also institutions, government agencies and businesses. It is because EDRMS
is implemented everywhere and the need for such specialists will only grow. However, the Archives is
interested in evolving of such high-class professionals who would not only be able to create an electro-
nic record in format required for archiving on the initial stage of the record life cycle but who also
would ensure its integrity to the moment of selection for archival storage. As the Doctor of Historical
Sciences, Professor Yaroslav Kalakura says [3]: “Archivist of the third millennium should become the
carrier of new information technologies who can work with modern equipment and feel free in the
world archival space”.

For that reasons the CSEA of Ukraine keeps connections with the Institute of Special Commu-
nications and Information Security of National Technical University of Ukraine (“KPI”) and with
Archiving and Special Branches of Historical Methodology Department of the Faculty of History of
the Taras Shevchenko National University of Kyiv. We employ the graduates of these universities.
Students have a practice in CSEA of Ukraine; they are writing bachelor and master’s work on the the-
mes of electronic documents, electronic document flow, and electronic signature.

It should be noted that the higher educational institutions preparing students for Archival Sci-
ence and Records management in Ukraine, give their graduates classical education designed mostly for
work with traditional documents. The time has come to include relevant disciplines, courses, and
workshops in the curricula and to involve IT professionals into teaching. And vice versa, I'T profes-
sionals need to have some knowledge of Archival Science and records management, because it could
be said with very high probability that in the nearest future they will have to deal with electronic
document/record management system in the institutions where they would work.

In recent years there has been a tendency to open the new specialty’s and courses aimed for office
employees and archivists training to work with electronic documents and records. CSEA of Ukraine
plays a considerable role in this process, Archive’s experts regularly participate in workshops of various
government agencies, expert roundtables, seminars, conferences, as well as consult developers of
EDRMS, administration and teachers of higher education institutions. In addition, the Archive works
closely with the media regarding the publication of articles and interviews in professional magazines,
in particular sciences ones, and interviews on radio and television. All this contributes to the definition
of the role of archives in the development of information society and promoting the archival profes-
sion in the today world.

One kind of cooperation and collaboration is to conduct scientific seminars and conferences.
Recently CSEA of Ukraine with the Ukrainian Research Institute of Archival and Documentation
Sciences, Institute of Cybernetics of Ukraine organized and an International scientific-practical con-
ference “An Electronic Record: Current Challenges and Practical Implementation (lifetime of an elec-
tronic record)” [4]. At the conference, we were able to share our experience with colleagues from
Russia, Belarus, Kazakhstan, Estonia and Lithuania.

Our experience in the terms of collaboration with a wide range of professionals in Archival Sci-
ence, Records management, and Information Technology, including with our foreign colleges, allows
us to conclude that the understanding of archival problems concerning the organization of work with
electronic records is not possible wit%out the constant discussion of these problems at various levels
among like-minded specialists from around the world. This approach gives archivists an opportunity
to organize continuous exchange of practical problem solving problems related to the archival storage
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of electronic records and providing access to them. This allows the increase of the quality of archival
work and professional level of archivists and to increase the role of of archives in Information Society,
in particular, in e-government or in making some decisions.
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SUMMARY

Cooperation in the field of training of professional archivists and record managers for the work with electronic
records is one of the most important areas in the activity of Archives. It is because the further development of
electronic records and informatization of Archives depends on the professional potential of young professionals.
The key to the success can be found in understanding of information technology from the view of records ma-
nagement and archival sciences. We believe that a balanced approach to the information technology used in
Archives will make the information contained in archival records more accessible for the wider community,
expand the range of archive services and facilitate the provision of reliable information.
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