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ABSTRACT

The article is devoted to the identification and possible solution of problems associated with transfer of digitally
born (electronic) records to archives, ensuring their long-term preservation, integrity and legal significance for
further use. The author notes that at present conceptual approaches to the construction of a system for the acqui-
sition of electronic records by state archives, organization of their stock-taking, storage and use have been devel-
oped. These archival processes are supposed to be performed in four stages. For the storage of electronic records, it
is planned to create a centralized repository of electronic documents based on the cloud service. However, a number
of issues still require a solution. Some of them are in the legal sphere, others are of a technological nature. The
traditional problem for archivists is the limited financial resources necessary to implement the plan.
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I documenti nativi digitali: acquisizione, conservazione a lungo termine ¢ mantenimento a lungo termine

della validita legale
SINTESI

L'articolo ¢ dedicato all'identificazione ¢ all'eventuale soluzione dei problemi associati al trasferimento di archivi
(elettronici) nativi digitali, garantendo la loro conservazione a lungo termine, integrita e significato giuridico per
ulteriore utilizzo. L'autore osserva che attualmente sono stati sviluppati da parte degli archivi statali approcci con-
cettuali per la costruzione di un sistema per l'acquisizione di documenti elettronici, I'organizzazione della loro
conservazione ed utilizzo. Questi processi di archiviazione dovrebbero essere eseguiti in quattro fasi. Per la memo-
rizzazione dei record elettronici, ¢ previsto un deposito centralizzato di documenti elettronici basati sul servizio
cloud. Tuttavia, una serie di problemi aspettano tuttora una soluzione. Alcuni gravitano nella sfera legale, altri
sono di natura tecnologica. Il problema tradizionale per gli archivisti ¢ dato dalle limite risorse finanziarie necessa-
rie per portare avanti il piano.

Parole chiave: documento elettronico, acquisizione, stoccaggio, uso dei documenti archivistici, servizi su cloud,
deposito d’archivio, conservazione a lungo termine, validita legale

Izvirno digitalno arhivsko gradivo: pridobivanje, dolgoro¢na hramba in dolgoro¢na pravna veljavnost

IZVLECEK

Clanek je posvecen prepoznavanju in moznm reitvam teZav, povezanih s prenosom izvirnega digitalnega (elektron-
skega) arhivskega gradiva v arhive, ki zagotavljajo njihovo dolgoro¢no hrambo, celovitost in pravni pomen za na-
daljnjo uporabo. Avtor ugotavlja, da so %)ili v tem ¢asu razviti idejni pristopi za izgradnjo sistema za pridobivanje
clektronskih zapisov v drzavni arhiv, organizacijo njihovega zbiranja, skladi$¢enja in uporabe. Ti arhivski procesi
naj bi se izvajali v Stirih fazah. Za hrambo elektronskih zapisov se na¢rtuje vzpostavitev centraliziranega repozitori-
ja za elektronsko arhivsko gradivo, ki bo temeljil na storitvi oblaka. Toda $tevilna vprasanja $e vedno ostajajo ne-
reSena. Nekatera so pravne, druga tehnoloske narave. Kot obi¢ajno, pa predstavljajo za arhiviste najvedjo tezavo
omejena finanéna sredstva, potrebna za izvajanje nadrta.
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Klju¢ne besede: elektronski zapis, pridobivanje, prevzemanje, uporaba arhivskega gradiva, storitev oblaka, arhivs-
ko skladis¢e, dolgoro¢na hramba, pravna veljavnost

SACKTPOHHBIH AAKYMEHTBI: KAMIIACKTABaHHE, 3abecrsTYsHHE AOYTaTapMiHOBaM 3aXaBaHaCLli i FOPBIABIYHAM
3HAYHACIII

PO3IOM3S

APpTBIKYA IPBICBEYaHbl BBIAYACHHIO i MardpiMaMmy BBIPAIISHHIO NpabAeM, 3BsA3aHBIX 3 apraHisalblsiil IPHIEMY
3ACKTPOHHbIX AAKYMEHTAY y apXiBbl, 3a0€CIITISHHEM iX AOYTaTIPMHUHOBAII 3aXaBaHACL, LI9AACHACLI i FOPBIABIYHAN
3HAYHACLI AASI HACTYITHAra BBIKAPBICTAHHA. AJTap aA3Hadae, IITO ¥ LAMEPAIIHI 4ac pacIpariaBaHbl KAHLANITYaAbHBLL
MMAABIXOABI AQ Ha6y,A,OBI)I CiCTaOMBI KAMITAEKTABAHHS A3SP>KaYHBIX APXiBay 9AEKTPOHHBIMI AAKYMEHTAaMi, apraHisaiibli
iX yAiKy, 3aXOyBaHH: i BBIKapBICTaHH. I'9ThIsA apXiyHbIA MPALdChl MAPKyeLLja BBIKOHBALb Y YaTBIPBI 3Tambl. AAs
3aXOYBaHHS IACKTPOHHBIX AAKYMCHTAj IAAHYCLLIA CTBAPIHHE LIHTPAAI3ABAHAIA CXOBILIMA SACKTPOHHBIX
AaKYMCHTay Ha ACHOBE XMapHara capBlcy AAHAK LI9par ObITAHHSY na—paHeHmaMy narpabye BbIpalaHHs. AAHBI 3
ix 3HAXOA3SLLA ¥ I0pBIABIYHAM MAOCKACII, iHIIBIS HOCSIh TIXHAAATIYHBI XapaKTap. TpaAmuLmHan npabaeMait AAsI
apxiBicTay 3’ styastioLiia abMe>xaBaHblsl piHAHCABBLS PICYPCHI, HCAOXOAHBIS AASI PIaAisallbli 3aAyMaHara.

KArouaBsisi cAOBBI: JAEKTPOHHBI AAKYMEHT, KAMIIAEKTaBaHHE, YAIK i BHIKAPBICTAHHE APXiYHBIX AAKYMEHTAY, XMaPHBI
cepBic, apxiBacxoBilIya, 3a0eCIsIY9HHE AOYTaTapMiHOBAl 3aXaBaHACLIi i IOPbIABIYHAN 3HAYHACL

1 Introduction

Digitally born records (hereinafter - electronic records) have been used for a long time in the cur-
rent activities of various organizations. The use of electronic records, electronic records circulation, is
stimulated by the state and the creation of an electronic government has been announced as one of the
state priorities in many countries. In Belarus, for example, all state bodies and state organizations, as well
as business associations, in relation to which the state can determine the decisions they make, were in-
structed to acquire (develope, modernize) the departmental electronic records circulation systems that
should provide the opportunity for interaction with the Interdepartmental Electronic Records Circula-
tion System of Government Bodies (Vxas [Ipesudenma Pecnybauxu Berapyco om 4 anpeas 2013 2. Ne 157
«O enecenun usmenenui u donosnenuti 6 nexomopoie Yxasve Ilpesudenma Pecnybauxu Beaapyce> ). Most
recently, the Government adopted the State Programme ‘Development of the Digital Economy and the
Information Society for the years 2016-2020” ([Zocmarnosaenue Cosema Munucmpos Pecnybauxu
Beaapyce om 23 mapma 2016 2. Ne 235 «O06 ymeepucdenun Locydapcmeennoi npozparmsl pazeumus
yuPposots IKOHOMUKY 1 UHPOPMayuonHo20 0bugecmsa Ha 2016-2020 200b.> ).

Modern information technologies are actively implemented in the state archives, covering an in-
creasing number of areas of their activities. Now active work is being done to create the Open Access
System to the Documents of the National Archival Fond (Cucmema omxpeimozo docmyna x doxymenmam
Hayuonarvnozo apxusrozo gonda Pecnybauxu Berapycs). Within the framework of this project, at the
first stage the State Catalogue of Fonds kept by all state archives was put into the Internet (Pordoses
Kamanoz 20cydapcmeennsix apxueos Pecnybauxu Berapycs), at the second stage archival inventories are
being put into the Internet, and in the final stage digital images (scanned copies) of all documents kept in
the state archives of the country will be introduced in the Internet network (Hocesuy, Cuznesuy, 2015;
Hocesuu, Cuenesus, 2017). The project will allow users to get access to all archival documents via the In-
ternet without leaving the house.

However, for archivists at the present time the greatest interest is not the informatization of archi-
ves in itself (means the digitization of paper documents to ensure their easy and prompt search and use,
including via the Internet% For archivists, it is now much more important to determine the solution of
professional issues of accepting for storage in the archive documents initially created in the form of digital
(electronic) records with no paper equivalents, as well as ensuring their long-term preservation, confir-
mation of long-term validity, authenticity and integrity throughout the storage period. Without solving
these issues, it is impossible to implement electronic records circulation systems including documents of
permanent and long-term storage. These documents create the basis of the National Archival Fond, they
are the main objects of archivist’s professional interest.
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It should be noticed that databases and databanks, other information resources (Internet sites,
etc.) due to the specifics of their creation and existence are not considered in this article.

2 Legislative regulation of creation, use and storage of electronic records in
organizations

The issues of creation, use and operative storage of electronic records are regulated at the legislative
level to a sufficient extent. In Belarus a set of legislative acts regulating the relevant processes has been
developed. The main ones are:

Law of the Republic of Belarus On Electronic Record and Electronic Digital Signature (3axon
Pecnybauxu Berapyce O6 snexmponnom doxymenme u aexmponrosi yugposots nodnucu, 2009)™';

Law of the Republic of Belarus On Archival Work and Records Managment in the Republic of
Belarus (3axon Pecnybauxu beaapyco O6 apxusenom dese u denonpoussodcmse 6 Pecnybauxe Beaapyco,
2011);

Instruction on Records Management in the State Bodies an Other Organizations (Hucmpyxyus
710 0e10npoussodcmsy 6 20cy0apcmeentvix opeanax, unvix opzanusayusx, 2016) (hereinafter the Instruc-
tion on Records Management);

Instruction on the Procedure of Appraisal and Transfer for Permanent Storage of Records in Elec-
tronic Form and Information Resources (Hucmpyxyus o nopsdxe nposedenus sxcnepmusv: yenrocmu u
nepedann Ha noCcMOIHHOE XPAHEHHE DOKYMEHINO8 8 IACKIMPOHHOM 810 1 UHPOPMAYUOHHBIX pecypcos, 2012);

Instruction on the Order of Organization of the Work with Records in electronic Form in Ar-
chives of State Bodies and Other Organizations (Mucmpyxyus o nopsdke opzanusayuu pabomos c
QoKyMEHMAM 8 SNEKINPOHHOM BUE 8 APXUBAX 20CYOAPCTNEECHHBIX 0P2AH08, UHbIX opeanusayut, 2012).

The analysis of the requirements of the above mentioned regulatory legal acts was published earlier
(Rybakou, 2015). However, it is worth noting some changes that have occurred in the last two years in
the sphere of regulating the creation, circulation and storage of electronic records.

Firstly, in December 2015, the Instruction on Records Management was amended. According to
the amendments, any documents allowed to be created in electronic form without paper equivalents,
signed with a handwritten signature, only if the conditions for their storage in the archive of the organi-
zation are corresponding to the requirements defined by normative legal acts in the field of archives and
records management ([locmanosaenue Munucmepemesa ocmuyuu Pecnybauxu Beaapyco om 30 dexabps
2015 2. Ne 225 «O euecenun usmenennii u donoinenuii 8 nocmanosienue Munucmepcmea wcmuyun
Pecnybauxu Beaapyce om 19 susaps 2009 2. Ne 4>, 2015). Without paper analogues, documents of per-
manent storage, which are later must be transferred to the state archive, can also be created.

Legislatively, the possibility of creating electronic records without paper analogues was allowed
earlier?, but in practice this norm was not applied to records of permanent and long-term storage. At the
same time, the Instruction on Records Management still insists that if there are no relevant conditions in
the archive of the organization, the creation of electronic records without signed paper originals is al-
lowed only for those, that have a term of preservation no more than 10 years according to the list of such
documents established in the Instruction (Hucmpyxyus no denonpoussodcmey 6 zocydapcmesennix
opeanax, unvix opeanusayusx, 2016, par. 236). The existence of this restriction is due to the concern of
archivists about the possibility to preserve valuable documents in the long term perspective and to ensure
their legal validity during the storage period.

Secondly, the Instruction on Records Management and the Instruction on the Order of Organiza-
tion of the Work with Records in Electronic Form in Archives of State Bodies and Other Organizations
have been amended. According to the amendments the electronic record must be transferred to the ar-
chive of the organization before the electronic digital signature (hereinafter - EDS) loose its validity

1. A new version of the law is now being prepared.

2. The Law on Electronic Record and Electronic Digital Signature equated an electronic record signed by an electronic digital
signature with a record on a paper medium.
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(Hucmpyxyus no deaonpoussodcmay 6 20cy0apcmeenvix opeanax, unvix opeanusayusx, 2016, par. 205;
ITocmanosnenne Munucmepcmsa ocmuyun Pecnybauxu berapyco om 30 dexabps 2015 2. Ne 226 «O
sHecenum donoanenut u usmenenusl 8 nocmarosaenue Munucmepemea ocmuyun Pecnybauxu beaapyco om
11 mas 2012 2. Ne 120, 2015). These changes are due to the fact, that according to the legislation the EDS
is the only means certifying the authenticity and integrity of the electronic document. So, if while tran-
sfering the electronic record to the archive, it turns out that the EDS is already invalid, there will be a
question about the legal force and legal validity of such a record.

In addition, in 2015 a number of new state standards were adopted in the field of processing with
electronic records:

Electronic records. The order of storage and use of public key certificates and revoke the certificates

as the proof (CTh 2402-2015);

Electronic records. Formats of electronic records for office work and storage of electronic records
on archive (CTh 2403-2015);

Electronic records. Protection, registration, storage and usage of electronic records in the archive

(CTH 2404-2015);

Electronic records. Creating a copy of an electronic record on the paper and procedure for certifi-
cation (CTE 2405-2015);

Electronic records. Policy for long-term preservation of electronic records in archives (C7T5 2406-
2015);

Electronic records. Creating electronic copies of documents on paper and procedure for certifica-
tion (CTE 2407-2015).

It should be noted that these standards do not contain any fundamentally new provisions and
actually duplicate the requirements of the above mentioned legislative acts.

3 Transfer of electronic records to the State Archives, their storage and pres-
ervation

As for the management of electronic records in the current activities of organizations, the main
legal and technical problems are mostly solved. But with regard to the transfer of electronic records for
archiving and ensuring their long-term preservation and long-term legal validity, problems still remain
and only conceptual approaches have been developed.

According to the established requirements, initially the records, including the electronic ones,
must be transferred for storage to the archive of the organization®. At the same time, organizations have
the right to choose independently where to store electronic records: in an already created archive togeth-
er with paper ones or in a specially created for these purposes electronic records archive. Legislation does
not provide, but does not prohibit the use of services of a third-party organization for the storage of elec-
tronic records.

As for the transfer of electronic records for storage to state archives, at present time only two state
archives accept electronic records for permanent storage. The Belarusian State Archive of Film, Photo
and Phono Documents (i.e. audiovisual) preserves documents on its profile on all types of carriers, in-
cluding electronic ones. The Archive of Electronic Documents of the Belarusian Research Center for
Electronic Documentation (BeINICED) untill now takes for storage archival copies of electronic re-
sources and other documents in electronic form that do not have an EDS (databases, Internet sites, etc.).
At the same time, it should be taken into account that according to the Law on Electronic Record and
Electronic Digital Signature only a record signed by an EDS is equated to a records on paper.

At present, the Archive of Electronic Documents of BeINICED is technologically unable to accept
for storage and ensure the long-term preservation and long-term legal validity of electronic records signed
by an EDS. It is assumed that after the modernization of the Archive of Electronic Documents of the

3.Law on Archival Work and Records Managment in the Republic of Belarus requires each organization to create an archive.
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BeINICED, the following system of electronic records transfer to state archives, their storage, preserva-
tion, stock-taking and usage will be built (Hocesuw, 2016).

At the first stage, the means of interaction between state archives and government bodies, other
state organizations, which are obliged to transfer their documents for permanent storage to state archives
(thereinafter fond-builders), will be created. For this purpose, it is planned to create a special Internet
Portal, to which all state archives and fond-builders will be connected.

At the second stage, the fond-builder through the Portal will interact with the state archive in the
implementation of such business processes as:

setting up a fond-builder into the list of organizations obliged to transfer their records for perma-
nent storage to state archive;

stock-taking the records of permanent storage kept by the fond-builder before transferring them to
state archive;

monitoring the availability of inventories for records of permanent storage, which must be trans-
ferred to state archive;

monitoring the transfer of electronic records for storage, etc.

The fond-builder will enter the necessary information on-line or send it in the form of an informa-
tion package, then the Portal will provide these data to the state archive, which will import these data into
its automated information system. The fond-builder will coordinate with the state archive the delivery
inventory of documents to be transferred to the state storage (including both paper and electronic ones),
then approve it and send the copy of the inventory to the state archive signed by the EDS.

At the third stage, the fond-builder will forward the information package describing all the elec-
tronic documents included in the delivery inventory with hash values, identifiers of the public key certif-
icates of the EDS and the metadata necessary for stock-taking and subsequent storage of documents. For
this purpose, it is planned to create a centralized repository of electronic documents. At this stage elec-
tronic records and electronic records files will be assigned archival names, and also the correspondence of
these names to the archived ciphers (i.c. signatures) used in the archives will be established. The informa-
tion package submitted by the fond-builder will be automatically imported into the centralized storage
search system with the mandatory fixation of hash values and the impossibility of their subsequent mod-
ification.

At the fourth stage, the documents themselves will be uploaded with automatic verification of hash
values and verification of the EDS. If the verification is successful, the documents arrive in the centralized
repository. An information package with metadata of accepted electronic records will be sent to the state
archive, then be imported into the automated information system of the archive and then integrated
with data on paper records accepted by state archive and included in the same inventory. The fond-build-
er will receive a receipt or an act as a confirmation of the documents transfer. A receipt or an act will be
signed in a remote with the EDS of the state archive.

The creation of a centralized electronic documents storage is supposed to be based on the cloud
service. The system should provide on-line verification of hash values recorded at the time of the docu-
ments transfer, as well as the ability to convert data into new formats with obligatory recording the pro-
cedure and maintaining the original version.

The conceptual basis for the implementation of the project as a whole will be the International
Standard ISO 14721:2012 “Space data and information transfer systems - Open archival informarion
system (OAIS) - Reference model”.

4 Problems

1. The main difhiculty is that the archives of state bodies and organizations are not yet equipped in
the majority with technical and software tools that allow to check the authenticity of electronic records
at the time of transfer, to ensure their proper storage and transfer for permanent storage to state archives.
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The state archives, which should accept electronic records for permanent storage, also do not have such
means.

The State Programme “Development of the Digital Economy and the Information Society for the
years 2016-2020” (Ilocmanosaenne Cosema Munucmpos Pecnybauxu Berapyco om 23 mapma 2016 2. No
235 «O6ymseprcdennn I ocydapcmsennoti npozpammo. passumus yudposo IKOHOMUKY h UHPOPMAYUOHH020
obuecmea na 2016-2020 20061, 2016) includes two tasks that will partially solve this problem: “Creat-
ing a trusted electronic repository for state bodies” and “Modernizing the information system for receiv-
ing electronic records of the National Archival Fond of the Republic of Belarus from state authorities
and other organizations for permanent state storage, creatingand commissioning a centralized repository
to ensure their preservation and use”. However, it is not yet known whether these events will be financed.

2. According to the law in force an EDS is the only legal means to confirm the authenticity and
integrity of the electronic record (3axon Pecnybauxu Beaapyco O6 snexmporrom doxymenme u 31exmpornosi
yugposoi nodnucy, 2009). However, the validity period of an EDS is limited to a period of 1 to 5 years.
This makes the archivists to think over how to confirm the integrity and authenticity (legal validity) of
records in a longer term, including records of permanent storage.

The proposed model for transferring to the archive and storing electronic records assumes the use
of a hash function for this purpose, which allows to calculate and fix the checksum (hash value). In sub-
sequent storage, checking the hash value allows to determine whether intentional or accidental changes
have been made to the record.

This technology has been used for a rather long time by the Archive of Electronic Documents of
the BeINICED, but only with respect to large documents, mainly large information resources (databases,
data banks, etc.). With regard to the verification of the authenticity and integrity of individual, single
records (both on-line and archival storage), the use of this technology by legislation is not provided. To
implement this idea, it is necessary to make appropriate changes to the Law on Electronic Record and
Electronic Digital Signature.

3. Parallel solution also requires the issue of granting archivists the authority to monitor the integ-
rity and authenticity of electronic records using a hash value, as well as the riight to certify copies of elec-
tronic records issued to organizations and individuals both electronically and on paper.

According to the current legislation, a copy of an electronic record is a form of its external pres-
entation on paper, certified by a notary or an authorized body that has a special permit (license) (3axon
Pecnyﬁfmicu benrapyco 06 2NEKIMPOHHOM aOK}/Mﬁﬂ’ﬂf U 2NEKMPOHHOLL YUPPOBOLL nodnucu, 2009, art. 1, 20;
Iocmanosaenne Cosema Munucmpos Pecnybsuxu berapyco om 20 urwa220102. N2 1086 « 06 ymsepucoenun
Ionowenus o nopsdxe yoocmosepenus Ppopmol 8reusHez0 nPedcmasACHus IAEKMPORH020 00KYMEHMA Ha
Oymancrom nocumenes, 2010, par. 3). Archives are not among such bodies. In this regard, if the archive is
required to submit a legally significant copy of the record on paper medium, it will have to contact the
notary or an authorized body that has the appropriate license. If the archive is required to present a legal-
ly significant electronic record on an electronic medium, the issue of giving it legal significance is even
more difficult to solve: the original EDS will be already invalid by that time, and the use of the EDS of the
archive to certify such a record by law is not allowed. In fact, according to the current rules it occurs al-
most impossible to certify such an electronic record or its paper copy and to give it legal value.

The solution to this problem is also in the legislative sphere. The possible solution is in providing
the archive with the right to certify copies of electronic records issued by it both on paper and electronic

media. The corresponding right should be given to both state archives and archives of organizations.

4. Tt is necessary to develop regulatory requirements that clearly define the conditions for storing
and preserving electronic records in the archives of organizations. Instruction on Records Management
allows creating and storing documents in electronic form without originals on paper medium only if the
conditions for storing and preserving electronic records created in the archive of the organization corre-
sponds to the requirements established by regulatory legal acts (Hucmpyxyns no deronpoussodcmsy 6
20[)/3apcmeeﬂﬂbzx opeanax, unvlx opeanusauyusx, 201 6, par. 23 6) But at present there are no such require-
ments in regulatory legal acts.

5. The creation of a centralized repository of electronic documents based on cloud services puts
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archivists before the need to solve problems related to the organization of secure storage of documents,
their protection from external threats. The problems of storing and preserving documents in the cloud,
migrating them to other formats are well known (Kormendy, 2015).

It should be noted that the System of Acquisition of Electronic Documents to State Archives,
which is currently being developed, involves the possibility of search documents stored in a centralized
repository by using the means of the Open Access System to the Documents of the National Archival
Fond. This greatly increases the risk of information loss. In this regard, the system have to provide the
possibility to create a backup copy of all stored information in case of failure or complete destruction of
the cloud service (Hocesuw, 2016). The solution of this task is costly from a financial point of view. In
addition, archivists will have to decide whether the backup copy will be stored on fault-tolerant remov-
able media or in a physically separate Data Center.

5 Conclusion

Last years in connection with the active implementation of an electronic record and electronic re-
cords circulation systems in the activities of various government bodies and other organizations, issues
related to the organization of acquisition of electronic records by archives, ensuring their long-term pre-
servation, integrity and long term legal validity became very actual. Without solving these issues, it is
impossible to ensure a full transition to electronic records circulation, since documents of permanent and
long-term storage are outside the scope of its application, but exactly these documents are the main object
of archivists’ interest.

In order to solve these tasks, measures are being taken to improve legislation in the sphere of the
creation, circulation and storage of electronic records. Conceptual approaches to the organization of the
system for the acquisition of electronic records by state archives, organization of their stock-taking, sto-
rage and use have been developed. These archival processes are supposed to be performed in four stages.
For the storage of electronic records it is planned to create a centralized repository of electronic docu-
ments based on the cloud service.

Despite significant progress, a number of issues still need to be solved. Some of them are in the legal
plane and require improvement of the legislative framework. These are the issues of legislatively fixing the
possibility of using a hash value to confirm the integrity and authenticity of an electronic record in the
archive after the expiration of the EDS, authorizing archivists to certify official copies of electronic re-
cords created on paper and electronic media, etc. Other issues are of a technological nature. These are the
issues of ensuring the security of electronic documents in the conditions of using cloud technologies, the
need to create a%ackup copy of all stored information in case of failure or complete destruction of the
cloud service, etc. As usual, the implementation of the plan requires significant financial investments.
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SUMMARY

The active implementation of an electronic record in the activities of government bodies and other organizations,
poses an ever greater challenge to archivists regarding the organization of acquisition of electronic records by archi-
ves, ensuring their long-term preservation, integrity and long term legal validity for subsequent use. In order to
solve these tasks, measures are being taken to improve legislation in the sphere of the creation, circulation and
storage of electronic records. Conceptual approaches to the organization ofP the system for the acquisition of elec-
tronic records by state archives, organization of their stock-taking, storage and use have been developed. These ar-
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chival processes are supposed to be performed in four stages. For the storage of electronic records it is planned to
create a centralized repository of electronic documents based on the cloud service. Nevertheless, a number of issues
still need to be solved. Some of them are in the legal plane. These are the issues of legislatively fixing the possibility
of using a hash value to confirm the integrity and authenticity of an electronic record in the archive after the expi-
ration of the EDS, authorizing archivists to certify official copies of electronic records created on paper and elec-
tronic media, etc. Other issues are of a technological nature. These are the issues of ensuring the security of elec-
tronic documents in the conditions of using cloud technologies, the need to create a backup copy of all stored
information in case of failure or complete destruction of the cloud service, etc. The traditional problem for archi-
vists is the limited financial resources necessary to implement the plan.
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