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Abstract
Purpose: As blockchain is presented as a potential tool for archiving purposes, the aim of 
the research was to investigate blockchain technology as a possible solution for archiving of 
clinical trial records, considering that many clinical researchers and sponsors have problems 
with documentation.
Method/approach: The approach taken in this research builds on the literature review and 
the content analysis method for the selected literature focusing on blockchain technology for 
archiving in clinical trials. 
Results: Clinical trial documentation must remain complete, legible, authentic, and availa-
ble for review during the required archiving period. The properties of blockchain represent a 
possible solution in all phases of a clinical trial, from their inception to trial completion and in 
the archival period. Current trends indicate the use of blockchain throughout the entire period 
of clinical research, including data archival and storage.
Conclusion/findings: Currently, the best solution for archiving clinical trial e-records would 
be that only hashes of clinical trial e-records are stored on the blockchain to confirm the au-
thenticity and immutability of the original e-records. Further research should be conducted to 
ensure long-term accessibility of blockchain and compliance with GDPR, EMA and other regu-
latory agencies. Appropriate measures related to the challenges and limitations of blockchain 
should be addressed. 
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1 INTRODUCTION 
Clinical trials are part of the process of bringing a new medicinal product to the market 
(Akhondzadeh, 2016). Archiving of the created documentation is an important part of 
the clinical trial process, being also a legal and regulatory requirement which must be 
executed with the same attention to detail as any other part of the clinical trial. It can 
also be a very expensive and labour-intensive activity (Dinnett et al., 2011). 
The purpose of the research was to investigate blockchain technology as a possible 
solution for archiving of the records generated in clinical trials, considering that many 
clinical researchers and sponsors of clinical trials have problems with documentation, 
including data storage and document management systems (Rogers et al., 2020), which 
is also evident from the most common inspection and audit findings during inspections 
of good clinical practice (Annual Report, 2022). 
As blockchain is presented as a potential tool for archiving purposes, which is not only 
secure, but also meets archival standards of authenticity, reliability, and trustworthi-
ness (Woodall and Ringel, 2020), the aim of the research was to investigate blockchain 
for applications in clinical trials, advantages of blockchain solutions, possible challeng-
es, and use cases of blockchain in clinical trials.  

2 LITERATURE OR THEORETICAL BACKGROUND OVERVIEW

2.1 CLINICAL TRIALS 
Clinical trials are clinical studies on humans that determine or verify clinical, pharmaco-
logical or other pharmacodynamic effects, determine possible side effects and study the 
absorption, distribution, metabolism and excretion of the medicinal product under trial 
(Regulation, 2014). A clinical trial is a process that consists of several steps i.e., protocol 
design, recruitment, follow-up, data collection, analysis, final results and archiving, as 
the final stage of the clinical trial. Archiving is the secure storage of essential documents 
in clinical research (Dinnett et al., 2011). The Trial Master File (TMF) is the repository of 
all essential documents related to the management and conduct of clinical trials, from 
their inception to the end of the archival period. The legislation does not differentiate 
between paper and electronic TMF (eTMF) (Guideline, 2018).

2.2 BLOCKCHAIN
Blockchain consists of decentralized ledgers located on a system of peer-to-peer (P2P) 
computers where all changes must be approved by various authorized nodes. It is called 
a distributed ledger system because every participant in the network has a copy of all 
transactions (Pence, 2021). The implementation of blockchain technology provides 
many advantages (see Figure 1) such as auditability, decentralization, anonymity, and 
transparency (Omar et al., 2021).
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Figure 1: Blockchain Technology Features (Omar et al., 2021)

Researchers have proposed a way to modify the operation of Bitcoin, especially its 
mining function, to achieve distributed storage of archival data (Miller et al., 2014). By 
checking or hash validation, the authenticity of e-records can be confirmed as well as 
whether any changes or corrections have been made (Bhatia et al., 2020). Various pilot 
projects are introducing blockchain technology into the processes of ensuring reliable 
long-term e-storage. To protect the integrity of e-records in the e-health project, the 
government of Estonia has introduced a mirror blockchain system for e-record storage 
which uses the Guardtime system. The pilot Swedish land registration system uses a 
blockchain system for e-recordkeeping, where e-records are no longer just mirrored on-
chain but are actively created on-chain in the form of smart contracts (Lemieux, 2017). 
Many current and proposed applications of blockchain technology are also tied to solv-
ing e-record-keeping challenges in property rights transfers (Lemieux, 2016). ARCHAN-
GEL proposes using distributed ledger technology to cryptographically guarantee the 
provenance, immutability and so the integrity of archived documents (Collomosse et 
al., 2018). Mediterranean Hospital in Cyprus has adopted the E-HCert application, that 
provides an archival solution based on the VeChain Thor blockchain for laboratory test 
results and vaccination certificates (E-HCert, 2020).

3 RESEARCH DESIGN
The approach taken in this research builds on the available literature focusing on block-
chain technology as a possible solution for archiving in clinical trials.
We conducted a literature review from April to May 2023, using selected combinations 
of keywords and reviewing the summaries of the relevant literature. To explore the 
topic under investigation we additionally used the content analysis method for the se-
lected literature.
The paper addresses the following research questions:
• RQ1: What are the requirements for archiving of clinical trial records?
• RQ2: What are the applications of blockchain technology in clinical trials?
• RQ3: Which blockchain types can be used in clinical trials? 
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• RQ4: What are the challenges for the usage of blockchain technology in clinical trials?
• RQ5: Which are the use cases of blockchain in clinical trials?

4 RESULTS

4.1 ARCHIVING REQUEREMENTS FOR CLINICAL TRIALS
TMF should be immediately available and directly accessible to auditors and inspectors, 
which can review and verify that the sponsor and investigators/institutions have con-
ducted the trial in accordance with applicable regulatory requirements and principles 
and Good Clinical Practice standards. With the new regulation, applicable from 31 Jan-
uary 2022, the archiving times for the TMF have been extended to at least 25 years after 
the end of the clinical trial or for the trial documentation relating to the full traceability 
of the ATIMP (Advanced Therapy Investigational Medicinal Product) to 30 years after the 
expiry date of the product or longer if required by the clinical trial authorisation (Regu-
lation, 2014).
Sponsors of clinical trials should take appropriate actions to ensure that the TMF remains 
available for inspection for the required archiving time. The media used to archive TMF 
shall be such that the content remains complete, legible and maintains authenticity 
throughout the archiving period. Any alteration to the content of the TMF should be 
traceable (Regulation, 2014; Guideline, 2018). The bit level integrity of the archived 
data should be verified periodically using checksums. The guidance of the use of such 
checksums is provided in ISO 16363 (Stiles et.al., 2014). 

4.2 APPLICATIONS OF BLOCKCHAIN   IN CLINICAL TRIALS
There are several applications of blockchain technology in clinical trials. The use of 
blockchain can reduce the time of the enrolment of the patient for a clinical trial (Zhuang 
et al., 2019), improve the traceability of the consents from the patients (Benchoufi et al., 
2018) and transparency (Nugent et al., 2016), maintain the confidentiality of the pa-
tient’s data (Manish et al., 2021), ensure persistent monitoring and data integrity (Omar 
et al., 2021). The integration of blockchain technology could also be used for big data 
analytics (Zheng et al., 2017) and clinical data management from initiation to the sub-
mission and archiving of the study (Gazali et al., 2017).

4.3 BLOCKCHAIN TYPES FOR CLINICAL TRIALS
Blockchain technologies can be mainly divided into three types: Public blockchain, Pri-
vate blockchain and Consortium blockchains (Iuon-Chang & Tzu-Chun, 2017).
Public blockchains are of permissionless type e.g., Bitcoin, Ethereum and Litecoin (Baal-
amurugan et al., 2022). Security and transparency are the key advantage of this type of 
blockchain. Some of the limitations of public blockchains are extremely slow transac-
tion processing time, scalability, and energy consumption (Omar et al., 2021). Private 
blockchains are permissioned blockchains (Baalamurugan et al., 2022). Data privacy 
and security compliance can easily be achieved, because clinal trial data is stored on 
authorized nodes (Kosba et al., 2016) and it is possible to use computationally inexpen-
sive protocols to verify transactions (Omar et al., 2021). Platforms that use the private 
blockchain concept include Hyperledger, Hashgraph, and Corda (Baalamurugan et al., 
2022). The consortium is known as a hybrid or semi-private blockchain and has almost 
the same advantages as private blockchains. However, they operate within different 
groups rather than a single entity. One of the key problems with the consortium block-
chain is that its centralized structure makes it vulnerable to malicious players (Omar et 
al., 2021). 
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4.4 CHALENGES FOR THE USAGE OF BLOCKCHAIN TECHNOLOGY IN CLINICAL TRIALS
Due to the limitation of the block size and required duration to create a new block 
(Zheng et al., 2018) scalability is a challenge, especially in clinical trials, as they involve 
a large number of participants and will make a large number of transactions per sec-
ond (Manish et al., 2021). There is no guarantee of transactional anonymity of block-
chain-based networks because each public key’s balances and transactions are avail-
able to all network users (Watanabe, 2016). Privacy leakage is critical in the medical 
industry because protecting sensitive patient data is crucial (Omar et al., 2021). While 
blockchain frameworks increase the storage capacity, they also present many challeng-
es in terms of large volumes, variety, and speed of e-records, also recognized as big data 
(Omar et al., 2021). Not only is this data expensive to store, but data access operations 
can also fail if/when the cost exceeds the data size limit set by the Blockchain network 
(Soltanisehat et al., 2023). Many clinical trial companies still rely on paperwork for some 
procedures. Immediate adoption of blockchain-based clinical trials would not be easy, 
since changing the behaviour and habit roles of individuals is extremely difficult for any 
industry (Omar et al., 2021). The immutable nature of blockchain technology is a dou-
ble-edged sword. The data attached to the chain cannot be changed, even if there is a 
valid reason. In complex data systems, updates and data changes are inevitable and no 
one can be sure that the original data is uploaded to the blockchain correctly (Hang et 
al., 2022). Selfish mining poses a major security risk for clinical trial applications (Manish 
et al., 2021), since the blockchain is susceptible to attacks by colluding selfish miners. 
Nodes with more than 51% computing power could reverse the blockchain and the per-
formed transaction. Based on selfish mining, many other attacks have been proposed to 
show that blockchain is not so secure (Zheng et al., 2018).

4.5 USE CASES OF BLOCKCHAIN IN CLINICAL TRIALS 
This section outlines the recent trends of blockchain applications in clinical trials. 
Clinical Trials Intelligence is a distributed technology platform, targeted to address the 
critical pain points of clinical trials, e.g., data analytics, patient recruitment, vendor 
management, risk monitoring and clinical data visualization. Clinical Trials Intelligence 
uses Ethereum-based smart contracts to facilitate access control, reimbursement pay-
ments and clinical data hash storage (Clintex Whitepaper, 2020.)
TriNetX is a global health research network that connects the world of medicinal product 
discovery and development from pharmaceutical companies to the study site and inves-
tigator to patient. TriNetX optimizes protocol design and feasibility, site selection, patient 
recruitment, and enables discovery by generating real-world evidence (TriNetX, 2023).
Innoplexus provides advanced artificial intelligence (AI) and blockchain solutions that 
support all stages of medicinal product development from pipeline to market. This con-
stantly updated data repository is serving pharmaceutical companies, the biotech in-
dustry, and contract research organizations (Innoplexus, n.d.).
Data collection and study management platform Triall’s eClinical solutions are designed 
to support any therapeutic area, study design and study phase, from study initiation to 
completion and beyond. Triall’s product Triall eTMF provides a single, secure environ-
ment for managing trial-related documents and ensuring inspection readiness through-
out the clinical trial lifecycle (Triall, 2023).
Embleema helps healthcare professionals construct clinical trials, including patient re-
cruiting and study design, and also supports long-term storage of scientific data, data 
analytics, and methods to interpret it (Embleema, 2022).
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Biopharma Ledger is a Blockchain platform that provides data management and clinical 
solutions throughout the entire period of clinical research, including data archival and 
storage, to improve biopharma processes and data management (ACL Digital, 2023).
TCS ADD™ enables digital ecosystems, simplifies data complexity, and drives innova-
tion in clinical trials to bring medicines to market faster and it also offers a metadata re-
pository that automates study construction, enables robust governance, and is quickly 
transformed and generated for submission datasets (TATA, 2023).

5 DISCUSSION
Documentation generated in a clinical trial must remain complete, legible, authentic, 
and available for review during the required archiving period. Any changes to the content 
must be traceable. The properties of blockchain represent a possible solution in all phases 
of a clinical trial, from their inception to trial completion and in the archival period. The 
use of blockchain can reduce the time for patient recruitment, improve the traceability of 
the consents from the patients, maintain the confidentiality of the patient’s data, ensure 
data integrity, and can also be used for big data analytics and clinical data management 
from initiation to archiving. A private blockchain is more appropriate for clinical trials as 
data privacy and security compliance can easily be achieved, because clinal trial data is 
stored on authorized nodes and it’s also less vulnerable to malicious players.
Besides to the archiving of clinical trial-phase-compilable metadata on the Blockchain, 
different clinical trial steps can also be chained together so that each step depends on its 
predecessor, using smart contracts, that can enforce the level of transparency, traceabili-
ty, and control over clinical trial sequences (Benchoufi & Ravaud, 2017). Regulations and 
application submission requirements can be seen as a set of business rules that can be 
managed on a blockchain. The regulatory audits and validation of the recorded trial data 
are slow, expensive, and labour-intensive. Introduction of the blockchain can reduce this 
burden, as organizations can quickly prove the validity of data due to the immutability of 
collected e-records and the fact that the authorities’ specifications have been incorporat-
ed and executed by the implemented smart contracts (Glover & Hermans, 2017).
The use of blockchain also brings some challenges such as scalability, privacy leakage, 
storage of big data and high costs, the immutability of the data, problems with the tran-
sition to blockchain technology, and selfish mining. Zheng et al. (2018) proposed some 
solutions for the scalability problem, privacy leakage and the selfish mining problem. De-
centralized storage mechanisms are potential solutions to be explored and implemented 
by blockchain-based companies, since currently storing data on a blockchain is expensive 
and limited (Omar et al., 2021). The InterPlanetary File System (IPFS) is an example of this 
decentralized storage technology (Benet, 2014). Each file stored on the IPFS network is as-
signed a unique cryptographic hash, making each file’s history immutable and traceable. 
In this system, the downloading speed is higher since the files are distributed over the net-
work. As a result, IPFS links stored on the blockchain directly refer to information stored 
on the IPFS network without storing the actual data on the blockchain (Benet, 2014). An-
other example of this decentralized storage technology is FileCoin (FileCoin, n. d.).
Current trends indicate the use of blockchain throughout the entire period of clinical re-
search, including data archive and storage (e.g., BioPharma Ledger and Triall) or address 
the critical points of clinical trials and clinical data hash storage (e.g., Clinical trials intel-
ligence and Embleema). But if only hashes of the e-records are stored on the blockchain, 
the requirements for preserving the originals (or digitized copies) do not change signifi-
cantly (Lemieux, 2017) and the e-records still have to be archived in an appropriate sys-
tem for long-term e-storage. It is also not certain that in the future blockchain technology 
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e-records will be accessible or usable outside of their original system or platform (Bhatia 
et al., 2020) for example in 25 or 30 years, as required for the eTMF in clinical trials. 

6 CONCLUSIONS
The best solution for archiving clinical trial e-records would be, that the original e-records 
are archived outside of the blockchain (e.g., in a trusted e-repository) and only hashes of 
these e-records are stored on the blockchain to confirm the authenticity and immutabili-
ty of the original. Decentralized storage technology such as IPFS and FileCoin can also be 
explored. Further research should be conducted to ensure the long-term accessibility of 
blockchain and the compliance with GDPR, EMA and other regulatory agencies. Appropri-
ate measures related to the challenges and limitations of blockchain should be addressed.
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