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ABSTRACT

The article is devoted to the problem of interaction between archivists and IT-specialists in
solving issues of creating electronic documents, managing them throughout their life cycle,
as well as transferring them to the archive. Should archivists adapt to the automated in-
formation systems developed by IT-professionals, which often offer methods of document
processing that are contrary to traditional archival practices, or should they insist on devel-
oping such systems that are consistent with these practices? The answer is largely depends
on the authority in the field of records and archives management, which the legislation
gives to archivists. The presence of appropriate authority allows archivists to establish the
functional requirements for automated information systems; the task of IT-professionals in
these conditions becomes technical implementation of the established requirements.
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GESTIONE DI DOCUMENTI E GESTIONE DEGLI ARCHIVI
NELLE CONDIZIONI DI SVILUPPO E IMPLEMENTAZIONE DI
SISTEMI INFORMATIVI AUTOMATIZZATI: DELIMITAZIONE DI
COMPETENZE TRA ARCHIVISTI E SPECIALISTI INFORMATICI

SINTESI

L'articolo é dedicato al problema dell’interazione tra archivisti e specialisti informatici
nellarisoluzione dei problemi relativi alla creazione di documenti elettronici, alla loro
gestione durante tuttoil loro ciclo divita ed al loro trasferimento nell’archivio. Gli archi-
visti dovrebbero adattarsi ai sistemi informativi automatizzati sviluppati dai professio-
nisti informatici, che spesso offrono metodi di elaborazione dei documenti contrari alle
tradizionali pratiche di archiviazione, oppure dovrebbero insistere nello sviluppo di tali
sistemi coerenti con queste pratiche? La risposta dipende in gran parte dall’autorita nel
campo della gestione dei registri e degli archivi, che la legislazione da agli archivisti. La
presenzadiun’autorita competente consente agliarchivistidistabilire i requisiti funzio-
nali per i sistemi informativi automatizzati; il compito dei professionisti informatici in
queste condizioni diventa l'attuazione tecnica dei requisiti stabiliti.

Parole chiave: documento elettronico, archivista, specialista informatico, competenza,
moderne tecnologie dell’'informazione, sistemi informativi automatizzati
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UPRAVLIANJE DOKUMENTARNEGA IN ARHIVSKEGA
GRADIVA IN ARHIVOV V POGOJIH (PRIMERU) RAZVOJA
IN IZVAJANJA AVTOMATIZIRANIH INFORMACISKIH
SISTEMOV: RAZMEJITEV PRISTOJNOSTI MED ARHIVARII
IN IT-STROKOVNIJAKI

1ZVLECEK

Clanek je posvecen problemu interakcije med arhivisti in IT-strokovnjaki pri reSevanju
vprasanj ustvarjanja elektronskega gradiva, njihovega upravljanja v celotnem Zivljen;j-
skem ciklu in njihovega prenosa v arhiv. Bi se morali arhivisti prilagoditi avtomatizira-
nim informacijskim sistemom, ki so jih razvili IT-strokovnjaki, ki pogosto ponujajo me-
tode obdelave dokumentov, ki so v nasprotju s tradicionalnimi arhivskimi praksami, ali
najvztrajajo prirazvoju taksnih sistemov, ki so skladni s temi praksami? Odgovor je v ve-
liki meri odvisen od pristojnosti na podrocju upravljanja dokumentarnegain arhivskega
gradiva, ki jih zakonodaja daje arhivistom. Prisotnost ustreznih pooblastil arhivistom
omogoca, da dolocijo funkcionalne zahteve za avtomatizirane informacijske sisteme;
naloga IT-strokovnjakov v teh razmerah postane tehnicna izvedba uveljavljenih zahtev.

Kljucne besede: elektronski dokument, arhivist, IT-strokovnjak, kompetenca, sodobne
informacijske tehnologije, avtomatizirani informacijski sistemi

KIPABAHHE JAKYMEHTAMI | APXIBAMI BA YMOBAX
PACINPALIOYKI I YKAPAHEHHA AYTAMATbI3ABAHDbIX
IHOAPMALDbIVHDbIX CICTOM;: PASMEXABAHHE
KAMMET3HLUbIW APXIBICTAY | IT-CNELbIAJIICTAY

P33IOM>3

ApTbIKyn npbicBeYaHbl npabneme y3aemag3lesHHA apxigictay i IT-cneupisnictay npbl Bbi-
PAaLU3HHI NbITAaHHAY CTBaPIHHA 3N1EKTPOHHbBIX AaKyMEHTaY, KipaBaHHA iMi Ha npauAry ix »bi-
uéBara LblKIy, a TaKcama repagaybl Ha 3axoyBaHHe Y apxiy. Lli naBiHHbI apXiBiCTbl MpbICTacoy-
Baljlja Aa pacnpayaBaHbix IT-cneubianictami ayTamaTbi3aBaHbIX iHpapMaLbIiHbIX CICTIM, AKisA
yacTa npanaHyroLb MeToAbIKi paboTbl 3 JaKyMeHTami, AKiA igyub Hacynepak TpagbluybliHam
apxiyHaw npakxTbiLbl, anbbo AHbI NaBiHHbI HACTOVBaLb Ha pacrnpaLoyLbl Takix CicTaM, AKia 6
raTbIM NpaKTbikam agnasagani? AgKkas Ha ratae nbiTaHHe LWMaT y YbIM 3a51eXbllb af nayHamo-
uTBay y cepbl KipaBaHHA flaKkyMeHTaMi i apxiBami, AKiMi 3akaHagaycTBa HaA3AansAe apxiBicTay.
HasayHacub afnaBefHbIx nayHamoLTBay fia3Bassae apxisicTam ycTanéyBaLb QyHKLbIHaNbHbIA
natpabaBaHHi Ja ayTamaTbi3aBaHbIX iHpapMaLbIiHbIX CICTaM; a 3agavali IT-cneubisnictay y ra-
TbIX YMOBax CTaHOBIlLa iX TOXHIYHaA p3asizalbis.

KniouaBbis cnoBbl: 51eKTPOHHbI aKyMeHT, apXiBicT, IT-cneyblanicT, KaMneTsHLbIA, CyYacHbIA
iHpapmaLbIViHbIA TIXHaNOTii, ayTamaTbi3aBaHblA iHpapMaLbIfHbIA CICTIMbI
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1 INTRODUCTION

Inthe lastdecade, moderninformation technology (hereinafter-1T) has rapidly entered
the field of records and archive management. In previous years automation process-
es were mainly subject to the creation, accounting and search of records on traditional
media, but now modern information systems allow creating electronicrecords without
paper analogues and radically change the technologies of their processing and storage.

Nowadays, the archivist can no longerignore the invasion of IT in the sphere of his pro-
fessional activity. Information systems are becoming increasingly importantin the pro-
fessional activities of records managers and archivists, who have to organize their activ-
ities within the framework defined by these systems. The archivist is forced to pay more
and more attention to the technical aspects of creating electronic documents, their se-
lection for transfer to storage in the archive, their preservation and use in the archive.
Itisno accidentthatthe topics related to the use of ITin the archival sphere dominatein
the subjects of the 19th Congress of the International Council of Archives, that initially
was planned to be held in Abu Dhabi, United Arab Emirates in November, 2020 (“arti-
ficial intelligence”, “big data"”, “automated appraisal”, “managing metadata”, “digital
preservation”, etc.) (Congress 2020: Abu Dhabi, United Arab Emirates, 16 - 20 November
2020. Call for Proposals and Papers).

In these conditions, a number of difficult, but very important questions arise before
archivists.

Should archivists adhere to traditional practices when they acquire electronic documents
to archive, elaborate finding aids, organize their use in archive, just adapting modern IT to
solve these tasks? Orshould they fully rely on IT specialists, trustin the computer programs
and artificial intelligence developed by them? In other words, should archivists hand over
electronic documents to IT-professionals, leaving in their own competence only docu-
ments on paper and other traditional media? Or will the solution of professional archival
problems in processing electronic documents stay in the hands of archivists, and IT-spe-
cialists only technically ensure the implementation of their decisions?

The answerstothese questions largelydepend onthe authority of archiviststo establish
requirements for the content and functionality of the information systems developed
by the IT-specialists. In this regard, the key issue is the distribution of competencies be-
tween archivists and IT-professionals in the development of records management in-
formation systems and information systems for archival storage.

2 ARCHIVISTS AND INFORMATION SYSTEMS IN THE FIELD OF RECORDS AND
ARCHIVES MANAGEMENT: PROFESSIONAL ISSUIES

The problems of implementing records management information systems in the activ-
ities of government bodies and other organizations have been in the focus of attention
ofrecords managers and archivists for many years. This attention is justified, since docu-
ments accepted forstorageinarchives are created inthe operative (current) activities of
organizations. The quality of documents created and stored in organizations, regardless
of the type of medium, first of all their ability to serve as confirmation and evidence
throughout the entire period of existence (Rybakou, 2019), is of paramountimportance
when deciding on the selection of documents for storage in the archive. The transition
from a traditional paper document to electronic (digital) one, created and stored in the
information system, actualizes the problem of ensuring its long-term preservation. In
these conditions, the task of ensuring the authenticity and integrity of electronic docu-
ments comes first.
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However, ensuringtheauthenticityandintegrity ofelectronicdocumentsininformation
systems at the stage of their operative storage is only part of the problem, the solution
of which worries archivists. With the ever-wider implementation of records manage-
ment systems in the activities of organizations and the accumulation of large amounts
of documented information in them, archivists came close to the need to resolve issues
related to the acquisition of valuable electronic documents created in various records
managementsystemsinarchives, including for permanentstorage instate archives. Itis
notonly the problems of ensuring the long-term preservation of electronic documents.
Archivists need also to solve legal, organizational and technical issues of their acquisi-
tion, description, construction of finding aids, organization of use in the archive.

As to traditional paper documents, archivists over the centuries have developed their
professional approaches to solving the indicated problems. But the fundamentally dif-
ferent physical nature of the electronic document, its special structure, the presence of
metadata compel archivists not only to review some traditional theoretical principles of
documentation and archival science (the concepts of "document”, "archival document”,
"originality and copy of a document”, etc.), but also revise traditional methods and prac-

tices of processing the documents (MexdyHapooHsiti apxusHsili popym e CroseHuu, 2019).

Features of the physical state of an electronic document and its perception by a person
can be figuratively described by the words of the outstanding German philosopher Im-
manuelKant, who claimed thatany object ofthe realworld is a “thing-in-itself”, and our
perception of itis a "thing-for-us" (Kahm, 1907; Kaum, 1965).

The specificity of the physical nature of electronic documents shows itself at different stag-
es of processing them, for example, when establishing logical connections (links) between
documents and assignation them to primary complexes (both in records keeping when or-
ganizing operative storage and in the archive when organizing their permanent archival
storage). Paper documents, which are separate physical objects, can be easily formed into
one paper file, which is also a separate physical object that can be subjected to archival
description as an independent unit of storage. The information of an electronic document
physically does not constitute asingle, integral object and looks like it only when the exter-
nal presentation of an electronic document is in a form accessible and understandable for
human perception. How in this case to form electronicdocuments into primary logical com-
plexes (“electronic files"), which for the same reason can also exist only as a “thing for us”,
thatis, virtually? Should this be done in principle or should this traditional practice be aban-
doned? If this practice should be abandoned, then how to describe electronic documents at
a level higher than a level of a single document? Will artificial intelligence be able to solve
qualitatively the problems of searching for archival documents and information in case of
abandonment of traditional archival directories (inventories, registries, etc.)?

The solution of these problems is complicated by the fact that electronic documents are
created in information systems developed by IT-specialists who are not familiar with
either the theory or the practice of records and archives management. When develop-
ing information systems, they are driven particularly by commercial interests. Records
managers and archivists are not always involved in the development of these systems.
Developers do not always consider it necessary to consult with them, to take into ac-
count their opinions and wishes. In many cases, IT-specialists putin their developments
subjective, sometimes everyday ideas about records keeping and archive business pro-
cesses, use unprofessional terminology. As a result, when solving professional prob-
lems, archivists are tightly limited by the framework into which the developers of the
corresponding information systems put them, which forces them to look for non-stand-
ard solutions, often contrary to the main provisions of archival theory and practice.
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Archivists constantly pay attention to the invasion of IT-specialists in the field of records
and archives management and the difficulties arising in connection with this. When de-
veloping information systems for archival storage, IT-specialists reduce the problem to
archiving documents in the operative (records management) system, they do not see
the difference between operative and archival storage of documents. Butdocumentsin
current activities and in the archive execute different functions, therefore this approach
is not acceptable for archivists (Larin, 2019). A very important problem is the fact that
in many information systems the links of documents with their creators are lost. This
threatens the maintenance of one of the mostimportant principles of archival science -
the principle of provenance. In turn, this leads to the loss of value of such a key element
of the classification of archival documents as the fond. But it is precisely the principle of
provenance that gives the document the value of evidence and is an important part of
owning the context of the document (Schmalzl, 2019; MexdyHapodHeii apxusHbili popym
8 CnoseHuu, 2019).

Canrecords managers and archivists somehow influence the situation that is rapidly get-
ting out of their control? Orthere is no choice forthem and they have to accept humbly the
conditions imposed on them by IT-specialists? It seems that they can, but this opportunity
is determined by the powers vested by archivists, as well as the correct distribution of
competencies between archivists and IT-specialists in the development of information
records management systems and information systems for archival storage.

3 ARCHIVISTS AND IT-SPECIALISTS: AUTHORITY AND COMPETENCE

As practice shows, if archivists are endowed with sufficient authority to regulate the
creation, use and storage of electronic documents, establish special requirements for
the functionality of developed and used information records management and archival
systems, then the fundamental, basic principles of archival science and based on them
archival methods and practices can be saved. Naturally, they should be modified accord-
ing to the specific nature and features ofthe electronicdocument, as well as the applied
information technologies.

It is very important to secure the authority of archivists in the legislation. Consider the
Belarusian example.

According to the Archival Law, state regulation in the field of archives and records man-
agementis carried out by the President, the Government, the republican administrative
body in the field of archives and records management, as well as local authorities. The
functions of the republican administrative body are performed by the Ministry of Jus-
tice of the Republic of Belarus, which includes the Department on Archives and Records
Management. State regulation includes the implementation of a unified state policy,
the establishment of uniform principles for archives and records management, includ-
ing the accumulation, storage and use of documentsin archives, control over theiractiv-
ities, etc. (3akoH Pecny6auku benapyce O6 apxusHom desne u desionpoussodcmee 8 Pecnybiiuke
benapycs, 2011, art. 6).

Thelegalbasisforthe use ofelectronicdocumentsinthe country, the basicrequirements
for electronic documents are established by the special Law on Electronic Documents
and Electronic Digital Signatures. State regulation in the field of electronic documents
circulation is carried out by the President, the Government, the National Bank, the Min-
istry of Justice and state archival institutions. The powers of the latter include the de-
velopment and implementation of a unified state policy in the field of the formation
of the National Archival Fond with electronic documents, ensuring their safety, organ-
ization of their use as well as state requlation of electronic record keeping and control
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over it (3akoH Pecny6nuxu benapyce O6 31eKmpoHHOM OOKYMeHme U 371eKMpOoHHOU Yugpposod
nodnucu, 2009; 3akoH Pecnybnuku benapyce O 8HeceHUU u3meHeHUU U OONOJIHEHUU 8 3aKOH
Pecny6bnuku benapyco «O6 371eKMpoOHHOM 0OKyMeHme U 3JIeKMPOHHOU yugposol noonucu,
2018, par.7,12).

Itis obvious that Belarusian archivists have sufficient authority to regulate the creation,
use and storage of electronic documents at all stages of their life cycle, including trans-
ferto archives.

Itis fundamentally important that according to the Archival Law archivists are empow-
ered to establish requirements for organizing and maintaining record management
in state bodies and other organizations (3akon Pecny6nuku benapyco O6 apxugHom Oese
u Oenonpousgoocmee 8 Pecnybnuke benapycs, 2011, art. 26). In the context of the imple-
mentation of records managementinformation systems, the realization of the relevant
powers allows archivists to establish requirements for these information systems and
their functional capabilities.

The availability of appropriate authority is important because electronic documents
are initially created in information systems, their processing and storage until they are
transferred to archive is also organized in the same systems. At the beginning of the
year 2020 the number of records management information systems that were used in
state bodies and other organizations in Belarus amounted to more than 30 (Memoodu-
yeckue pE‘KOMEHaGL(UU no 6bl60py asmomamu3suposdaHHbIx cucmem aOKyMeHmGUUOHHOZO obe-
cne4yeHuUA ynpasJsieHUs (BeaOMcmBEHHbIX cucmem 3J71eKmMpOHHO20 60KymeHmoo6opoma) 8 20cCy-
0dpcmeeHHbIX op2aHax, UHblx opeaqusayusx, 2019). And these are only those systems that
allow processing the managerial (organizational and administrative) documentation.
The methods of processing documents in these systems, the formats that are used for
their creation and storage are various.

The second fundamentally important pointin the Archival Law is the right of archivists
to establish requirements for records and archives management not only in state bod-
ies, but also in other organizations, including private ones.

The existence of appropriate authority is due to the fact that the documents created in the
activities of private organizations, which are their property, can be recognized as having
scientific and historical value and subject to permanent storage. In the future they can
be transferred for storage to state archive. Besides, private organizations use electronic
documents in the information exchange with state bodies and other organizations that
are sources of acquisition of state archives. Accordingly, the electronicdocuments created
inthem and sent to state bodies must also comply with uniform requirements in order to
ensure their safety, integrity and authenticity over long periods. If the document is creat-
ed and received by the state body in a format not suitable for its long-term preservation,
then it will have to be converted into a format suitable for this purpose. As a result a new
document will be created and its authenticity can be challenged. Therefore, the creation
and storage of documents in private organizations also need to be requlated.

Within the framework of their authority, Belarusian archivists have developed a set of
legal acts requlating the creation of documents both on paper and on electronic media,
their processing, operative and archival storage in all organizations.

The basic requlatory legal act is the Instruction on Records Management in the State
Bodies, Other Organizations. The Instruction establishes general requirements for the
creation and processing documents in all organizations and on all types of media with
some exceptions for electronic documents (MHcmpykuus no denonpousgodcmay 8 20cyodp-
CMBeHHbIX 0p2aHax, UHblx opeaHuzayusx (2019).
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Special requirements for the creation of electronic documents, their processing, trans-
ferring to the organization's archive, are determined by the Instruction on the Proce-
dure for Dealing with Electronic Records in the State Bodies, Other Organizations (/To-
cmanrosneHue MuHucmepcmea tocmuyuu Pecnybnuku benapyce om 6 ¢egpansa 2019 2. Ne 19
«06 ymeepx0eHuUU MIHCmpyKyuu o nopsadke pabomel ¢ 371eKMPOHHbLIMU OOKYMeHMAamu 8 20Cy-
dapcmeeHHbIX 0p2aHax, UHbIX opeaHuzayusx», 2019). Special requirements for the acquisi-
tion and storing electronic documents in the organization’s archive, creating finding
aids and the use of electronic documents are determined by the Rules for Working with
Documents in Electronic Form in Archives of the State Bodies, Other Organizations (/To-
cmanrosneHue MuHucmepcmea tocmuyuu Pecnybnuku benapyce om 6 ¢pegpana 2019 2. N° 20
«06 ymeepxoeHuu [Tpasus pabomel ¢ 00KyMeHmMamu 8 371eKkmpoHHOM 8ude 8 apxusax 20cyoap-
CMBeHHbIX 0P2aHO8, UHbIX op2aHuzayui», 2019).

When developing requlatory legal acts, archivists followed the principle of maximally
preserving the identity of a document from the moment it was created or entered into
the organization until it was transferred to the archive and stored in the archive. This
principle presumes the preservation, as far as possible, the original formats and codes
of the electronic document at all stages of its existence (Pei6akos, 2019). Intervention in
the structure of an electronic document, its conversion to a different format should be
eliminated or minimized.

When a document is accepted into the archive and stored, the archivist should not re-
place the author (creator) of the document. The archivist should not take responsibility
forthe compliance of the copy of the document received when converting to a different
format with the original, since this can lead to the loss of authenticity of the document,
may cast doubt on reliability of its content and context and, accordingly, the ability of a
documentto serve as evidence and proof.

On this basis, reqgulatory legal acts established that the document should be stored in
the organization and transferred to the archive of this organization, and then to the
state archive inthe formin which itwas originally created or entered into this organiza-
tion. Accordingly, if the document to be stored in archive was created or received by the
organization on paper, then it must also be stored and transferred to archive on paper.
If the document was created or received by the organization in electronic form, then it
must also be stored in electronic form, and it is the electronic document that must be
transferred to archive.

Digitization of paper documents is allowed only for those that are of purely practical
importance, that is, have no scientific, historical, social or other special value. For such
documents storage periods are established up to 10 years, and they are not subject to
transfer to the archive. The legislation does not consider such documents as archival
and allows their destruction after digitization and confirmation of compliance of the
received after digitization electronic copies with their paper originals (lTocmaHosneHue
MuHucmepcmea rocmuyuu Pecny6nuku benapyce om 6 peaparns 2019 2. N° 19 «O6 ymaeepxoeHuu
WHcmpykyuu o nopsoke pabomel ¢ 371eKMPOHHbIMU OOKYMEeHMAamu 8 20Cy0dpCmeeHHbIX 0p2a-
Hax, UHbIX op2aHu3ayusx», 2019, pnt. 67).

In conditions of the variety of formats used for creation of electronic documents in dif-
ferent records management information systems, the question arises of ensuring the
long-term preservation of those documents that must be transferred to the archive,
since not all formats are suitable for this purpose. To solve this problem, the requla-
tory legal act stipulated that all the documents with the storage period of more than
10 years and which must be transferred to the archive, should be created in PDF/A1 or
PDF/A2 format. If the draft document was originally created in a different format, then
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before signing it with an electronic digital signature, that is, before creating an official
document, it must be converted into one of the above mentioned formats (lTocmanosse-
Hue MuHucmepcmea tocmuyuu Pecnybnuku benapyce om 6 ¢pegpana 2019 2. N° 19 «O6 ymeepx-
OeHuu VIHcmpykyuu o nopsdke pabomel ¢ 371eKMPOHHbIMU OOKYMEHMAaMU 8 20Cy0apCmeeHHbIX
Op2aHax, UHbIx opaaHusayusx», 2019, pnt. 37).

Obviously, to implement this requirement, itis necessary to conduct an appraisal of doc-
uments at the earliest stages. This purpose is ensured by developing a filing plan. The
filing plan should be developed in each organization annually. It mustinclude all paper
and electronic files that are conducted in the organization during the year. Each file in
the filing planis assigned aunique index and, depending on the value of the documents
included in it, each file gets an appropriate storage period (disposal date). In this case,
the type of carrier (paper or electronic) does not matter.

The next important task is the assignment of electronic documents to primary logical
complexes, thatis, electronicfiles. Since an electronicdocumentis not a physically inte-
gral object, electronic files can also be formed from such documents not physically, but
solely on the basis of logical connections (links) between electronic documents, which,
by their content and (or) other characteristics, can form a single primary complex (like
a paper file). For this purpose, each electronic document gets an index corresponding
to the index of the file in the filing plan to which it should be logically assigned (/7o-
cmanosneHue MuHucmepcmaa tocmuyuu Pecnybnuku benapyce om 6 hegpansa 2019 2. Ne 19 «O6
ymaeepx0eHuU VIHcmpykyuu o nopsaoke pabomel ¢ 371eKMPOHHbIMU OOKYMeHMamu 8 20cyoap-
CMBeHHbIX 0p2aHaXx, UHbIX Op2aHu3ayusx», 2019, chapter 2).

The assignment of electronicdocuments (including their metadata) to electronicfiles on
the basis of logical relations between them allows to create such a traditional element
of the finding aids as an inventory (register) of files.

Initially, electronic files should be transferred to the archive of the organization, which
should have an appropriate information system for archival storage. Storage of docu-
ments in this information system can be organized in a specialized data center, includ-
ing one operating on the basis of cloud computing technology. Electronicfiles should be
transferred to information archive system according to the inventory of files created in
divisions of the organization. Then a summary inventory of electronic files for the en-
tire organization should be compiled in archive every year. All the inventories in both
records management and archive information systems are compiled automatically. In
order to certify and confirm the integrity of electronic files and inventories regulato-
ry legal acts prescribe to use a checksum (hash value) ([TocmarosneHue MuHucmepcmea
rocmuyuu Pecnybnuku benapyce om 6 ¢pespans 2019 2. N° 20 «O6 ymeepx0oeHuu lMpasus pabomel
q aOKyMeHmaMU 8 3JIEKMPOHHOM 8uode 8 apxusax eocyaapcmeeHHblx Op2dHO8, UHbiX OpeaHu3a-
yuti», 2019, chapter 4).

If the organization does not have records management information system and infor-
mation system for archival storage that meet the requirements of the requlatory legal
acts, then all documents of such organizations that are subject to transfer for storagein
the archive (with the storage period of more than 10 years) must be created and stored
on paper; in case of receiptin electronic form they must be printed out and certified.

Having determined the requirements for the creation, processing and transfer of elec-
tronic documents from records management information system to the information
system for archival storage on the level of organization, archivists developed require-
ments for the transfer of electronic documents from organizations' archive to state ar-
chive for permanent storage.
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To acquire electronic documents in state archives and provide their permanent preser-
vation, the information system of the archive of electronic documents (IS AED) has been
developed. IS AED includes a centralized cloud repository located on the resources of
the republican platform operating on the basis of cloud computing technologies. The
centralized repository will accumulate electronic documents received by all state ar-
chivesfrom all state bodies and other organizations that are the sources of their acquisi-
tion. In order to ensure compliance with the principle of provenance, when developing
IS AED archivists set the task to ensure the possibility of each fond-creator (organiza-
tion) to transfer its documents to the state archive, a source of acquisition of which it is.
Also, the system should enable each state archive to manage independently electronic
documents that should be transferred to this state archive and stored in it. Obviously,
in the presence of a single centralized cloud repository, when there is a physical frag-
mentation of individual electronic documents, electronic files and fonds, such a task can
be realized only on the basis of establishing logical connections (links) between docu-
ments and files that are parts of one fond and constructing an appropriate information
management system (Schmalzl, 2019).

Built on the above mentioned principles IS AED is currently being tested. To regulate the
work of state archivesin the system archivists elaborated the draft Rules forthe Work of
State Archives with Documents in Electronic Form.

Thus, archivists fully exercised their powers to requlate legal and methodological is-
sues of creation and transfer of electronicdocuments to archival storage. The approach,
laid down in normative and methodological documents, should make it possible to
preserve the fundamental principles of archival science when working with electronic
documents, as well as the traditional levels of description of electronic documents sim-
ilarto the levels of description of documents on paper (document-file-inventory-fond).
The principle of provenance and the concept of “fond” ensure the preservation of the
evidentiary power of electronic documents in the conditions of their storage as part of
the “Big Data".

However, archivists do not have sufficient knowledge and qualifications in order to
independently develop information records and archive management systems that
meet the requirements that they have established. And here they need the help of
IT-professionals.

The tasks of IT-specialists are to develop information records and archive management
systems in such a way that they meet the conditions specified by the requlatory and
methodological documents elaborated by archivists.

The sphere of competence of IT-specialists also includes technical issues of data protec-
tion both when processing electronic documents, organizing their operative and archi-
val storage, transferring from one information system to another (such transfer will be
carried out mainly through telecommunication systems).

An important task of IT-professionals is the development of data transfer formats that
should be the same when transferring documents from records management informa-
tion systems to information systems for archival storage, as well as when transferring
documents from the last mentioned information systems to IS AED. The requirement to
use uniform data transfer formats at all stages of information interaction is due to the
factthatlegislation allows forthe absence of aninformation system for archivalstorage
in a concrete organization to transfer electronic documents for temporary storage to a
third-party organization (the so-called “archival outsourcing”).
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Other technical issues are also in the competence of IT-professionals. For example, in-
formation system developers should independently propose technical means of veri-
fying the authenticity and validity of digital signatures used to certify electronic docu-
ments, electronic files and electronicinventories.

Atthe same time, archivists should not stay away from the tasks solved by IT-specialists.
They should take an active part in the preparation of technical tasks (specifications) for
the development of information systems, monitor the compliance of the tasks set in
them with the regulatory requirements, as well as the compliance with the profession-
alarchivalterminology usedinthem. Itis quite true thatthe Ministry of Communications
and Informatization of the Republic of Belarus purchased the development of IS AED
for state archives, however, the technical task (specification) for the development was
prepared by archivists with the involvement of IT-specialists.

4 PROBLEMS

The above described model of making relations between archivists and IT-specialists
is ideal, but in practice its implementation is accompanied by a number of problems,
which are sometimes very difficult to overcome.

First of all, itshould be noted that to the moment when the requirements for the creation
of electronicdocuments, their operative and archival storage were normatively fixed, the
market for relevant services had already been largely saturated with various information
records management systems and (to a lesser extent) information systems for archival
storage. Thisis quite logical, since archivistsin their elaborations used not only the results
of professional theoretical research, but also the accumulated practical experience of us-
ing information systems, choosing the best tested practices. However, the establishment
forall organizations of uniform requirements for the life cycle of an electronicdocument,
starting from the moment of its creation and ending with its storage in the state archive,
revealed that none of the available information systems met these requirements.

The consequence of this was the need to modernize existing information systems or de-
velop new ones, which met opposition from IT-companies specializing in the provision
of relevant services. The modernization or development of new information systems
required significant labour and financial costs, which in the condition of fierce commer-
cial competition is not possible for all developers. The current situation led to the shift-
ing of financial costs for the refinement or development of new information systems to
organizations that are consumers of the corresponding software, and, as a result, to the
displeasure of the latter.

As a result, more than one and a half years have passed since the regulatory legal acts
had been adopted, but till now there is no an information systems that fully complies
with the established requirements, although work in this direction is quite active.

One of the possible solutions to the problem could be the development of unified re-
cords and archives management information systems for all organizations. But this will
lead, onthe one hand, to the monopolization of the corresponding services sector, and,
ontheotherhand, totherecognition oftheinefficiency ofthe earlierautomation policy.

Asignificant problem that needs to be solved when developing and using information
systems is a different understanding of the basic professional archival terms by archi-
vists and IT-specialists (“information”, "document/record” and "archival document”;
"archive"” and "archival information system”; “archiving” and” transfer to archive”, etc.).
A peculiar understanding of archival terminology by IT-specialists sometimes leads to
incorrect technological solutions embedded in the information systems they develop.
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With all this, it must be recognized that the requirements formulated by archivists for
the creation of electronic documents, their operative and archival storage are oriented,
first of all, to managerial documentation. However, the principles of work with elec-
tronic management documents are not always and not fully applicable to scientific,
technical, audiovisual and other special documentation (specificity of file formats, vari-
ety and specificity of software used for design and construction, etc.).

It is also important that the normatively fixed requirements for records management
information systems provide appraisal of electronic documents, generated in the ac-
tivities of organizations, and determination of their disposal periods just at the stage of
their creation or receipt. However, archivists are well aware that it is not always possi-
ble to determine the value of a document and, accordingly, choose the correct format
for its creation and storage at this stage. In the future, this may lead to the inability to
preserve a certain part of valuable documents, and this is one of the serious problems
that need to be decided.

5 CONCLUSIONS

There is no doubt that archivists and records managers, on the one hand, and IT-profes-
sionals, on the other, must solve the problems of managing electronic documents and
their archival storage in close cooperation. The solution of practical problems should be
based on the distribution of powers in accordance with their professional competencies.

Records managers and archivists have to determine how the corresponding informa-
tion systems should work, what functional capabilities they should have, what result
they should provide. To do this, they must have the right to formulate and fix in legal
acts the requirements for records and archives management information systems ob-
ligatory for different organizations.

Technicalissues ofimplementing the established requirements are the responsibility of
IT-professionals. The task of IT-professionals is to develop such information records and
archives management systems that would meet established requirements.

The development and modernization of information systems in accordance with the
requirements of records managers and archivists will allow establishing logical con-
nections (links) between electronic documents, assigning them to primary logical com-
plexes (similar to traditional paper files), creating traditional elements of finding aids.
With the propersetting of tasks, this will ensure compliance with the fundamental prin-
ciples of archivalscience (provenance, indivisibility of fonds, etc.), provide the existence
of traditional of professional methods of acquisition and description of documents.

Atthesametime,itisfundamentally importantto establish a unified terminologyin legal

regulatory acts that will be used in automated information systems and which will be fol-
lowed by professional archivists as well as developers and users of information systems.
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