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Detection and diagnosis of faults (FDD) in technical systems represent an important

segment of intelligent and fault-tolerant systems.

In the article we present the qual-

itative FDD approach proposed by Larsson and based on Multilevel Flow Modelling
representation of the process. The contribution of this article regards evaluation of this
method on a simulated water-level process controlled by feedback. The MFM diagnostic
expert system, together with the continuous simulation of the process, is implemented
in a real-time expert system tool G2. Based on results perspectives for further work will

also be given.

1 Introduction

Since many industrial processes become more and
more complex fault diagnosis plays an important
role in maintenance and on-line monitoring for
the purpose of fail-safe plant operation [7]. The
techniques of fault detection and diagnosis can be
classified to two general categories [4]:

— the mathematical model and
— the knowledge based approaches.

The former make use of the process model, usu-
ally in the form of differential equations. The
related techniques are based on the concepts of
dynamical redundancy and make use of state fil-
tering and parameter estimation.

Since it may often be difficult and time con-
suming to develop a good mathematical model,
knowledge based methods make use of heuristical
knowledge derived from human experience and
qualitative models. Hereof, two main directions

can be recognized [8]: the shallow-knowledge
(heuristic) and the deep knowledge (model based)
techniques.

In the shallow reasoning approach, diagnos-
tic knowledge is represented mainly in terms of
heuristic rules which perform mapping between
symptoms and system malfunctions (faults). The
rules typically reflect empirical associations de-
rived from experience, rather than a theory of
how the device under diagnosis actually works.
The shallow diagnostic expert systems have ad-
vantages in cases where the expert knowledge in
a small field of expertise is available. In this way,
we can make this knowledge available to the user.
But problems appear in the development of more
complex systems, i.e.:

— difficult knowledge acquisition,
- unstructured knowledge requirements,

— knowledge base is highly specialized to the
individual process,



28 Informatica 18 (1994) 27-36

— excessive number of rules: difficult to
overview in building and updating,

— diagnosability or knowledge - base complete-
ness is not guaranteed: the expert system can
diagnose only faults considered in the design
of the rule base.

To overcome these disadvantages of the shal-
low approach the deep knowledge techniques can
be used. Rather than assume the existence of an
expert experienced in diagnosing the device, we
assume the existence of a system description (in
qualitative terms): a complete and consistent the-
ory of the correct behaviour of the device [5].

Once the model has been created, it could be
used in either of two ways. One way would be to
. introduce every possible fault, run the model and
observe the effects. These observations could be
used to create rules linking symptoms to faults.
Clearly, this procedure will be feasible in systems
with small complexity since the number of pos-
sible faults can quickly grow, especially if there
is more than one present at the same time. The
other way to use a model is to describe how the
process is intended to work and failures in the pro-
cess can be found by noting differences between
the intended model and the actual state.

In both cases, the process description (model)
and the algorithms for fault detection and diag-
nosis are separated. It can be said that reasoning
about faults is performed on the model. The ap-
parent advantages of such’a system are:

— given the device description, the program de-
signer is able to shorten the process of elicit-
ing empirical associations from a human ex-
pert,

- the diagnostic reasoning method employed is
device independent and

— the ability to rcason about unforeseen faults
and faults which have never oceurred in the
process before.

There are several approaches to the qualitative
modelling and qualitative reasoning available [3].
In this article we locus our attention on a qualita-
tive FDD approach developed by Larsson [6] and
based on the so-called Multilevel Flow Modelling
representation (MFM) proposed by Lind (1991).
The major part of this article regards evaluation
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of this method on a simulated water-level pro-
cess controlled by feedback. Properties of the
approach, drawbacks and potentials will be pre-
sented and perspectives for further work will be
given.

We also try to point out the design cycle of
the related MFM diagnostic expert system which
consists of the following steps:

— understanding the principles of the process,
— the diagnostic analysis,

— an implementation of the diagnostic expert
system using MFM Toolbox,

— testing and validation of the system on the
simulated process.

2 Test object: a controlled
water column

In the lower part of the setup, there is a large
container (sec Fig. 1), out of which water is
pumped via pipes and valves into the water col-
umn. Three valves influence the water flows [1]:

Figure 1: The water-level process

— valve S3 is a control valve controlling the wa-
rer input 1o the colmmmn, The valve is con-
nected via an electropneumatic transducer to
the control computer,
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= valve S2 (by-pass valve) is necessary for the
pump to prevent an over pressure when S3 is
closed,

— valve §1 determines the water outflow from
the column. : ‘

The water level in the column is measured using
a pressure sensor at the bottom of the water col-
umn.

-3 Review of MFM modelling
" and diagnostic reasoning

In Multilevel Flow Modelling, a system is mod-

eled as an artifact, i.e. a man-made system con-

structed with some specific purposes in mind [6].
The three basic types of abjects in MFM are:

— goals,
— functions and
— physical components.

- The physical components are clements {rom

which a process is constructed (pipes, valves,
pumps, etc.). Every component can provide some
functions like transport of mass, information or
energy, storage of something. A set of intercon-
nected functions serve to realize some goal. Goals
in MFM represent what the process should do
e.g.. keep the water at the certain level.

Goals, functions and components can be con-
nected with achieve (achieve - by - control), con-
dition and realize relations. An achieve (achieve-
by - control) relation can be used to relate a set of
flow functions to the corresponding goal. l'or ex-
ample, a network of flow functions which describes
the water flow through the process (sec Fig. 2}
is connected to the main goal by an achieve-to-
control relation. It means, that the main goal can
be achieved by controlling the water flow. Some
physical component can provide functions only if
some goals are fulfilled first, e.g. the water can

be pumped from the container only if the pump .

works properly. A condition relation is used to
connect those conditioned goals to a function. On
the lowest level in the MFM graph physical com-
ponents are in the realize relation with their cor-
responding functions, e.g. the pump can perform
the function of transporting water and it is con-
nected with a realize relation with it.
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The MFM model describes how the process is
intended to work by using mass or energy bal-
ance equatlions. Every deviation from the bal-
ance equation can be a sign that the flow func-
tion has error and corresponding alarm states are
set-up for it. For describing the mass, energy or. _
information flows of the process, several function
types are avaitable, Nearly all flow functions are
characterized by one (or more) iflow value, which
correspond to the real flow of mass or energy.

Based on the MFM graphs, three types of di-
agnostic methods have been proposed [6):

— the measurement validation method,
— the a.lafm' anélysis method and
— the diagnosis method.

The main aim of the measurement validation al-
gorithm is to find out whether there are inconsis-
tencies among flow values (measurements) in the
MFM model. Using available redundancy on the '
set of measured flow values the MFM model can
be divided into internally consistent subgroups.
If a flow function with one inconsistent value is
discovered, it will be marked and corrected. In
case of several conflicting values, the consistent
subgroups of measutements will be marked but
the flow values will not be corrected. The analy-
sis of an alarm situation can be performed using
the alarm analysis algorithm. Every flow func-
tion can be performed correctly or not. Its fail-
ure state can be defined with one of the following
alarms: high flow, low flow, high volume, low vol-
ume, leak, etc. The algorithm provides a decision
about which of the alarms are directly connected
to the faults (primary alarms) and which ones are
set up only as a consequence of the primary ones
(secondary alarms).

In the terminology of MFM, when one of the
goals from the model fails, the fault in the pro-
cess occurs. The fault diagnosis algorithm pro-
vides an explanation for malfunctioning. It is im-
plemented as a search in the MFM graph from
the failed goal to the connected networks of func-
tions. When it reaches a single flow function, it
uses questions answered by the operator, results
of tests performed on measurements or fault prop-
agation rules to find out its failurc state. Based on
information ahout states of the flow functions the
explanation aboui a failure situation and reme-
dies are given.
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. The proposed methods based on MFM are not
aimed for diagnosing sensor faults.

4 MFM model of the
water-level process

The MFM model of a process is shown in Fig. 2.

Information flow
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Figure 2: The MFM model of the process

The main goal (G1) is: “Keep the level of the
water in the water column at the determined po-
sition.”

The topmost goal can be achieved by a network
of mass flow functions (a water flow). This flow
is controlled by a manager function (M1), in this
case a PI controller (PF12) acting on the control .
valve.

The primary flow circuit starts at the source
PF1 (water container), continues through the
transport function PF2 (pressure source), a bal-
ance function PF3, a transport function PF4
(control valve) into the storage PF5 (water col-
umn) and through the transport function PF6
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(manual valve) back to the sink PF7 (water con-
tainer).

The water can be pumped from the container if
the pressure source works properly. In the MFM
madel, the transport function PF2 (pump the wa-
ter) is conditioned (C1) by the subgoal G2: “Keep
the pump running.” If the subgoal is fulfilled then
the transport function is available, An electrical
energy needed for the pump running is described
as an energy flow from a source PF8 {power sup-
ply), via transport PF9, power switch, and to the
sink PF10, motor of the pump.

The implementation of the control task (M1)
is described as an information flow circuit. Mea-
surements of the water level in the column are
provided using an observer function PF11 (sen-
sor). The decision about control action is made
by PI control algorithm (PF12) and control out-
put is proceeded to the control valve through the
actor function (PF13). The controller works, if
the electrical energy is provided for it. Therefore,
the subgoal for the controller is: “Keep the con-
troller running.” (G3). It is also achieved by a
network of flow functions describing energy flow
from the source PF14 (power supply), via trans-
port PF15, power switch, and to the sink PF16,
the controller.

Some functions are directly connected to the
physical components which provide the functions
working: PF1 to the water container, PF2 to the
pressure source, PF4 to the control valve, PF5 to
the water column, PF6 to the manual valve and
PF'7 to the water container, etc. In the water flow
circuit there is also additional balance function
(PF3). It is not connected to any of the physical
components, but it has to be present because of
the syntax reasons.

The MFM model is simplified representation of
the real process. The simplification depends on
the purpose of the model. We have to be aware
that a diagnostic system using a simplified model
can not recognize faunlts in the unmodeled parts
of the system.

5 Realization of the diagnostic
expert system in G2
G2 is a real-time expert system tool developed at

Gensym Corporation. It can be seen as a general
programming environment that combines three
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paradigms:
- rule - bz‘ise inference,
— object - oriented programming and
— procedural programming.

It also has a very strong graphical orientation,
It consists of several main parts: a knowledge
database, a real-time inference engine, a proce-
dure language interpreter, a simulator, a develop-
ment environment, an operator interface and op-
tional interfaces to external on-line data service
[10].

As a support for developing an expert-system
for diagnosis based on the MFM methodology, an
MFM Toolbox has been developed in G2 [6]. It
has two parts:

- a module for developing an MFM model of
a process (definition of data structures and
graphic elements for building MFM graph),

— a module with a rule base that perform di-
agnostic reasoning task. Several groups of
rules and procedures were implemented: a
rule base for syntax control of an MFM mod-
els, measurement validation, alarm analysis,
consequence propagation and fault diagnosis.

The Toolbox has ben developed by Larsson as
part of his thesis work and made available to the
Control Laboratory at Deift as part of a mutual
research exchange between the Lund and Delft
Control Laboratories.

By using the MI'M Toolbox it is possible to
develop an expert system, which performs diag-
nostic reasoning for the specific process, in our
case for the water-level process. It is assumed
that the algorithms for diagnosis are independent
of the process description. Therefore, the devel-
oper of the expert system needs only to construct
an MFM model for his process using the Toolbox.

The MFM graph structure is defined graphi-
cally using graphical objects for MFM functions
and connections among them. The graphical rep-
resentation of the MFM model for the water level
process is based on the MFM model descrip-
tion (Fig. 2). The construction of the MFM
model uses G2’s possibilities of graphical creation,
cloning and editing of those predefined objects.

In order to enable a diagnostic reasoning, also
the values for attributes of flow functions have to
be prescribed:
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— with a set of rules that transfer the values
from a simulated process to the correspond-
ing flow function (on - line) or,

— the user defines the values for each flow func-
tion from the model directly using editing of
graphical objects {off-line).

As soon as the MFM graph structure is de-
fined, together with the corresponding values for
fiow function attributes, diagnostic questions and
remedies, the diagnostic algorithms are ready to
be used. '

6 Continuous process
simulation

When we talk about purposes of the simulation
model, we have to mention the definition of a
simulation environment. We must take into ac-
count that the main aim of our simulation model
is diagnostic system testing. It should be pos-
sible to simulate different failure behaviours and
to provide data from observable variables. The
simulation environment (Fig.3) consists of three
different and independent modules inside G2:

— a simulated process module,
— an alarm definition module and

— a fault module.

SIMULATED ENVIRONMENT

Simulated process

Color
rules

simulation

Object
definition '

Figure 3: The process simulation environment

The “Simulated process™ module represents the
behaviour of the water-level process under normal
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working conditions in a closed control loop. A
physical-structural model, which includes the im-
portant physical structure of the system, is used.
The process is described in terms of their compo-
nenis and relations that exist between them.

Each component of the system is modelled sep-
arately as an object inside G2 with its own be-
haviour and attributes. The way in which a com-
ponent behaves, is described by physical equa-
tions. Using the components behaviour descrip-
tion, the operation of the whole system is gener-
ated by analysing how the components are con-
nected and how they interact within the system.

Measurements of process variables constitute
the basic information for diagnosis. The diagnos-
tic methods developed on the MI'M models need
as an input a set of measured flow signals. But
measurements do not always relate directly to the
level of process representation (the flow values of
the MFM functions), therefore also other types of
information must be used. They can be obtained
with one of the following methods: sensors, esti-
mation using data transformation (parameter or
state estimation methods, statistical methods) or
evaluation based on human observations.

Independently from a simulated process mod-
ule, the alarm definition module has been devel-
oped. A procedure for each modelled component
have been defined, which prescribes the way for
obtaining the data from its observable variables.
From the reason, that on the real process only one
sensor is available, it is possible to introduce new
sensors in the simulation. We refer those sensors
as “simulated sensors”.

The alarm definition module performs also a
detection function. Rules with “crisp alarm lim-
its” - a fixed value where each alarm condition is
activated for every modelled physical component
- have been used.

The simulated process has been used to test
how efficiently the diagnostic system can recog-
nize the possible causes for its mallunctioning.
From this point of view it is possible to simulate
different failure behaviours of the process.

All possible faults on the physical components
are known from the diagnostic analysis of the pro-
cess. The prescription of boundaries on observ-
able variables, when the components are treated
as faulty, derived from experimentation with a
process, process simulation and students experi-
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ences working with it. For every possible fault
a procedure, which introduces this fault into
the corresponding physical component, is imple-
mented in the “Fault module”. For some faults, it
is also possible to define how big a fault is. With
activating the procedure the corresponding fault
is injected in the simulated process.

7 Experimental results

In order to evaluate the diagnostic system based
on MFM for the water-level process (Fig.4), a se-
ries of experiments is performed using the simu-
lated process running in parallel with the MFM
diagnostic expert system inside G2 [9].

SIMULATED PROCESS
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process
information
DIAGNQSTIC SYSTEM
N
MFM diagnostic expert system \
Measurement validation
DIAGNOSE
Alarm analysis —
Fault diagnosis

Figure 4: Evaluation of the MFM diagnostic
system

The following assumptions have been made:

— all possible faults on the components are
known and maodelled,

— every physical component may or may not be
connected to the real or simulated sensor,

— sensors are functioning correctly and
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— process operates in the steady state.

Every experiment consists of the following
steps:

1. A set of modeled physical components which
are connecled with the simulated sensors
must be defined before the simulation starts,

2. The process simulation is started with defin-
ing the reference value for the water level in
the column. Wait until the process is in a
steady - state.

3. One single fault or a combination of faults is
introduced in the simulated water-level pro-
cess,

4. MFM diagnostic expert system, which runs
in parallel with the simulated process, is used
to diagnose the malfunctioning behaviour of
the simulated process.

5. The analysis of the diagnostic results is made
by comparison of the diagnostic explanation
of the diagnostic system and our assumption
about possible causes for malfunctioning.

In order to illustrate how the diagnostic expert
system responds to the situation in the process
let us take the case where a fault is injected into
the water container (leak). The measurable {ob-
servable) quantities are the water quantity in the
container, the flow through the control valve and
the water level in the column.

When the main goal was violated (water level is
not at the reference value), the diagnostic system
starts searching for faults in the connected water
flow circuit. The simulated process produces the
following symptoms: not enough water in the wa-
ter container, the flow through the control valve
is too low and the water level in the column is
below the desired reference value.

Information about the symptoms is transferred
to the MFM model as a set of alarms (Fig. 5):
the LOCAP on the source function PF1, the low
flow (LOFLOW) on the transfer function PF4 and
the low volume (LOVOL) on the storage func-
tion. The alarm propagation algorithm guesses
the alarm states low flow (LOFLOW) for the
transport functions PF2 and PI'6.
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Figure 5: An alarm simulation in the MFM
model

Explanation symbols:
arrows show detected/measured symptoms -

Based on the described alarm situation, the di-
agnostic algorithm concludes that only one pri-
mary failed function exists (PF1) and that all the
others are only consequences of it. The cause for
the malfunctioning can be. assumption that the
fault is present on the water container and the
diagnosis is: “The water container is lcaking.”

In this case the alarm on the transport func-
tion PF2 is only consequence of the Tault on the
source PF1. If we assume, that the operator no-
tices, that the pump is not running because there
is no power supply for it, the alarm LOFLOW
is set up for the transport function PF9. Based
on this additional information, the alarm propa-
gation algorithm can guess, that also the trans-
port function has an alarm LOFLOW, which is
then primary-failed. The diagnostic system can
find two different faults in the process: “The wa-
ter container is leaking.” and “The fault on the
power supply for the pump”.

The overview of experimental results is given in
a table ('Table 1).

8 Discussion

The MIFM diagnostic expert system results in
only one possible explanation for the process
malfunctioning. 1{ does not provide suggestions
about all possible faults in the system. Diagnos-
tic precision with which a fault can be identified
depends on the number of measurements avail-

"“able from the physical components. If there ex-

ists only one sensor in the process, the diagnose is
correct only in the case when the physical compo-
nent attached to this sensor failed. If the number
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of measured flow functions in the MFM model in-
creases then the diagnostic accuracy increases as
well. Multiple faults can be diagnosed when the
alarm situation can not be explained with only
one fault.

Another problem encountered in our experi-
ments is referred to the balance function. Even
though, theoretically, the fault can propagate
through it, the corresponding rules are not in-
cluded in the MFM Toolbox. Also the balance
functions with more than one input or output can
not be used.

The treatment of the alarms onr the flow func-
tion depends on the time interval in which they
are transferred to the MFM model. As soon as
the symptom in the simulated process is recog-
nised, the corresponding alarm is transferred to
the MFM model. The alarm on the flow function
should be assigned as a primary failed. Later on
another new alarm is discovered in the model. In
this case, the fault propagation algorithm guesses
also the failure state of the first one only as a con-
sequence of this new alarm. Because the primary
failed flow function is covered with a secondary
failed as a result of propagation rules, some infor-
mation about the faults can be lost. The problem
is referred as a “loss of diagnostic discrimination”.
When this problem appears, the diagnosis of mal-
functioning is correct but it is not complete.

Furthermore, the concept of goals in the MFM
syntax is questionable in case of feedback systems,
e.g. if leak on the column is not big, the goal G1
will be maintained by feedback (the controller will
force the pump to provide more water). Malfunc-
tioning can be recognized from the control voltage
changes, but the diagnostic system does not use
this additional information. It will react too late.
The MFM diagnostic expert system can be used
as an independent system. If a human operator
recognizes a process malfunctioning he starts the
diagnostic system with defining the goal, which is
failed. As an independent module it can be in-
tegrated in a supervisory system which performs
monitoring of the process. In this case the diag-
nose is started automatically as a request from the
supervisory system without human intervention.
Concerning that a system which performs process
diagnosis as a combination of automatic tests on
measurements and human judgements about the
observable states (where measuring is difficult or
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expensive) might be a solution. It can be a valu-
able support for the human operator for decision
making in managing with fault diagnosis. We can
add the diagnostic questions for every flow func-
tion. The operator has to concentrate on every
physical component systematically and give an
answer using observations and experience.

9 Proposed improvements

Based on the results of MFM diagnostic expert
system evaluation, the following proposals how to
enhance the MFM approach (and also Toolbox)
are given:

1. Make the goals of the MFM model
active

In the implemented MFM Toolbox, goals of the
MFM model do not have immedijate use, except
as starting points for the diagnostic search and
as a connection point between the different layers
of functions networks. From this point of view
they can be seen as “passive objects”. We pro-
pose to make goals “active” by defining the list of
goal constraints. The constraints can be given as
an analytical equations, qualitative equations or
heuristical rules.

2. Add “time attribute” to the flow func-
tions

The “loss of diagnostic resolution” problem
may be reduced by including the time interval,
when the alarms were transferred in the MFM
model in the reasoning about faults.

3. Dynamic fault diagnosis

To overcome the disadvantage of being able to
diagnose only static problems, a dynamic fault di-
agnosis by analysing subsequent snapshots is pro-
posed. The process behaviour can be extracted
using a pattern recognition approach on the mea-
surement vector. The following process features
can be observed using qualitative values: the out-
put response time delay, the curve peaks and time
interval between peaks. From those features, mid-
dle facts like damping, overshoot, oscillation can
be inferred. Various decision rules can be applied
to the feature vector to classify the process be-
haviour into different classes.

4. MFM supervisory layer

Managing with a developed MFM diagnostic
system is a human task. It can be started as a
request of human operator by indicating a failed




MFM BASED DIAGNOSIS OF TECHNICAL SYSTEMS

goal. To provide a system more independent, a
supervisory system can be developed on the top
of the existing MF'M diagnostic system. The main
tasks of supervisory layer are concerned with:

— analysis of process behaviour,

testing of goals requirements,

fault detection in dynamic states and

activating the diagnose process.

In addition, it can perform communication with

the user in form of reports about the process be- -

haviour or demands for additional information
from the operator.

*

10 Conclusions

The diagnostic reasoning based on the Multilevel
Flow Models (MFM) is an example of a deep rea-
soning approach. MI'M provides a way ol quali-
tative description of goals, functions and physical
components of the process. Because managing
with fauits concerns also a lot of reasoning about
goals, functions and components, the MI'M rep-.
resentation of the process can be very suitable for
solving diagnostic problems. '

The major contribution of the paper regards
evaluation of the MFM diagnostic system im-
plemented using MFM Toolbox for a water-level
process. For the testing purposes the simulated
environment has been developed inside G2 with
three independent modules: the simulated pro-
cess in the closed-loop under normal conditions,
the alarm definition module and the fault mod-
ule which can simulate different types of faults
in the process. The proposed diagnostic methods
are not aimed for diagnosing sensor faults. The
diagnostic experiments have been performed with
running a simulated process in paraliel with the
MFM diagnostic system, which provided diagnos-
tic explanation. The system can diagnose faults in
the system correctly if there is enough measured
information (sensors) available.

Some diagnostic mistakes are caused because
of the balance function, which is not included in
the fault propagation rules. In case of multiple
faults, problems occur concerning the “loss of the
diagnostic resolution”.

Furthermore, concept of goals in the MFM syn-
tax is questionable in case of feedback systems.

Informatica 18 (1994) 27-36 35

A small fault can be compensated with the con-
troller and reaction of the diagnostic system will
be too late.

In order to provide a diagnosis in time a portion
of quantitative knowledge should be included in
the FDD system, which is a subject for further
research. |
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