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ABSTRACT

Purpose: To describe the characteristics and the functionality of blockchains and investi-
gate a possible integration of blockchains into e-recordkeeping systems.

Method/Approach: Analysis of scientific and professional literature including primary
and secondary sources, and use of descriptive and comparative methods. Brief pres-
entation of two pilot projects from the field of e-archiving. Identification of critical and
unresolved issues.

Results/Discussion: The field of blockchains is developing rapidly and is not compre-
hensively addressed. The definition of a blockchain is not yet fully established. Exces-
sive early expectations regarding the use of blockchains are already fading. There are
three types of blockchain integration in the e-recordkeeping systems: storage of (cryp-
tographic) metadata on the chain; storage of complete records on the chain; storage of
records related to the virtualized representation of goods and services. The terminolo-
gy isstill evolving. The standardization process is at an early stage of development, the
first international standards have already emerged. Archives and other stakeholders
verify approaches with pilot projects.

Conclusions/Findings: Blockchains try to solve the problem of trust with the help of
technology. Compared to traditional databases, which in some cases blockchains try
to replace, they lack some functionality. Due to the design, which is usually based on
multiple autonomous and distributed nodes, blockchain management presents new
challenges. Developers are designing complex systems that combine the use of public
and private blockchains and classic databases. As with most new technologies, the full
extent of possible use and abuse is still unclear. To realize the potential of blockchains,
issues of privacy, security, efficiency, scalability, and legal problems will need to be ad-
dressed. It is also necessary to check the compliance of solutions with the guidelines,
recommendations, and standards for e-recordkeeping systems. Analysis of pilot pro-
jects shows that they are maybe notyet fully compliant. The first models appear to help
designers decide if/when and what type of blockchain to use for a specific e-record-
keeping problem. The continuation of intensive work in this area would be beneficial.
Research on the knowledge and acceptance of blockchain technology by the general
and professional public has not yet been fully addressed, especially in relation to issues
that go beyond the scope of cryptocurrencies.
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1 INTRODUCTION

Digitalinformation technology poses significant risks that e-records can change in e-re-
cordkeeping systems, both intentionally and unintentionally. Today, public confidence
inthe credibility of records is based primarily oninstitutionalreputation. At atime when
technologies for counterfeiting e-records are becoming increasingly widespread, trust
in the authenticity of e-records will have to be increasingly based on organizational,
security, and technological measures (Hajtnik, 2019). The essential properties of e-re-
cords are described using metadata, which is included in the system as additional infor-
mation. Metadata is key to ensuring that e-records survive and remain available in the
future (Hajtnik & Babic, 2018). Hajtnik (2019) states thatthe presumption of authenticity
must be supported by evidence that the record is in its original form and its essential
properties have not been altered or damaged.

Cryptographic methods, as one of the technological measures, best address the prob-
lem of integrity and partly solve the problem of authenticity. By implementing a one-
way hash function, we can be sure of the integrity of the record. Asymmetric cryptogra-
phy, which is used in digital signing, at the same time ensures integrity and, moreover,
through the mechanisms of the publickey infrastructure provides some essential meth-
ods of ensuring authenticity. However, most of the metadata generated as a result of
these methods is still stored in a similar way to the original e-records. This means that
cryptographic (and other) metadata (hash values or so-called fingerprints of docu-
ments, digital signatures and time stamps...) is stored within the information system
(or added to documents) where e-records themselves are stored. At best, the storage
of these metadata is entrusted to a third, authorized, independent person or organiza-
tion, which by itself can present a weak link in the chain of trust. Researchers have long
found that centralized trustis problematic (Barometer, 2017). Despite the use of verified
cryptographic methods, altering an e-record (and thereby destroying its integrity and
authenticity) is still possible if it is owned by only one person or organization.

Instead of trusting a third party, blockchain uses a mechanism of cryptographic evi-
dence. Any transaction (the exchange of data) is protected by a digital signature and is
transferred to all nodes. As a rule, there are as many copies of data as there are active
nodes in the system, which also means big data redundancy. Figure 1 shows the funda-
mental difference between the centralized and the distributed system. Such a system
also does not have a central weak link. If one (or more) nodes fail, the system will con-
tinue to operate. The connections between the nodes are significantly more numerous
in adistributed system thanin a centralized one, thusincreasing the number of possible
interactions between nodes. Due to the need to ensure that all copies of the data in
each ofthe nodes are identical, the complexity of the distributed system is significantly
greaterthan the centralized one.
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Figure 1: The difference between centralized and distributed system.
(Source: Belin, 2020, modified)
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1.1 Research limitations

We presume that the greatest limitation of this research is the fact that blockchain tech-
nologyisrapidly evolving and current findings are quickly becoming obsolete. Although
many scientific contributions are being made that focus on individual blockchain ele-
ments, comprehensive in-depth discussions on the subject are scarce. One of the prob-
lems we faced in preparing this paperis also the still-emerging and maturing terminol-
ogy. Researchers also mostly focus on the oldest of the blockchains, which is the basis
of the Bitcoin and/or Ether cryptocurrency, and its characteristics in discussions. How-
ever, development has already produced some new solutions that try to eliminate the
perceived weaknesses of the first blockchains. Pilot projects, especially those that have
chosen public and established blockchains as their core, are also negatively marked by
the speculative nature of cryptocurrencies.

2 BLOCKCHAINS
2.1 Purpose and history of Blockchains

Blockchains' beginnings date back to the end of October 2008 when the author,
known under the pseudonym Satoshi Nakamoto - there are also assumptions that it
is a group of individuals - published a paper (Nakamoto, 2008) in which he detailed
the innovative system of electronic money Bitcoin that operates on the principle of a
peer-to-peer network and allows online payments without the need for a broker or
central authority. The first block in the chain was created on 3 January 2009, the first
transaction between two users took place on 12 January 2009, and the first purchase
of goods using this cryptocurrency took place in May of the same year (Skaza, 2020).
Many activities in the digital environment are related to the trust of central authority
(communication systems, social networks, etc.)that ourdatais being processed by ap-
proved and regulated rules. The most revolutionary novelty of the blockchain is that
it does not need a central authority to control or requlate fair cooperation between
users. Through various technological mechanisms and incentives, it convinces users to
follow the rules and play fair.

2.2 Blockchain definition

According to Lemieux (2016b), there is as of yet no generally agreed upon blockchain
definition. Often it is described as a distributed ledger that keeps a growing list of
accessible records, which are cryptographically protected againsttampering. Walport
(2016) states that blockchain is a type of database that combines records into blocks.
Each blockis chained to the next block using a cryptographic signature. The elements
of the chain can be used as a record book, which is shared by everyone with granted
rights. By adding new blocks, older blocks are more difficult to change, creating re-
sistance totampering. Blocks are replicated in copies within the nodes of the network
and any disputes about the state of the system are resolved automatically by apply-
ing agreed-upon rules. For Vitalik Buterin (2015), author of the widely used Ethere-
um blockchain, in which in addition to transactions we can also store software code,
blockchain is: “a magic computer that anyone can upload programs to and leave the
programs to self-execute, where the current and all previous states of every program
are always publicly visible, and which carries a very strong cryptoeconomically se-
cured guarantee that programsrunning onthe chain will continue to execute in exact-
ly the same way that the blockchain protocol specifies.”
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2.3 Properties and operation of Blockchains

Blockchain is technologically similar to a distributed database. Its main purpose is to re-
cord digital transactions and belongs therefore to a group of technologies also called
Distributed Ledger Technology (DLT). Data stored in a blockchain is generally distributed
between nodes in complete copies. Nodes can be personal computers, tablets, mobile
phones, or even devices of the Internet of Things. The functions of the nodes are to: veri-
fy transactions; participate in the construction of new blocks where transactions are re-
corded; keep a copy of the blockchain data and maintain a consensus of the blockchain’s
state. As a generalrule, all nodes perform all of the above tasks. There are also so-called
light nodes that do not carry out all tasks and are partly dependent on the full nodes.?

The main characteristics of the blockchain are:

e Distribution. The system consists of many equivalent nodes that are autonomous in
their operation. In this way, the whole is not dependent on a single (crucial) node
that could fail.

¢ No need for central authority. As a rule, no node is more important than the other.
The state of transactions (block data) is agreed through consensus mechanisms/al-
gorithms.

e Immutability. Each block contains hash value (fingerprint) of the contents of the pre-
vious block. Any attempt to modify data in previous blocks intentionally or uninten-
tionally isimmediately detected. Stored and linked hash values are those elements
that combine data blocks into a chain.

Several transactions are recorded within each block. Blocks can only be added, editing

isnotpossible orallowed. The headerin each block contains hash value of the header of

the previous block, a timestamp, some random (called nonce) value (if necessary for the
purpose of the consent mechanism), and data from the root block, which is of course the

only one that has no predecessorsince it represents the beginning of the chain. Figure 2

shows a simplified blockchain scheme.
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Figure 2: Simplified blockchain scheme. (Source: Bitcoin Block Data, 2020)

2 ChapterisbasedonWalport, 2016; Kostanjsek, 2017; Yaga et al, 2018 and complemented by the author
of this paper.
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A consensus mechanism (there are some variations that differin their suitability for spe-
cific purposes) assures that all transactions in the block are verified and that a new block
can be created and linked to the previous block only after the current block has reached
the required size or some other criteria (e.g. time interval) is met that is crucial in pro-
tecting the credibility and function of the chain. The nodes that perform these processes
are sometimes called miners, mints, or publishing nodes, depending on the applicable
consensus mechanism. Nodes are typically rewarded for their work, most often in the
form of a cryptocurrency, tokens, or commission that the chain charges for transactions.

Blockchain developers and researchers soon realized that the blockchain could also be
a code execution environment, not just a collection of records. The code that can be ex-
ecuted by blockchains is often referred to as smart contracts. Smart contracts are con-
tractswhose terms are written in computer language instead of legal language (Walport,
2016). The blockchain is an impartial intermediary in a distributed system that executes
such code. Smart contracts can be checked and implemented in the same way the digital
transactions are being checked. As a rule, any action carried out within the contract will
be carried out and checked by all nodes in the network. In this way, we achieve fair im-
plementation of the contracts without the need for third-party trust (Kostanjsek, 2017).

2.4 Areas of application and maturity of technology

Although blockchains have been most frequently used in the field of cryptocurrencies,

thisis notthe only area where attempts have been made to implement the technology.

We can quickly find areas where pilot projects are being launched: banking and invest-

ment sector, insurance sector, legal services, creative industries (music, film, publishing

- mainly in connection with copyright protection), energy and raw materials, transport

and logistics, ICT services, distributed storage systems, anti-counterfeiting systems,

systems to prove the existence of something at a given moment, etc. Developers focus

primarily on industries where the need for trust in a central institution may potentially
be asource of problems.
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Figure 3: Blockchain hype-cycle. (Source: Gartner, 2019)
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Gartner, one of the world's leading research and consulting company, predicts that
blockchaintechnology will have asignificant transformationalimpact on organizations'
operations overthe nextfive to tenyears. Inasurvey conducted, 60% of the Cl0 said that
they expected a certain level of acceptance of blockchain technologies over the next
three years. At the same time, they are raising concern about the lack of clear principles
in technology management and acceptance (Gartner, 2019). In Figure 3, which shows
the blockchain hype-cycle, we can see that it is past the peak of inflated expectations
and is currently located in the trough of disillusionment area, meaning that the cycle is
slowly entering the phase of understanding. The question of whether or not the block-
chain will reach the plateau of productivity and to what extent, remains open.

2.5 Blockchain typology

What most distinguishes blockchains from conventional databases is the built-in resist-
ance to erasing or altering stored records (Galiev et al, 2018). Soon after 2009, when
the first public blockchain with public permissionless access was created and served as
the basis of the Bitcoin cryptocurrency, developers also began developing blockchains
whose purpose would not solely be confined to cryptocurrencies. Depending on their
characteristics, they can be classified in a few different ways.®> Most frequently, the
discussion around blockchains had been limited to blockchains that understand the
cryptocurrency transaction as their underlying transaction, however, chains that car-
ry out token transactions have soon begun emerging. Tokens represent the right to a
service provided by the system in which the blockchain is used. From the perspective
of addressing the very principles of the operation of blockchains, this difference is not
essential (however, itisveryimportantin connection to taxation ifthe chain deals with
financial transactions) and will not be explained in more detail in this paper.

Classification according to accessibility and need for identification is also observed:

¢ |n a public blockchain access to the network of chain nodes is available to all inter-
ested users.

e |naprivate blockchain accessto the network of chain nodes is limited to certain par-
ticipants.

e Inapermissionlessblockchainthere are norestrictions ontheidentity of transaction
participants. Users may be (pseudo) anonymous.

¢ Inapermissionedblockchaintransactions canonly be carried out by identified users.

The chains also differ according to the consent-finding mechanism/algorithm. On a public
permissionless blockchain, for example, there are generally many nodes competing for
the publication of the next block in which transactions or data will be stored. A key aspect
of blockchain is the ability to determine which node will publish the next valid block. In
most public permissionless blockchains, nodes that publish a new block (space for new
transactions) are rewarded in form of cryptocurrency, tokens or they collect commissions
thatthe network can charge for each transaction. Transaction fees also solve the problem
of spamming through unnecessary or uneconomic use and protect against network over-
loading attacks. Nodes that publish a new block are rewarded for a very clear reason: the
possibility of winning rewards encourages nodes to be on-line, to be connected to the
network and to verify and validate transactions on the blockchain. This initiative is the
key reason public blockchains operate. In private or permissioned chains, this problem is
not as pronounced as it is mostly in the interest of known stakeholders that the system

3 Chapterisbased on Okada etal, 2017; Galiev et al, 2018; Lemieux, 2016b; Lemieux et al, 2019 and com-
plemented by the author of this paper.



36

BLOCKCHAINS AND E-RECORDKEEPING SYSTEMS Luka Hribar

works. Poorly involved members can be identified and appropriate action taken. The con-
sensus mechanism musttherefore solve two fundamental problems: to determine which
node has the task of creating a new block and resolve a dispute that can happenifseveral
nodes justifiably wish to publish a new block at about the same time.

Figure 4inredshows blocksthatare notvalid. Transactions located in these blocks must
be transferred or retransmitted into valid green blocks (longest chain).

Figure 4: Possible temporary state of a blockchain. (Source: Singh, 2020, adapted)

A dispute that arises in the event of a possible (in each competition two or more partic-
ipants may achieve exactly the same result without breaking the rules) simultaneous
publication of a new block is usually resolved by choosing the chain that most nodes
see as the longest. Information about the state of the system can only travel at a finite
speedsothereisadifferent perception of the state of the system. The winnerin this case
is chosen on the basis of geographical distribution or the delay of their network connec-
tions (of otherwise matched competitors). Nodes must also be able to re-submit orphan
transactions to the next applicable block.

Solving the first of the problems, thatis which node has the task of creating a new block,
is a fundamentally harder problem. For the most part, all nodes wish to get chosen and
would like to publish newer and newer blocks whether or not there is a need for them
since they want to collect the prize. As a result, developers have devised ways to prove
that the nodes are worthy of the task entrusted. The two most common algorithms are
Proof of Work (PoW), used by the Bitcoin blockchain, and Proof of Stake (PoS). The lat-
teris planned to be implemented on the second best-known blockchain, the Ethereum
blockchain, as areplacement for PoW.

Proof of work is characterized by the fact that nodes solve a mathematical puzzle
that relates to data in the transactions contained in the block (so transactions must be
checked first - to putin the necessary work). The first node to solve the puzzle can pub-
lish a new empty block and collect the prize. The algorithm also adjusts the difficulty
of the puzzle so that the addition of new blocks runs at regular intervals and at least
roughly corresponds to the current network needs to store transactions. In this way, the
excessive formation of blocks is effectively prevented. The PoW algorithm has proven to
be very reliable, however, it also has a problem with energy efficiency. Solving a diffi-
cult mathematical puzzle requires a lot of energy. Operations on the Bitcoin blockchain
are believed to consume as much energy as a medium-sized country (Vries, 2018). En-
ergy waste is an extremely effective protection against forgery of blocks. A bad actor
would have to use an enormous amount of energy to carry out a so-called 51% attack
that theoretically could interfere with past transactions in the blocks.
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Dueto energyinefficiency, developers are looking for ways to replace PoW with an ef-
fective but less energy-consuming approach. Proof of Stake is based on the idea that
the more the user invested in the system, the more likely he would want the system
to succeed, and less likely he would want to undermine it. The stake is often in the
form of a cryptocurrency or tokens, which the node sends to the system via a specific
transaction to a specific address and thus locks the stake until certain conditions are
met. The greater the stake the greater the probability that the node will be selected
as the issuer of the next block. To keep the system from giving too much advantage
to the richest, further approaches have been put in place: a random choice (with a
probability weighted according to the stake); voting in several rounds; token ageing
systems and delegate systems. Since the PoS modelis less energy-consuming thanthe
PoW model and as such spends fewer resources, some blockchains have decided that
the reward for creating new blocks can be smaller - in the form of collected transac-
tion fees only. PoS based systems are sometimes designed in such a way that all of the
available cryptocurrency or tokens are already distributed among users at the start
of the blockchain operation. This approach can also be a weakness since it can lead to
allegations of an unjustinitial division.

In addition to PoW and PoS models, developers also experiment with Proof of Author-
ity (PoA), Proof of Elapsed Time (PoET), Round-robin method and others. In private or
consortium blockchains none of these proofs have to be implemented. Stakeholders
(node owners) can mutually agree on which nodes will take over the task of new block
creation. For the most part, an impartial, fast, and computationally efficient model for
determining the nodes that issue new blocks, especially in connection to consortium
blockchains, tend to be implemented.

If we try to outline the development of blockchain technology chronologically, we can
distinguish between three generations (Franks, 2020). The first generation dealt exclu-
sively with financial transactions, whereas the second generation of blockchain tech-
nology has also become aruntime environment. Forexample, Ethereum hasintroduced
the Solidity programming language in which smart contracts are written. The third gen-
eration seeks to address interoperability issues and also introduces Blockchain as a Ser-
vice (Baas).

All the giants of the IT industry already offer BaaS. Currently, IT systems developers are
able to choose between three major platforms:

e Ethereum (public blockchain), which is the most generic platform governed by
Ethereum developers;

e Hyperledger Fabric (consortium blockchains), which is modular and governed by the
Linux Foundation;

e R3 Corda (consortium blockchains), specialized DLT platform for the financial indus-
try, governed by the enterprise software firm R3.

2.6 Blockchain standards

The standardization process of blockchain technology is at a very early stage of devel-
opment. The first proposals to initiate the process date back to 2016. First standards are
already published. The International Standards Organisation (ISO) is an independent,
non-governmentalinternational organization that develops international standards. The
main technical committee on the blockchain field (TC ISO 307) was established in 2016. It
currently has 44 participating members and 13 observers. Two standards have been re-
leased so far (ISO/TR 23244: 2020 and ISO/TR 23455: 2019) and further eight are being
developed. The International Telecommunication Union (ITU) is a specialized agency of
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the United Nations for Information and Communication Technologies. The agency's core
group on the use of distributed ledger technologies (FG DLT, 2017) was established in May
2017.0ne of the priorities of the group is the creation of an evaluation framework to sup-
port effortsto understand the strengths and weaknesses of the DLT. IEEE (Institute of Elec-
trical and Electronics Engineers), a technical expert organization for technology advance-
ment, has also launched a number of ongoing initiatives related to the development of
standards in connection to the use of blockchain technology (IEEE Blockchain, 2020).

National authorities often prepare their standards in compliance with global stand-
ards (IS0, ITU...). The US National Institute of Standards and Technology (NIST) so far
issued aninternalreport NISTR 8202 (Yaga, 2018). The reportis a concise technical re-
view, examines, and identifies a possible wider use for blockchain technologies other
than cryptocurrency.

In 2017 widespread use of the Ethereum blockchain triggered a flood of Initial Coin
Offering (1C0) to finance a wide range of projects. The Ethereum community quickly
grasped the value of interoperability and introduced several of its own standards. The
ERC-20 (Ethereum Request for Comment) documents mainly contain the rules for issu-
ing tokens in the Ethereum ecosystem. The Ethereum Enterprise Alliance also operates
within the Ethereum ecosystem and aims to develop standards-based open-source
specifications that can be trusted and applied globally.

3 DISCUSSION
3.1 Trust as the foundation of society

It was said that trustis a ‘'social bond' and society could not function without it (Lemieux
et al, 2019). Trust essentially means the ability to act without the full knowledge or
information required to act - trust fills this gap (Duranti & Rogers 2014). If we ignore
different views on the nature of trust, there is a growing global consensus that a cri-
sis of trust exists today (Barometer, 2017). In addition, many people feel decreasingly
trustingin centralized authorities in any form (MacNeil, 2011). Decentralization has also
proved to be unreliable (Collomosse et al, 2018). Blockchain technology is offered as a
solution to the global crisis of trust. However, blockchain technology does not eliminate
the need for establishing trust. Instead, it offers a new way to compensate for the lack
of information from other sources, in order to extend trust to something or someone
and act accordingly. Many believe that consensus mechanisms are a key component of
the disruptive potential of blockchain technology - trustis placed in algorithms and the
impartiality of technology (Hofman et al, 2019).

3.2 Typology of blockchain application approaches in e-recordkeeping systems

Itisimportantto determine whetherthe chainitselfissolely astorage of records orwhether
itis part of a larger system (Okada et al, 2017; Lemieux, 2017; Lemieux et al, 2019). By ana-
lyzing case studies Lemieux (2017, 2019) identified three emerging typologies of blockchain
solutions and characterized them as: mirrortype, digital record type, and tokenized type.

Mirror type: With this type, documents are not created or stored on a chain. The block-
chainisonlyinthe function ofstoring cryptographic (and other) metadata of documents
(digital fingerprints, digital signatures, etc.). The blockchain serves as a mechanism for
confirming the integrity and partly also the authenticity of documents by verifying the
equality of cryptographicdata associated withthe documents and copies of these meta-
data stored on the blockchain. It can be said that this approach mirrors current good
practices to improve the credibility of records.
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Digital record type: For this type complete documents are stored on a blockchain, not
just metadata. The blockchain must be tailored to this approach. In particular, it must
be able to store a much larger amount of data and be able to synchronize all that data
between all nodes. With this approach, we should pay great attention to the issues of
protecting sensitive data (if the blockchain network is publicly accessible) and the issue
of ownership of e-records.

Tokenized type: This is the most innovative type that is characterized by the fact that
we store records and tokens on the chain. Tokens often symbolize ownership of assets
towhichtherecords relate: e.g. land, real estate, property... With thistype, we can also
extend the usage of blockchains to products of the financial industry such as futures,
derivatives, etc.

It should be noted that the oldest and by far the most widespread blockchain, which is
the basis of the Bitcoin cryptocurrency, offers the possibility of including other types of
datarightfromthe beginning. Thisis possible by using the OP_RETURN field in the trans-
action where 40 bytes of data can be stored (Apodaca, 2017). Although this is not much,
a number of projects are using it for storing fingerprints of documents. This is particu-
larly important becauseitindicated to early developers the possible ways of expansion
and development.

3.3 Pilot projectsin the field of Archives

Projects that try to use blockchain technology in the private sector are plentiful.
CoinGecko (2020), which maintains a database of public blockchains, lists over 7.500
different blockchains covering a wide range of applications. At the national level orin
areas of publicadministrations, the attitude towards this technology is more restrained.
But according to Lemieux, et al (2019), almost every country in the world is considering
or already using blockchain technology to keep records.

ARCHANGEL is a project that explores the transition from institutional proof of trust to
a demonstration of trust by using DLT to ensure the integrity and proof of origin of the
digital records entrusted to archives. The project includes the British National Archives,
the University of Surrey, and Tim Berners-Lee's Open Data Institute.
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Figure 5: Schematic representation of the Archangel system design.
(Source: Colomosse et al, 2018)

Archangel combines the techniques of computer vision and artificial intelligence to ob-
tain fingerprints of documents entrusted to the National Archives. The prototype ver-
sion uses the Ethereum platform and smart contracts to store the hash values of stored
documents (Collomose etal, 2018; Lemieux etal, 2019). Figure 5 shows a schematicrep-
resentation of the system design.

InterPARES Trusteris a project led by researchers at the University of Zagreb that are ad-
dressing the issue of the long-term preservation of digital signatures. The problem with
the digitalsignatureis that overtime the digital certificate used in the signature expires
or the certificate issuing body ceases to exist (even time stamping does not complete-
ly solve this problem). When this happens, the signature can no longer be completely
reliably confirmed. To solve this problem, the research team proposed the TrustChain
system for long-term preservation of metadata of digitally signed documents using
blockchain technology. Any interested individual or institution may request the addi-
tion of a record to the blockchain, but only authorized nodes can enter a new record
in the chain (after confirming the validity of the document’s digital signature). In addi-
tion to cryptographic metadata, document metadata is stored in the system to facili-
tate queries. The architecture of the system is shown in Figure 6. The TrustChain system
cannot extend the lifetime of the digital certificate itself, however, it allows checks to
determine whether the signature remained unchanged from the time of entry into the
system. Thatindirectly and practically means that the signature can be trusted (because
it was verified when entering the chain). Since the digital signature contains the name
ofthe owner, it can also be used to confirm the creator/provider of the document (Brali¢
etal, 2017; Lemieux et al, 2019).
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Authors of this system are developing an update - TrustChain 2.0 - where they hope to
alleviate some of the limitations of TrustChain 1.0. The most obvious limitations of the
1.0 system are, firstly, that it can confirm the validity of digital signatures (or seals) only
iftheywerevalid and confirmed at the time they were ingested (problems with expired
certificates are already apparent in our daily lives) and, secondly, that validation of digi-
talsignatures (orseals) can only be performed by the validation node (problematic with
confidential documents) (Brali¢ et al, 2020).
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Figure 6: The architecture of the TrustChain system. (Source: Bralic et al, 2017)

3.4 Unresolved Questions

Blockchain features, such as immutableness, distribution, and a lack of need for a cen-
tral authority, can also be disadvantages when considering theiruse in relation to e-re-
cordkeeping. In the following, we will summarize and complement some of the obser-
vations gathered by Okada et al (2017), Yaga, et al (2018), and Lemieux et al (2019).
These considerations apply mainly to public blockchains. For private or consortium
blockchains, many of the following questions and concerns are unnecessary. But pri-
vate chains lose the essential characteristics they are defined by in the element of trust.
Collusion is much more likely in private blockchains. Some think (Martinus, 2019) that
private chains do not even make sense, because in such cases it is much better to use
familiar and verified approaches using traditional databases. However, there are views
that many national, regional, and academic organizations will likely choose to prefer
private, or at least consortium blockchains where roles and responsibilities are easierto
define and control (Bhatia et al, 2020).

The most obvious “weakness” of each blockchain is the inability to correct invalid data.
There are always cases where this is justifiably necessary - users make mistakes. As
existing transactions on the blockchain cannot be changed, the problem is being ad-
dressed by subsequent cancellation transactions. Such Errata needs to be actively mon-
itored, which introduces a new very complex componentinto the system. Asystem that
includes blockchains and the right to be forgotten (right to data erasure) needs to be
carefully planned ahead (Hofman et al, 2019). Data erasure can for instance also be
achieved by using smart contracts that can render required records cryptographically
inaccessible (Bhatia et al, 2020).
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With regard to immutability, it should also be made aware that in systems where en-
tire documents (not just metadata) are stored on the blockchain, they can pose a major
threat to users (Matzutt et al, 2018) if they also find unauthorized content; node owners
- each with a full copy - could be criminally prosecuted. Theoretically, every minerona
permissionless public Blockchain could be a data controller within the scope of the EU
General Data Protecting Regulation (Hofman et al, 2019).

In a distributed system of autonomous users it is very difficult to introduce changes to
protocols and to introduce updates. The nodes are autonomous and have to agree to
the changes. If there is no consensus, a chain fork (Yaga et al, 2018) occurs, when some
nodes insist on old rules and some adopt new ones. If changes are backward compat-
ible, we are talking about soft fork, if they are not, a hard fork occurs, which results in
two functioning but mutually unrelated and incompatible blockchains.

Developers andresearchers have notyetanswered the question of what happens when
all coins or tokens are mined or minted (incentive lost) or transaction commissions sud-
denly becomes prohibitively high (users can no longer afford transactions). The latter
is a frequent occurrence on public permissionless blockchains. Deadcoins.com (2020)
lists 1.928 orphan or dead blockchains. How do we reliably archive a blockchain? When
blockchain is shut down, we cannot be completely sure of its state anymore.

In systems using blockchains to store hash values, a discrepancy may develop between
the fingerprint of the document stored in the chain and the fingerprint of the document
keptin the local e-storage system. This may happen because the document in the classi-
cal e-recordkeeping system was subsequently changed oramended (perhaps justifiably).
What information will users trust? Thinking about this problem also leads us to the com-
plex and unresolved issue of legal validity and ownership of records on the blockchains.

In the case of public blockchains it is often stated that there is no central authority. That
statement is not completely accurate. Blockchain developers are connected in strong
communities and can make significant changes through technical approaches. Not all
technical changes are welcomed by all users, some can seriously impair projects that
relies on certain features of a particular blockchain. Developersin a practical sense rep-
resent a concrete representation of central authority.

An important authoritarian role is also observed in economically strong node owners
(Lemieux, 2016a), who can afford large investments in the form of energy or other re-
sources to control a large portion of active nodes. This is observed when changes on
public blockchains need to be implemented.

Anotherissue in connectionto blockchains thatis notyet well resolved is the processing
rate of transactions. In the most established blockchain, which is the foundation of the
Bitcoin cryptocurrency, new blocks are on average created every ten minutes (Median
Confirmation Time, 2020). Atransaction thatis sentinto a block, strictly cryptographical-
ly speaking, becomes valid only when the block is connected to the next one, so in this
case after ten minutes. But many users wait even longer, for multiple blocks, to harden
the cryptographic link. Improvements in later implementations of blockchains short-
ened this time. On the Ethereum blockchain the average time of a new block formation
is around twelve seconds (Ethereum Average Block Time Chart, 2020). While it is pos-
sible to expect speed improvements in this area, blockchains seem slow compared to
traditional databases where transactions are executed in a few milliseconds.

The projects created over the last few years have tried to overcome these weaknesses
and limitations through a wide variety of techniques. Developers design systems that
combine the use of public and private chains, and classic databases. Blockchains can be
interconnected, leading to systems that include side-chains and sub-chains.



BLOCKCHAINS AND E-RECORDKEEPING SYSTEMS Luk

43

4 CONCLUSIONS

Information science experts must closely monitor the development of technologies
used to create, manage, and store e-records. Over the past few decades, several such
changes have been introduced. Technical innovation, such as blockchains, can trigger
significant and long-term changes in business structures and, consequently, in the way
in which the economy and society are organized and managed. Rules in the digital
world, especially in the area of blockchains, are governed by technology and written
rulesthat can be legally assessed. In the case of systems containing elements of distrib-
uted ledgers, careful consideration should be given to this complex entanglement. As
with most new technologies, the full range of potential uses and abuses is still unclear.
Itshould be made aware that whenintroducing new information technology we do not
immediately perceive all the problems and changes that they create, leading to new
professional doubts and ambiguities (Novak, 2009). Before the full potential of block-
chains can be realized, issues of privacy, security, efficiency, and scalability will have to
be resolved and legal problems addressed.

Any serious implementation of blockchains into the e-recordkeeping system will there-
fore require compliance with guidelines, recommendations and standards. Lemieux
points out (2019) that the first analysis of the designs of different blockchain systems
indicates that they do not meet archival standards. Researchers have already noted in
2016 that claims related to the use of blockchain technology to store e-records are in
many cases exaggerated (Lemieux, 2016b). Lemieux also emphasizes that thereis little
awareness in blockchain development communities regarding archival requirements
and standards.

A report by the National Institute of Standardization and Technology (Yaga et al, 2018)
states that all too often organizations try to adapt the problem so that it could fitin the
blockchain technological paradigm, rather than treating blockchains in the same way
as any other technological solution available at the moment. Yaga et al (2018) further
states that the introduction of blockchains is most meaningful in systems where: there
are many participants who do not wish to trust central authority; the nature of the inter-
actions between them is transactional with assets that are limited (money, securities,
virtualized representations of physical goods or intellectual property...); an impartial
and automated mechanism forresolving ownership disputesisrequired; there is a need
for monitoring real-time transactions and transfer them to permanent storage.

Human society has changed dramatically in recent decades; socially, politically, and
economically. These changes are also due to phenomena such as participatory culture,
peer-to-peer networks, and trust through computing (Findlay, 2017). The emergence of
a technological paradigm such as blockchain is of no surprise. Blockchains are entering
information systems of many industries, sometimes complementing existing solutions,
sometimes trying to replace them. The first models (Peck 2017; Wiist & Gervais, 2017;
ACT-IAC, 2017; Chand, 2018; Hochstein, 2018; ACT-IAC, 2019; Franks, 2020) that help de-
velopers of IT solutions to decide when/if and what type of blockchain to use are also
emerging. Itwould be advisable to continue intensive workin orderto understand what
is at stake in the transformation that is taking place. Moreover, research on the knowl-
edge and acceptance of blockchain technology by the general and professional public
hasnotyetbeenfullyinvestigated, especially with regard to issues thatgo beyond cryp-
tocurrency. Institutions that are considering to implement blockchain technology as an
element of their e-recordkeeping systems should state their requirements towards DLT
developers as early as possible (Bhatia et al, 2020).



44

BLOCKCHAINS AND E-RECORDKEEPING SYSTEMS Luka Hriba

Accumulation and dissemination of knowledge is one of the fundamental activities of
archival science (Novak, 2010), which is a highly complex, interdisciplinary, and multi-
disciplinary field (Semli¢ Rajh et al, 2013). The study of blockchains touches on archival
theory, practice, and techniques. In the paper on the study of archival science Klasinc
(2011) notes that archivists will not be able to avoid intensive encounters with the the-
ory and practice of information science.
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