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Abstract
Focusing on security education, this paper describes an e-learning environment that ha s been constructed to increase information 
security avvareness among employees of a Finnish telecommunications company. The system has already entered the testing phase, 
and the preliminary results are interesting - and somevvhat unexpected: the designers' assumptions about the current knovvledge 
level turned out to be to o high. On the other hand, the design principle, based on making the components of the system as simple 
as possible, seems to have produced a system that delivers both functionality and stability.
Keywords: e-Learning, information security, information security avvareness.

Povzetek
E-izobraževanje na področju varnosti podatkov - od prakse do teorije
Članek opisuje okolje za e-izobraževanje, ki smo ga razvili, da bi dosegli večjo ozaveščenost o problematiki varovanja podatkov med 
zaposlenimi neke finske telekomunikacijske firme. Sistem je že v fazi preizkušanja, prvi rezultati pa so zanimivi, vendar nekoliko 
nepričakovani: izkazalo se je namreč, da so razvijalci predpostavljali, da je raven znanja višja, kot je v resnici bila. Po drugi strani pa 
je osnovni pristop, ki temelji na kar se da enostavnih komponentah, pripeljal do sistema, ki je hkrati funkcionalen in stabilen. 
Ključne besede: e-izobraževanje, varnost podatkov, ozaveščenost o varnosti podatkov.

1 Introduction
This paper discusses an e-learning based information secu- 

rity project carried out by a small organisation in the tele- 
communication Service sector. Interestingly, the organisation 

has outsourced ali softuvare development uvork. Ali 500 em- 
ployees on the payroll, mostly technically-oriented specia- 
lists, have the basic information processing skills reguired 

by their johs, bot only a feuv have a broader enperience of the 

information Sciences.

In a small organisation, it is relatively easy to con- 
struct a learning environment and test its functionali- 
ty in practice. To be useful, the environment must be 
built in close collaboration with the intended users, 
i.e., the environment and its contents must be based 
on their opinions and experiences and meet their 
practical needs. In the present čase, an extensive sur- 
vey was conducted to fin d out the employees' vvish- 
es and needs rega rdi ng the environment [13].

Experiences gathered during this project form the 
basis for its adaptation to the university setting. The 
arrangement is advantageous, because development

vvork in a small organisation is fairly flexible, and ex- 
periences accumulate quickly. Universities, on the 
other hand, although constituting open learning en- 
vironments, tend to suffer from a higher degree of 
bureaucracy, which may affect the design or imple- 
mentation of the learning environment. Thus, a trial 
system tested in practice is an essential resource for 
planners and constructors [6].

The topič area, information security, was selected 
as it is rapidly becoming a key issue for businesses, in- 
stitutes of education and society at large. Traditional- 
ly, the highlight has been on the technical aspects of 
information security, but during the past few years, 
human and organisational aspects have assumed an 
increasingly prominent role in discussions on securi- 
ty [1,2, 3, 4,19, 20, 21].

E-learning based information security education 
strives to raise the avvareness level of ali emp!oyees. 
The aim is to equip them vvith the necessary skills and 
knovvledge to meet the challenges that they may have 
to face in their everyday vvork [12].

2004 - številka 4 - letnik XII UPORABNA INFORMATIKA 199



Jorma Kajava, Rauno Varonen: Information Security e-Learning - from Practice to Theory

The ultimate purpose of this paper is exploring the 
use of an electronic learning environment to enhance 
information security avvareness.

2 Methods and techniques used
This study was carried out in the target organisation 
in 2002. The immediate goal was to investigate the 
information security knovvledge of the employees by 
means of questionnaires and intervievvs. The results 
were then used to create an educational programme 
to correct the perceived vveaknesses. As teaching ma­
terial, the programme utilised various organisational 
guidelines complemented by educational materials 
compiled at the University of Oulu.

In addition to the actual learning environment and 
its contents, the organisation has also implemented an 
automatic online assignment sheet for tracking and 
monitoring learning. This form was designed to auto- 
mate the learning process such that anyone who pos- 
sessed the necessary skills and knovvledge, could take 
the test and - on successful completion - be automat- 
ically exempted from having to go through the learn­
ing material. The system automatically handles regis- 
tration and also updates registry files, vvhen students 
pass the test. In essence, the environment enables 
company employees to study at their ovvn pace. VVhat 
it stili lacks is a revvarding system for employees vvho 
receive a good grade [14].

Research tends to progress from theory to practice. 
Having become familiar vvith information security 
from various perspectives including the user and end- 
user perspectives, vve decided to go the other way - 
from practice to theory. Our starting point vvas that, 
vvithin information security, relevant knovvledge usu- 
ally resides vvithin the organisation in question. VVhat 
an outsider, such as a consultant, can contribute is a 
model or a general framevvork for exploring, enhanc- 
ing and utilising this knovvledge. On this vievv, perti- 
nent information that is possessed by company em- 
ployees is collected and analysed by an outside con­
sultant vvho introduces a theoretical framevvork for 
analysis and may also assist in the utilisation of the 
results of such analysis.

The practice to theory approach is also supported 
by the fact that ali information security events com- 
prise a variety of aspects, some of vvhich are strongly 
in relief, vvhile others can best be described as vveak 
signals. Even these can be taken into account thanks 
to the increased computing povver of modern com-

puters, vvhich allovvs the unique features of each in­
formation security incident to be analysed in detail.

This study investigated the information security 
knovvledge of different employee groups using a 
semi-structured theme intervievv. At the same time, 
vve vvere able to establish vvhich areas of information 
security knovvledge needed improvement. This infor­
mation formed the foundation for the design of the e- 
learning programme.

Hovvever, before delving into these issues, let us first 
discuss information security avvareness in general.

3 Information securih/ avvareness
On the basis of a series of practical studies, vve have 
come to the conclusion that there are several stages in 
hovv people respond to avvareness. It seems that there 
are three stages of avvareness that should be taken 
into account. We maintain that these stages constitute 
an implication relation, vvhere - vvithin practically 
every organisation - there are people at every stage, 
and the success of IT security avvareness correlates 
vvith progress tovvard the next stage. The stages of IT 
security avvareness are [7, 8, 9,12, 22, 23]:
(ii) dravving people's attention to security issues,
(iii) vvinning user acceptance,
(iv) getting users to learn and internalise the neces- 

sary information security activities.
The first stage includes dravving people's attention 

to information security-related issues and trying to 
catch their interest. The second stage involves user 
acceptance; having attracted the end-users' attention, 
it is important to get them to accept the organisational 
IT security policy. Finally, at the third stage, the end- 
users should have internalised the instructions they 
have received during their security-related education 
and should take corrective measures in accordance 
vvith the security policy. In this paper, the term 'avvare­
ness' includes ali the aspects mentioned above.

IT security avvareness should be comprehensive, 
vvell-organised and systematically executed from the 
start. In addition, the efficiency of ali actions should 
be measured to ensure the on-going development of 
the organisational IT security avvareness programme. 
As for our ovvn IT security avvareness programme in 
the university environment, vve have come to the re- 
alisation that a vvide range of tools and methods are 
necessary to implement security avvareness for diffe­
rent people in different environments and at different 
stages of avvareness. Security education is needed to
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convince every user of the importance of following 
guidelines and to make them avvare of the conse- 
quences of intentional violations of information secu- 
rity. Education is also needed to ensure that the achie- 
ved level of avvareness (as defined above) vvill be 
maintained. Various avvareness raising methods, such 
as campaigning and the so-called Hammer theory, are 
needed to provide incentives for end-users and to re- 
fresh the importance of these factors in the minds of 
people. And finally, avvareness, comprising education 
and training, should ensure that people internalise 
security guidelines and abide by them in their daily 
vvork.

The avvareness programme of any industrial or- 
ganisation should follovv the framevvork developed in 
Reference [7, 8]:
(i) Identify programme scope, goals and objectives.
(ii) Identify training staff.
(iii) Identify target audiences.
(iv) Motivate management and employees.
(v) Administer the programme.
(vi) Maintain the programme.
(vii) Evaluate the programme.

The avvareness programme should be targeted for 
at least four different groups. These are: top manage­
ment, IS management, end-users and IT/IS specialists. 
Of course, there is no exact formal classification for 
these groups and, as a result, the end-user group, for 
example, remains relatively vague.

The IT security avvareness programme should be 
implemented at ali levels of the organisation, starting 
from the top management, vvho should be made 
avvare of the need to establish and maintain an organ- 
isational security policy [7]. Then comes the creation 
of a security model including IT security policies, the 
allocation of responsibilities, etc. IT security avvareness 
programmes are essential in keeping users in the "se- 
curity team" and in ensuring the overall success of the 
organisation's security strategy. Ali evidence shovvs 
that to function satisfactorily, a security programme 
must find support in ali parts of the organisation. 
Moreover, the top management has to accept the se- 
curity policy vvhole-heartedly and allocate resources 
and appropriate financial support accordingly. As 
stated earlier, the effectiveness of the measures taken 
during an avvareness programme should be evaluat- 
ed as objectively as possible. The problem is that most 
organisations do not provide feedback or measure the 
success of their IT security avvareness programme.

The security management should react to feedback 
and consider necessary improvements. Feedback 
should be based on organisational and end-user 
vievvpoints and on the established results of particu- 
lar security measures (8).

4 Securitv iearning
Understanding information security issues from the 
technical point of vievv is an advantage that employ- 
ees of the čase company have [10, 15]. Nevertheless, 
since they do not have a vvider perspective on other 
aspects of security, such as organisational or end-user 
related issues, they need information security training 
[11]. The problem is that, being small, the company 
does not have the resources to allovv its personnel to 
take time off from vvork to participate in security 
training [16]. This paper seeks to ansvver the question 
of vvhat technical tools the company could use in this 
situation.

One solution is to resort to e-learning and con- 
struct an online Iearning environment. Many e-learn­
ing environments are realized by long distance net- 
vvorks, via the Internet, but our solution was to build 
an intranet-based environment, vvithin the company 
netvvork. Most e-learning Solutions consist of very 
sophisticated and complicated systems, filled vvith 
content that is more entertainment than vvork-orient- 
ed, but vve proposed a solution that is both simple and 
practical.

In the long run, the project reported here aims to 
develop a five-level solution consisting of different 
guidelines custom-tailored for different groups. At the 
first stage of this research, the focus is on guidelines 
that apply to ali user groups. First, a questionnaire on 
currently prevalent practices is sent to every group. 
Then, having analyzed the results, the most important 
guidelines are collected for organisational use using 
the e-learning environment. It is important that these 
guidelines are easy to understand and follovv - and it 
vvould not hurt if they vvere presented in a humorous 
vvay [18].

In addition, it is vital that the information securi- 
ty education programme is automated and computer- 
supported as vvell as transportable to different envi­
ronments, including those based on older systems. As 
a result, the e-learning environment can be transport- 
ed to other organisations vvorking in the same field. 
Moreover, as the basic guidelines pose no problems 
for employees vvith a deeper knovvledge of the sub-
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ject, they must have the option of going directly to the 
test part, vvithout having to trudge through the entire 
program me.

5 Requirements for the learning enuironment
The starting point for this project vvas the fact the or- 
ganisation under study is a profit-seeking commercial 
enterprise. Aiming at improving the security level of 
this organisation, the project also offers it a competi- 
tive edge through the provision of more secure tele- 
communication Services. Technical Solutions, al- 
though constituting the foundation of security, are 
insufficient and must be incorporated into a vvider 
approach.

In a drive to promote Information security across 
the organisation, the company initiated the e-learning 
project reported here. It seeks to find new, cost-effec- 
tive, ways of offering security education to company 
employees. A guiding principle is this undertaking is 
that the education offered must be meaningful and 
immediately relevant to the employees.

In carrying out their everyday tasks, people tend 
to plače a high value on usability, sometimes at the 
expense of security. Sadly enough, the significance of 
Information security is often realized only after some 
mishap occurs.

Another balancing act is frequently observed in the 
context of e-learning [13]. Striving tovvard a more ex- 
citing and entertaining approach, educators some­
times lose sight of their original purpose, and become 
entertainers rather than educators. From the organi- 
sational vievvpoint, the crucial question is vvhich is 
more beneficial for the functionality of the organisa­
tion: a learning environment that is highly enjoyable 
or a learning environment that is highly usahle and 
functional [5]?

The organisation under study here has posed a 
number of requirements for its new e-learning pro- 
gramme. For a start, it has to run on ali Computer plat- 
forms used vvithin the company. In terms of structure, 
it has to be sufficiently simple to be reliable in ali en- 
vironments (16, 17).

6 Presentation and learning
Creating a multimedia e-learning environment re- 
quires not only technical and content-related exper- 
tise, but also a pedagogical advisor. Chief among the 
tasks of this advisor is to devise ways of presenting 
learning materials in a manner that enables learners

to assimilate new knovvledge into their previous 
knovvledge structures - and thereby understand what 
they have learned. Another function of the pedagog­
ical advisor is to take account of different learning 
strategies and styles to maximise individual learning 
results. If no such advisor is available, and the design 
of learning materials if left to technical experts, for 
example, the various multimedia elements may have 
more entertainment than educational value [18].

Ali learners have their own learning strategies. Part 
of each individual's learning strategy is their learning 
style, vvhich is an essential element of the learning pro- 
cess. VVe ali have our own strengths, vvhich we rely on 
vvhen processing information. Some people are charac- 
terised as holistic, vvhile others are best described as 
analytic learners. The difference lies in the way they 
tend approach a task; holistic learners immediately 
strive for the big picture, vvhereas analytically-orient- 
ed learners favour a piecemeal approach.

Content
-Expert of Discipline

Entertainment 
-Technical Expert

Visual Character 
-Pedagogical Expert

Minimum Learning 
-Comfort

Maximum Learning 
-Understanding 
-Comprehension

Figure 1 e-learning and multimedia.

Also our senses play an important part in the 
learning process. VVe receive and process information 
on the basis of our Vision, hearing, tactile or kinetic 
sense. As a result, vve have preferences as to hovv vve 
vvant learning materials to be presented to us, hovv vve 
vvant to see, hear, feel or experience the materials. 
Schools depend heavily on Vision and hearing, at the 
expense of pupils vvho learn better by doing things, 
for instance. Some learners remember things as imag- 
es, others as stories. A third group consists of learners 
vvho like to try things out through trial and error. Ki- 
netically-oriented persons may memorise a telephone 
number or a melody, for example, as a sequence of 
finger movements, and learn certain things best vvhile 
jogging or biking. Some people prefer to discuss 
things vvith other people, others teach themselves by
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talking aloud. Most people have one or more pre- 
ferred senses for receiving and processing Information 
[16].

Learning styles based solely on one way of learn- 
ing are very uncommon, as most people have their 
own learning strategies based on their strengths, hab- 
its and preferences. Consequently, a learning environ- 
ment catering a large target group must be designed 
to accommodate a range of approaches and styles.

7 Significance of automated learning enuironment 
to the system

The purpose of the e-learning project was to construct 
a learning environment that does not require any ad- 
ditional hardvvare or software. In addition, the envi­
ronment must be accessible from ali workstations 
vvithin the organisation [17].

For best possible functionality, the adopted solu- 
tion seeks to minimise the effects of features that ex- 
ist solely to increase the entertainment value of the 
environment. A major concern was the fact that an 
increased degree of automation inevitably leads to 
larger program code vvhich, in turn, poses a threat to 
the stability and functionality of the entire system.

These two basic requirements, accessibility and full 
functionality from ali vvorkstations, relate to the lev- 
els of programming languages. It is a vvell-established 
truth that the lovver the level of the used language, the 
faster the code and the smaller the memory require- 
ment. Such code is also more secure. Nevertheless, 
implementing any system involves a compromise be- 
tween automation and reliability, but the old adage 
"small is beautiful" is vvell worth bearing in mind.

8 Essential results
When we set out to design the e-learning environ­
ment, it vvas assumed that the basic Information secu- 
rity guidelines of the organisation vvould be vvell- 
known by ali employees. Therefore, it was a quite a 
revelation when the first tests in January 2004 indicat- 
ed that some of the supposedly simple questions 
proved very hard to ansvver satisfactorily.

It was also revealed by the theme interviews that 
a great number of employees had no clear under- 
standing of what information security is. AH employ- 
ee groups tended to describe it in terms of individual 
or isolated components. Moreover, about half of the 
intervievvees could not explain in vvhat ways informa­
tion security issues would be relevant to their work.

This shows that security education should start by 
breaking down the definition of information security 
and analysing hovv it affects everyday work.

Feedback relating to the use of the e-learning sys- 
tem vvas mainly concerned vvith its technical imple- 
mentation. Typical comments include "it is slovv" and 
"it takes a long time to start". Generally, the learners 
either vvanted the multimedia components to load 
quicker or they vvanted more functionality, including 
muting or resolution changes on the fly.

The actual content matter of the programme vvas 
not commented on. VVhat little feedback vvas received 
indicated that the intended practical approach vvas 
appreciated and that the learning topics vvere experi- 
enced as having a practical value. This relative lack of 
feedback may be explained by the fact that the learn­
ers did not have any expectations as to the content 
matter, since they vvere unfamiliar vvith the subject. 
Also, the design of content may have been better than 
the technical implementation. In general, the e-learn­
ing system vvas described as an interesting novelty 
and a number of learners indicated an interest to par- 
ticipate in similar training on other topics as vvell. 
With an average of 5 - 6 hours, many learners stated 
that they had used less time than expected on the 
tasks [6].

Measuring information security avvareness is a dif- 
ficult undertaking. One vvay of approaching it is to 
observe employees vvhile they are vvorking to estab- 
lish the degree to vvhich they follovv the given guide­
lines. Hovvever, this study investigated the topič 
through an intervievv conducted among the learners. 
These intervievvs started by exploring hovv the learn­
ers understood the concept of information security 
vvhich, after ali, constitutes the foundation of informa­
tion security avvareness. The latter term refers to hovv 
vvell employees and members of society understand 
various information security threats and the related 
responsibilities. The results shovv that a high level of 
avvareness has been achieved vvhen ali personnel un­
derstand the meaning of information security in its 
full extent and apply this knovvledge in their vvork [6]. 
In addition, personnel must also be able to identify 
and manage a range of information security threats. 
Finally, they must also knovv vvhat to do to avert these 
threats.

This bring us to the critical question: is it possible 
to achieve this goal using an online learning environ­
ment?
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Answering that question involves separating two 
different kinds of responsibility. Technical issues and 
softvvare concerns should be tackled by hardware and 
software manufacturers, vvhile issues relating to users 
and organisations are the province of education and 
are best dealt with by universities. It then follovvs that 
universities have the responsibility to define the struc- 
ture and content of information security studies. In a 
very broad sense, this involves taking responsibility 
for ensuring the vvellbeing of future society/ which is 
highly dependent or communication and computers.

9 Conclusions
This paper discussed an e-learning environment for 
information security education, designed and con- 
structed by a small Finnish telecommunications com- 
pany. The experiences gathered so far indicate that 
the implementation of an extensive learning system of 
this kind must be based on simple Solutions that min- 
imise system load.

It became clear during this study that, to be suc- 
cessful, e-learning requires that the designers and tu- 
tors are familiar with the learners' needs and learning 
styles. Diverse ways of presenting the learning mate- 
rials makes it easier for individuals vvith different 
learning styles to take in the information. VVhat ren- 
ders the entire task more challenging is that the con­
tent matter of information security is often fairly ab- 
stract, highlighting the importance of careful design 
and presentation. The education offered must provide 
a range of possibilities for interaction, because the 
chosen medium, online teaching, markedly lessens 
personal contact among teachers and learners. Other 
important aspect include the provision of support to 
the learners and ways of creating an inspiring atmo- 
sphere conducive to learning. Feedback provided by 
the teacher is an integral part of learning, and its role 
is even more important in online teaching, vvhere 
studies are usually conducted in (relative) isolation 
from other learners. Time must also be allocated to 
electronic communication betvveen the participants. 
And finally, attention must also be given to develop- 
ing the proficiency of the teachers and promoting 
their interaction.

An interesting - and quite unexpected - finding 
vvas that the planners' assumptions about the level of 
security knowledge among company employees vvas 
fairly lovv. In the information age, every Citizen should 
have a basic understanding of information security,

othervvise they vvill be vveak links in the chain, vulner- 
abilities that can be exploited. Increasing the level of 
security knovvledge necessitates the implementation 
of various kinds of information security avvareness 
programmes, an example of vvhich is provided by the 
e-learning environment described here.
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