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Background/Purpose: Maintaining a balance between security and a positive user experience in mobile and In-
ternet banking is becoming increasingly difficult for the providers of banking services. The goal of our research is to
analyse user opinions about the current situation: how users perceive security and how the authentication methods
they are using affect user experience.

Methodology: Data were collected using an online survey among the users of 15 banks operating in Slovenia, and
statistical methods were applied to analyse them. Results of the users’ study were evaluated and commented by a
limited number of interviewed banking security experts.

Results: The results indicate that the use of mobile banking in Slovenia is relatively low, as only 30 percent of respon-
dents use mobile banking along with Internet banking. Slovenian users perceive security to be the most important
factor in mobile and online banking, closely followed by reliability. We also verified whether the users knew which au-
thentication methods they were using: 69% of respondents selected the correct authentication method. The opinion
of 88% of respondents was that authentication methods do not limit them when using mobile and Internet banking.
Results of the study of user’s opinions did not surprise the experts, although experts’ views about the balance be-
tween security and usability diverged considerably.

Conclusion: Our results indicate that, in Slovenia, users of the Internet and mobile banking services regard security
to be the most important element in mobile or Internet banking and find user experience less important while they
absolutely do want products that are easy to use.
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1 Introduction the product and the user experience are becoming increas-
ingly important. The UXPA (User Experience Professional
Association), referring to the international standard ISO
9241-11, defines usability as “the extent to which a product
can be used by specified users to achieve specified goals
with effectiveness, efficiency and satisfaction in a specified

Internet and mobile banking are part of a broader range of
banking services, under the term of “electronic banking”.
The ever wider use of mobile commerce has led to the de-

velopment of various applications that offer the user easy context of use”'. The ISO 9241-210 international standard
access to information and made it possible for the user to defines customer experience as “a person’s perceptions
carry out various actions at all times. The usefulness of and responses that result from the use or anticipated use of

1* This article is the revised and expanded text of the paper presented at 35th International Conference on Organizational Sci-
ence Development “Sustainable Organization” (http://fov.uni-mb.si/konferenca/archive-of-past-conferences/2016/), which was
held 16th—18th March 2016 in Portoroz, Slovenia.

1 Source: http://uxpa.org/resources/definitions-user-experience-and-usability, 2015
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a product, system or service?”. The definition further states
that “user experience (UX) involves a person’s emotions
about using a particular product, system or service. User
experience highlights the experiential, affective, meaning-
ful and valuable aspects of human-computer interaction
and product ownership. Additionally, it includes a person’s
perceptions of the practical aspects such as utility, ease of
use and efficiency of the system.”

With the development and availability of different ap-
plications, users are becoming increasingly demanding re-
garding Internet and mobile banking. Thus, the search for
the best possible user experience is becoming more impor-
tant. One of the greatest obstacles to better user experience
is the need to provide and maintain a high level of security
and privacy in Internet and mobile banking.

Internet and mobile banking applications provide a
particularly interesting target for various abuses and intru-
sions. Therefore, banks must pay special attention to the
security of these applications. In most cases, the provision
of security affects the ease of use of an application, which
is one of the main criteria of customer satisfaction (Liao &
Cheung, 2008; Lee, Moon, Kim & Yi, 2015).

Historically, the majority of Slovenian banks have
tended to use security features that provided maximum
security. These security features are, in most cases, quite
rigid and restrict the users from conducting transactions.
Complex and demanding security features otherwise may
give good protection against external intrusions, while se-
verely hindering users during normal communication via
the Internet or mobile bank, and thereby jeopardize internal
security. Complex security procedures promote poor secu-
rity habits of users, such as writing down passwords and
procedures to access their accounts, which may invalidate
the security measures prescribed to the users by the bank
(French 2012). Ensuring a balance between the security of
Internet and mobile banking applications and a better user
experience is becoming an increasingly demanding task
for providers of Internet and mobile banking.

Therefore, we decided to investigate how the security
features applied by banks affect the user experience. In the
literature, we can find numerous studies that investigated
user satisfaction in a broader context, but only a few stud-
ies deal with the impact of applied security features on cus-
tomer satisfaction. Therefore, we focused on the security
aspects of using Internet and mobile banking.

The purpose of this paper is to explore how Internet
and mobile banking users in Slovenia perceive the security
provided by the security features used by Slovenian banks.
Does the use of these elements interfere with or restrict
the use of Internet and mobile banking? How important is
security to users of Internet and mobile banking?

2 Source: https://en.wikipedia.org/wiki/User_experience, 2015
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2 Literature review

In recent years, a growing number of institutions have be-
come engaged in Internet and mobile banking security. In
2013, the European Central Bank (ECB, 2013) published
a directive with 14 guidelines to ensure the security of In-
ternet payments, with February 1, 2015 as the deadline for
their introduction. The document states that the payment
service provider must implement a high level of authen-
tication for the implementation of Internet payments and
for access to sensitive banking data. A high level of au-
thentication is defined as a process of authentication that
uses elements from two or more of the following three cat-
egories: something a user knows (e.g. a password), some-
thing the user has (e.g. mobile phone, smart card, etc.), and
something that the user is (biometrics, such as fingerprints,
retina or iris scans, etc.). With this ECB directive, banks
in Europe are required to introduce additional security
features that can be expected to have a mainly negative
impact on the user experience.

When reviewing the literature, we found many stud-
ies conducted in different countries and in quite different
ways. They examined user satisfaction with e-banking and
the adoption of Internet and mobile banking from different
perspectives. For example, Nasri and Cherfeddine (2012)
used the information technology acceptance model (TAM)
and the theory of planned behaviour (TPB) to investi-
gate the acceptance of Internet banking in Tunisia. They
emphasized that it is very important that banks develop
a technology that is easy to use, while also putting great
emphasis on security and privacy. Tella and Abdulmumin
(2015) studied users’ satisfaction with an e-payment sys-
tem in a specific environment (university). Koo, Watti and
Chung (2014) extended DeLone and McLean’s IS success
model to electronic banking, adding trust as a success var-
iable. They tested the model by comparing Internet and
mobile banking in Indonesia.

In a study of the use and acceptance of Internet bank-
ing in Pakistan, the authors similarly conclude that per-
ceived usefulness and security have a major impact on the
adoption of Internet and mobile banking; but when the us-
ers get used to the technology and begin regularly to use
e-banking, their satisfaction is mostly determined by the
ease of use and usefulness (Mashari et al., 2014). Li¢ba-
na-Cabanillas, Mufioz-Leiva and Rejon-Guardia (2013)
analyse the relationship between the main determinants
of the TAM model (accessibility, user confidence, ease of
use, usefulness) and satisfaction of users of Internet bank-
ing. They point out that both the usefulness and ease of
access to banking applications and data - the main determi-
nant of TAM model - directly affect customer satisfaction.

Investigating mobile banking adoption among young
people (e.g. students), Akturan and Tezcan (2012) ob-
served that perceived usefulness, social risk, performance
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risk and potential benefit directly affect attitudes towards
mobile banking. Some recent research focuses on user
satisfaction, but it does not include security as one of the
determinants of customer satisfaction, and focuses, for ex-
ample, on the impact of accessibility, trust and ease of use
on the satisfaction of Internet banking users (e.g. Li¢ba-
na-Cabanillas, Mufioz- Leiva and Rejon-Guardia, 2013),
or the impact of simplicity and interactivity on usability
and user satisfaction (e.g. Lee et al., 2015).

The supervision of the risks of online banking is a
much more important factor than providing its benefits is.
Because it is much harder to provide risk-free online trans-
action environments than benefits for customers, online
banking should look for strategies to reduce the risks to
the prospective clients, which will help inspire their confi-
dence (Lee 2009). Similar conclusions were also reached
by Cheng, Lam and Yeung (2006), as they pointed out that
in addition to the perception of usefulness, the perception
of Internet security has a direct impact on the end use of
Internet banking. In the beginning, most of these studies
paid no specific attention to security and trust, but the re-
sults of their studies highlighted the issue of security. Only
a few investigations have directly addressed the impact of
security features on customer satisfaction.

Krol, Philippou, De Cristofaro and Sasse (2015) have
studied the impact of two-level authentication on user ex-
perience in British banks. Test users have expressed much
frustration about providing additional information when
using online banking, in particular, they did not like to use
one-time passwords (OTP) with devices (hardware token).
Considering the diversity of the users’ abilities, needs and
preferences, they suggest that banks offer customers var-
ious options for two-level authentication. Furthermore,
users complained about the number of steps required for
authentication, so the authors suggested that banks careful-
ly eliminate all the steps that do not provide real security.

The authors suggest the introduction of a number of
different options for additional authentication, such as the
replacement of one-time passwords on dedicated devices
with SMS one-time passwords, or OTPs generated by ap-
plications on smartphones. From the user’s point of view,
this is interesting and desirable, but does have some draw-
backs. Additional authentication can also be very expen-
sive for the banks, because it requires the parallel mainte-
nance of several products. In contrast, a user might be even
more confused, because he or she has to make the choice
of products, even though he or she might not understand
what the consequences of the choice are. Moreover, not
all of the proposed alternatives provide the same level of
security.

Yoon and Occeila (2014) investigated the interactions
between security and usability and ease of use for mobile
banking. Their empirical study, which was conducted in
the USA, showed that both the security and the perceived
usefulness and perceived ease of use have a significant

impact on the use of mobile banking: although many us-
ers perceive the risk of using e-commerce and specifically
e-banking, they are willing to use these electronic channels
because of their ease of use and their usability.

Banks use diverse security features and combina-
tions of them; however, identification mechanisms are not
standardized. Choubey and Choubey (2013) analysed the
authentication procedures and other security features used
by major banks in seven English-speaking countries. Their
study revealed that banks use very different approaches
to security, from simple username and password to fairly
complex structures with one-time passwords generated by
an external device. This diversity can be problematic for
users when they want to change banks, or when they are
doing business with several banks.

Therefore, these authors suggest the standardization
of the security mechanisms used by banks. Regarding se-
curity, standardization would facilitate the development
of interfaces that would be better protected against intru-
sions by phishing; it would also be easier to upgrade the
standards, and to achieve better protection against different
mechanisms of intrusion. Based on an analysis of identifi-
cation of the mechanisms the online and mobile banking,
Choubey and Choubey (2013) propose a unification of
these mechanisms, to facilitate the use of banking servic-
es, and to find the optimal mechanism and ways for its
standardization.

3 Methodology

Based on the literature review and Internet/mobile bank-
ing market analysis, we prepared a survey questionnaire.
The first part of the questionnaire included demographic
questions, and questions about respondents’ habits when
using online and mobile banking. Our aim is to examine
how users perceive security, to what extent they are fa-
miliar with the security features they use, and how these
features hinder their transactions. By analyzing what se-
curity features and the combinations thereof are provid-
ed by the banks that are active on the Slovenian market,
we prepared a list of all the security elements used by the
banks. Respondents were asked to specify which bank or
banks they are using, what security features they use, and
how these security features impact or hinder their use of
Internet and mobile banking. We also compared the secu-
rity features selected by respondents with security features
used by their banks. Additionally, we measured users’ gen-
eral attitude towards mobile and online banking and any
preference between the two. Nasri and Cherfeddine (2012)
and Cheng, Lam and Yeung (2006) asked similar questions
in their empirical research on the factors that influence the
use of Internet banking.

Liao and Cheung (2008) in their analysis identified six
attributes of quality service that can be mapped to online
banking: usefulness, ease of use, reliability, security, re-
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sponsiveness and implementation of changes. Our survey
questionnaire presented these attributes to respondents and
asked them to rate their importance using a five-point Lik-
ert scale.

Most of the questions in the survey questionnaire were
the closed-end type. The survey was prepared via an online
service. To obtain the widest possible range of respons-
es from customers of different banks, we used e-mail and
social networks such as Facebook to distribute the ques-
tionnaire; we also asked friends and acquaintances for
help when communicating the questionnaire to potential
respondents. The collected data were then analyzed using
statistical methods.

Data provided by the users was consolidated and pre-
sented to a limited number of banking security experts.
Structured interview was used to collects experts’ opinions
and their comments.

4 Results

One hundred-and-one (101) respondents returned a com-
pletely filled questionnaire: 15 (15%) of them did not use
Internet or mobile banking and were therefore, eliminated
from further analysis. Data from the remaining 86 ques-
tionnaires were further analysed. Table 1 shows the de-
mographic data of the respondents, which illustrates the
diversity of the population. For each demographic data el-
ement, except for gender, minor deviations from the over-
all population characteristics are evident. The age structure
shows a very small percentage of the youngest and oldest
respondents. Before their first employment, young peo-
ple do not have much need to use banking services, while
older people sometimes avoid using technology and stick
with the traditional way of doing business with their banks.
The educational structure of respondents reveals that very
few respondents finished only primary or vocational edu-
cation. Compared to the educational structure in Slovenia,
published by the Statistical Office of Slovenia (SURS), a
relatively larger percentage of respondents have at least

Table 1: Demographic data

Gender male 43%
female 57%

Age Up to 24 1%
25to 34 44%

35to 44 24%

45 to 54 14%

55 to 64 13%

65 or more 3%

Education Elementary School 1%
Three-year professional education 1%

Middle School 26%

Associate degree 34%

University degree 29%

Master degree, Doctorate 9%

Occupation Student 6%
Unemployed 6%

Retired 8%

Employed 64%

Self-employed 13%

Manager/Company owner 3%

Very limited 0%

Computer knowledge — Basic 30%
self-assessment Advanced 48%
Expert 22%
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upper secondary education in comparison to the general
population.

Most users of online and mobile banking come from
the population of people between the completion of edu-
cation and retirement: employees, self-employed and man-
agers/business owners and the unemployed. Respondents
were asked to self-assess their computing skills; none of
them considered his or her skills to be very limited, almost
a third of them estimated them to be basic, almost half as
advanced, and a fifth of the respondents described their
skills as being professional.

The respondents were customers of 14 Slovenian and
one foreign bank. We asked them what security features
they were using in Internet or mobile banking. Their an-
swers were compared with the security features used by
banks, which revealed that 69 percent of the respondents
had chosen the correct security features. Table 2 shows
that banks use a wide variety of security elements and
their combinations. A similar diversity was found by a sur-
vey carried out by Choubey and Choubey (2013) in Eng-
lish-speaking countries.

Table 2: Security features used by Slovenian banks

Security features in Slovenian banks

bank’s entry web page.)

Digital certificate stored on the computer, mobile phone, tablet computer, etc.) and a password

(Access via browser where the digital certificate with a pre-set password is stored; this password must be entered on the

Internet/mobile bank.)

Digital certificate on a smart card or USB key and a password (and/or a PIN code)

(Digital certificate is stored on an external device, which can be connected to the computer directly via a USB port, or a
reader. Access to the external device requires a PIN code and sometimes an additional password is required to access the

Digital certificate on a payment card (MasterCard, Maestro, etc.) and a password (and PIN code).

(Digital certificate is stored on the card’s chip that connects to the computer via a reader. Access to the card requires a PIN
code, and access to the bank’s program an additional entry password)

Username and one-time password on a token or a payment card (hard token OTP).

(On the bank’s entry page, the username is entered, and a one-time password is obtained from the screen on a payment card
or from the screen on a dedicated token (hard token) the has been provided by the bank. The token is a small, handheld,
dedicated device that has a screen; the one-time password is displayed on the token’s screen.)

word is required.)

Username and one-time password from the program on a smartphone (soft token OTP)

(On the bank’s entry page, the username is entered; a one-time password is generated by the program that has been in-
stalled on the user’s smartphone by the bank and is additionally protected by a PIN code. In some cases, an additional pass-

Username and one-time password via SMS (SMS OTP)

(On the entry web page, the username is entered; a one-time password is obtained from an SMS sent by the bank.)

bank.)

Username and one-time password acquired from a portable reader and a card (hard token OTP)

(On the entry page, the username is entered; a one-time password is acquired from the reader and a card provided by the

Additional security password

(Additional security password intended to protect specific transactions in Internet/mobile bank (for example transferring
money to a recipient who is not yet included in the user’s list of recipients of payments). Internet/mobile bank requires the
entry of a few characters of the password; randomly selected by the bank).

Username and password

(On the bank’s entry page. the username and (the whole) password that was given to the user when registering with the
bank are entered. Changing the password frequently is recommended)

Username and a few characters of the password

Internet/mobile banking is used.)

(On the entry page, the username and a few randomly selected characters from the password are entered. The password has
been set for the registration with the bank. The required randomly selected characters are specified by the bank each time
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Table 3: Summary of user opinions on security and usability of Internet and Mobile Banking

Very lim- Limiti Not limit-
Usability of authentication fea- iting 1MIMg | Undecid- ing Not limiting | Aver- | Standard
tures @) ed (3) at all (5) age | deviation

M “4)

Are authentication features you
are using limiting you when using 1 2 8 29 46 4.36 0.80
Internet or mobile banking?

Criteria of satisfaction with elec- | Very im- Important Undecid- | Unimport- | Very unim- | Aver- | Standard
tronic banking portant (1) ) ed (3) ant (4) portant (5) age | deviation

Accessibility — Internet/mobile
bank is accessible from different

devices, with different operating 3 14 19 7 1 2.36 1.40
systems, etc.

Usability — services provided are

useful indeed. 35 21 8 9 13 2.35 1.50
Ease of use — use is simple, intu-

itive. 42 20 9 5 10 2.08 1.40
Reliability— functioning reliably,

with no mistakes and/or interrup- 51 12 3 3 17 2.10 1.60
tions.

Security — well provided security 56 9 4 2 15 1.97 1.50

for the user

Responsiveness — the banking pro-
gram must be fast, must respond 41 21 7 7 10 2.12 1.40
with no delays

Implementation of changes — Inter-
net/mobile banking application is 17 21 32 11 5 2.60 1.10
kept up-to-date.

Additi Very un- Unneces- | Undecid- Necessary Really neces- | Aver- | Standard
itional passwords necessary 2 a3 5 deviati
) sary (2) ed (3) o sary (5) age eviation
Do you think that additional pass-
words, requested during usage of
Internet or mobile banking, while 5 9 10 17 45 4.02 1.30
verifying certain transactions, are
needed?
Using passwords iiggi}z Disagree Undecid- Agree Strongly Aver- | Standard
) ) ed (3) &) agree (5) age | deviation
S_electlng a password is easy and 6 6 9 25 40 401 1.20
simple.
Changing the password periodical-
ly (for example every month) does 15 12 18 17 24 3.27 1.50

not bother me.

I am using the same password for
several applications: (Internet/mo- 34 9 15 14 14 2.59 1.50
bile bank, Facebook, Twitter, etc).

Selecting long passwords is easy
and doesn’t bother me.
Restrictions for passwords (uppet/
lower case letters, digits, special 7 9 20 22 28 3.64 1.30
characters) are not a problem.

I can easily remember passwords
that I have selected.

I need too many passwords in my
life.

7 8 17 28 26 3.67 1.20

10 7 20 27 22 3.51 1.30

9 3 12 16 46 4.01 1.30
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Table 3: Summary of user opinions on security and usability of Internet and Mobile Banking (continued)

Usability of Internet and Mobile
Banking

Strongly
disagree

M

Disagree

@

Undecid-
ed (3)

Agree
“

Strongly
agree (5)

Aver-
age

Standard
deviation

Using the Internet/Mobile Banking
would enable me to accomplish my
tasks more quickly.

6

2

8

69

4.53

1.10

Using the Internet/Mobile Banking
would make it easier for me to
carry out my tasks.

67

4.55

1.00

I would find the Internet/Mobile
Banking useful.

74

4.65

1.00

Overall, I would find using the
Internet/Mobile Banking to be
advantageous.

4

11

65

4.52

1.00

Ease of Use of Internet and Mobile Banking

Using the Internet/Mobile Banking
service is easy for me.

4

32

39

4.15

1.00

I find my interaction with the use
of the Internet/Mobile Banking
services clear and understandable.

16

23

38

4.01

It is easy for me to become skillful
at the use of the Internet/Mobile
Banking services.

4

26

42

4.12

Security of Internet and Mobile Banking

I would feel secure sending sensi-
tive information across the Inter-
net/Mobile Banking.

4

28

36

343

1.00

The Internet/Mobile Banking is
a secure means through which to
send sensitive information.

29

40

3.50

0.80

I would feel very safe providing
sensitive information about myself
over the Internet/Mobile Banking.

15

35

22

1.00

Overall, the Internet/Mobile Bank-
ing is a safe place to transmit sensi-
tive information.

3

14

31

32

3.28

0.90

ing

Attitude towards Internet and Mobile Bank-

Using Internet/Mobile Banking is a
good idea.

17

62

4.52

1.00

I would say that using Internet/Mo-
bile Banking is pleasant.

15

60

4.48

1.00

In my opinion, it would be desir-
able to use Internet/Mobile Bank-
ing.

15

28

39

4.16

1.00

In my view, using Internet/Mobile
Banking is a wise idea.

4

3

13

24

42

4.13

Influences of Technology on Internet and Mobile Banking

Advances in Internet/Mobile secu-
rity technology provide for safer

Internet banking.

18

23

41

4.14

1.00

Faster Internet/Mobile access
speed is important for Internet
banking.

17

27

31

3.88
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Respondents were asked to rate items presented in the
questionnaire using a five-step Likert scale. The results
(number of replies, averages and standard deviation) are
shown in Table 3.

Replies to the open-ended part of the questionnaire in-
dicate that respondents think that security features do not
hinder them. Respondents were also given the possibility
to comment on their replies. Their comments were mainly
related to time-consuming installation and lack of mobili-
ty, and to the time needed for entering multiple passwords.

Five banking security experts coming from four com-
panies and banks (Halcom, d.d., Infinum, d.o.0., Abanka
Vipa, d.d in NLB, d.d.). responded our invitation to par-
ticipate in the interview. Three of them have worked in
the field of electronic banking for more than 15 years, two
of them were developers of e-banking applications with
more than five years of experience in the area. Four of the
participants had technical educational background, while
one of them held a management-oriented degree. All the
five were members of teams who decide about what secu-
rity elements are included in the applications offered to the
users by the banks.

Interviewees were also asked to rank listed e-banking
security features by importance. The results of ranking are
given in Table 4.

The summary of experts’ opinions presented in Table
4 indicates that — on average — usability and security are
considered as the most important features, followed by
reliability, accessibility, ease of use, responsiveness and
implementation of changes as the least important feature.
In general, experts’ opinion vary considerably.

At the end of the interview, we presented the experts
a summary of the results of our user investigation. The
results did not surprise them; their opinion was that our
results give a realistic picture of users’ views. They no-
ticed the low rank of the feature introduction of changes,
but experts’ also ranked this feature as the least important
of all. They criticised the age distribution of the surveyed
users, since there were only of few respondents of age 24
or younger, and they remarked that the percentage of users
who use e-banking services daily is relatively high. This
could be attributed to the method of selection of the sam-
ple.

5 Discussion

The survey results show that the attitude of the respond-
ents towards the Internet and mobile banking is gener-
ally positive, and they mostly agree that the use of these
forms of banking is helpful. From Table 3, it is evident
that the respondents regard security as a major criterion
of satisfaction, followed by reliability and responsiveness.
The majority of users consider additional passwords to be
necessary. Regarding the usability of Internet and mobile
banking, respondents mostly agree that banking applica-
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tions are useful products, they are mostly easy to use, and
consider it easy to learn how to use them.

Regarding the security of online and mobile banking,
respondents are more cautious. In general, they see this
form of banking as safe, but a large proportion of respond-
ents are undecided. We believe that the reasons for this can
be found in several facts, including the recognition that
financial services are attractive to potential criminals, and
fear of the unknown. Most of the average users do not un-
derstand well how the security features work and are not
aware of what they can do to contribute to the greater se-
curity of Internet and mobile services that they use. Smart
cards or USB keys with qualified digital certificates are
used by a large majority of Slovenian banks. It is impor-
tant that the user know that he or she should remove the
card from the reader, or the USB key from the computer,
to eliminate potential abuse via remote access.

Respondents largely agree that the use of these forms
of banking is a positive thing. They also mostly agree that
advances in Internet security provide secure online and
mobile commerce, while they consider the Internet data
transmission speed to be somewhat less important. Re-
spondents who use both online and mobile banking were
also asked which method they find more useful. Most
(59%) of the respondents prefer Internet banking and 32%
of'them mobile banking, while 9% responded that they can-
not provide an answer because they do not use either form
of banking. We asked them for an opinion about why they
consider one form of banking better than another; 51% of
responses cited the benefit of online banking, mainly by
better security and transparency, a broader range of ser-
vices and better usability. A few respondents stated that
they did not like smartphones or mobile banking, because
they have not tried it. The preference for mobile banking
was explicitly expressed by seven respondents. Nearly all
of them have emphasized the fact that mobile banking is
always at hand and thus more useful.

Our study has several limitations. The survey was con-
ducted only in Slovenia on a relatively small sample of us-
ers of Internet and mobile banking. Thus, a comprehensive
statistical analysis was not possible.

6 Conclusion

In the past two years, the European Central Bank raised
the level of security required in Internet payments, which
naturally also has an impact on Slovenian banks and on
Slovenian users of online banking. The results of our study
show that users in Slovenia are aware that security in on-
line and mobile banking is the most important criterion.
While 87% of respondents thought that security features
used by banks operating in Slovenia mostly do not hinder
usability, security is important or very important to 75%
of respondents.

Reducing the number of steps involved in authenti-
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Table 4: Ranking of e-banking security elements by experts

Interview participant

1 2 3 4 5 Mean
Accessibility — e-bank is accessible form several devices, 1 7 2 2 6 3,6
systems, etc.
Usability — the services offered are usable for the customers 5 5 7 4 5 5,2
Simplicity of use — use of services is simple, intuitive 4 3 3 6 2 3,6
Reliability — services are reliable, functioning is reliable, no 6 4 6 5 3 4.8
errors and failures occur
Security — security is assured 7 6 5 7 1 5,2
Responsiveness — services are delivered without delay and 3 2 4 3 4 3,2
waiting
Implementation of changes — the bank regularly implements 2 1 1 1 7 2,4
novelties in e-banking services

cation is essential. An ideal authentication process would
require fewer steps and not demand the use of additional
devices for one-time passwords according to Krol, Philip-
pou, De Cristofaro and Sasse (2015); our results fully
support their findings. Despite the fact that our electronic
banking users, and experts in e-banking security, are aware
of how important security is, they certainly prefer the best
possible user experience. Banks can invest much effort
into the development of applications that are user-friendly,
which would provide the best user experience. However,
without resolving the problem of user authentication at the
entrance into the application, we cannot expect that users
would be satisfied, because the application makes a nega-
tive impression from the start.

A possible solution has been suggested by the recom-
mendations of the European Central Bank®: using biom-
etric data for the authentication of the individual. Years
ago, producers of laptops implemented fingerprint reading
technology in their hardware and software, but progress in
this direction has not continued. Some researchers suggest
a combination of biometrics and “classic” data, such as
password and PIN (for example, Suganya, Sujatha & Alex,
2012), which increases the number of steps required for
authentication. Currently, a possible solution for mobile
banking is the development of fingerprint authentication
on smartphones. This service is mostly used to unlock
the phone itself, or access application stores, but it is also
available for use to other applications*. Thus, banks can
still provide a very high level of security with minimal ad-
ditional effort for the user. Of course, such a proposal has
some shortcomings:

Phones with biometric scanners are very expensive and
consequently not widespread, which means that another
alternative for all other users must be available:

This proposal does not solve the problems of online
banking, since the user must copy something into a com-
puter or have an additional device for reading fingerprints,
together with associated software.

Nevertheless, we believe that banks should look to the
future and, in addition to useful and well-designed con-
tent, provide users with safe and easily accessible Internet
and mobile banking applications. In this way, they will be
attractive and competitive, and users will be more satis-
fied. Internet and mobile bank users do not use the bank
for enjoyment, but as a necessity to perform their trans-
actions. They are obtaining the information they need and
performing desired transactions. The faster and easier they
can carry it out, the greater will be their satisfaction and the
greater the likelihood that they remain loyal to their bank.
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Vpliv varnostnih elementov na delo s spletnimi in mobilnimi bankami

Ozadje in namen. Zagotavijanje ravnotezja med varnostjo v aplikacijah spletnega in mobilnega bancnistva ter ¢im
boljso uporabnisko izkusnjo postaja vse tezja naloga za ponudnike spletnih in mobilnih bank. Cilj nase raziskave je
ugotoviti kaksno mnenje imajo uporabniki o trenutnem stanju, predvsem kako trenutni varnostni elementi, ki jih upo-
rabljajo, vplivajo na njihovo uporabnisko izkusnjo.

Metodologija. Podatke smo zbrali s spletno anketo med uporabniki 13 bank v Sloveniji in jih analizirali s statisticnimi
metodami. Rezultate studije med uporabnikov je analiziralo manjse Stevilo strokovnjakov na podrocju varnosti elek-
tronskega bancnistva.

Rezultati. Rezultati kazejo, da je mobilno bancnistvo v Sloveniji Se vedno relativno malo uporabljena oblika bancnist-
va, saj ga uporablja le blizu 30% uporabnikov spletnega bancnistva. Varnost je uporabnikom najpomembnejsi el-
ement v spletnem ali mobilnem bancnistvu, blizu pa ji sledi zanesljivost. Preverili smo tudi, koliko uporabniki vedo
katere varnostne elemente uporabljajo banke s katerimi poslujejo. Skoraj 69%vprasanih je izbralo pravilen varnostni
element. Kar 88% vprasanih pa je mnenja, da jih ti varnostni elementi pri delu ne ovirajo. Poleg raziskave z uporabniki
smo v intervjujih za mnenje povprasali tudi strokovnjake s tega podrocja. Tudi strokovnjaki so v povprecju varnost
postavili na prvo mesto, ob boku z uporabnostjo, vendar so mnenja posameznikov zelo raznolika. Rezultati raziskave
mnenj uporabnikov strokovnjake niso presenetili.

Zakljucek. Kaze, da je v Sloveniji uporabnikom najpomembnejsa varnost, uporabniska izkusnja pa je manj pomem-
bna, ¢eprav si nedvomno Zelijo imeti ¢im laZje uporabne produkte.

Kljuéne besede: spletno bancnistvo;, mobilno bancnistvo; varnost; uporabniska izkusnja

261



