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This paper shows the results of cyber stress tests conducted among Slovenian banks
in 2024. The exercise was divided into two parts. In the first part of the cyber test, banks
had to provide a cyber attack report as defined in the scenario. The report is divided
into three parts to provide background information on the cyber attack. The second part
of the report was followed by a questionnaire, which constituted the central and most
comprehensive part of the test. The resilience of the banking sector to the hypothetical
scenario was measured using various measures and indicators that show the impact
of the scenario on the operational functioning of key economic functions such as de-
posit-taking and lending and on financial losses. The results of the scenario were eval-
uated using measures designed to assess operational risk, reputation, operational re-
silience and negative financial impact by economic function. We also assessed the
potential impact of a hypothetical cyber attack on operational and financial stability. The
impact of a hypothetical cyber attack on financial stability was measured in terms of
operational dysfunction of key economic functions, direct and indirect financial losses,
and impact on confidence in the banking system. However, the findings of our test are
primarily intended to further supervisory activities or dialogue, learning and raising

awareness of the importance of cyber security among all stakeholders.
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In recent years, cyber risks have increasingly grown in number and

sophistication at the EU and SSM levels.

Their relevancy prompted the ECB to conduct a targeted cyber risk stress test in 2024,
encompassing all the significant institutions. Following the ECB’s lead, Banka Slovenije
decided to conduct its own exercise encompassing all less significant institutions and
subsidiaries of Member State banks, aiming to obtain results for all institutions active

in Slovenia.

Cyber stress tests represent a supervisory tool for testing the performance of the finan-
cial system to ensure the continuity of key economic functions with timely and effective
response and recovery from a severe but plausible cyber scenario that causes signifi-
cant disruptions and could affect financial and operational stability. Supervisors con-
duct cyber stress tests to identify potential cyber vulnerabilities that could pose risks to

financial and operational stability.

The approach was based on that of the ECB exercise but simplified in scope, aiming
to obtain systemic, aggregate insights rather than conclusions and recommendations
at the level of individual banks. The exercise was divided into two main parts. The first
part involved a hypothetical cyber attack, defined with a common scenario. Based on
this, the banks were required to submit a Cyber Incident Report in accordance with
existing EBA guidelines. The report itself was divided into three parts (initial, interme-
diate and final) and gathered basic information about the cyber incident. Following the
report was a questionnaire, which constituted the core and most extensive part of the
exercise. At the same time, banks were required to provide appropriate evidence and
documentation to support their responses. Based on the approach of Banka Slovenije,
the ECB questionnaire was supplemented with a smaller set of additional questions

relating to systemic risks.

On 26 January 2024, Banka Slovenije presented the approach and timeline of the ex-
ercise to the banks. The cyber exercise began on 19 February 2024 and concluded on
15 April 2024 with the submission of the completed questionnaires and accompanying

documentation.
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Given the increasing importance of cyber risks, a number of regulators have
already implemented various approaches in order to assess the resilience of the

institutions under their jurisdictions.

The Bank of England (BoE) carried out its cyber stress tests in 2022. Internal specialists
were used to draft an initial scenario, which was then challenged by senior experts in
the sector in order to assure its efficacy. The direct participation of the institutions in
shaping the scenario allowed the banks to effectively prepare and assign their re-
sources to the exercise. At the same time, the Bank of England indicated that the sce-
nario was subject to change until the launch date in order to prevent “gaming” by the
participants. The 2022 Cyber Stress Test focused on a UK retail payments system,
including the main participants and the financial markets infrastructure. The objectives
of the test were to understand the response and recovery capabilities of the banks and
the impact on their clients and UK financial stability. The Bank of England designed
and conducted tests using internal specialists with experience working in financial mar-
kets or conducting similar operational resilience tests and exercises. It also had access
to internal supervisory and specialist knowledge in technical areas such as liquidity
management. It did not use external resources. The Bank of England also completed
an additional Cyber Stress Test in 2024 (Bank of England, 2024).

The Danish Financial Supervisory Authority (DFSA) conducted its cyber stress tests in
2023. The aim was to make a quantitative assessment of possible consequences of a
successful attack at bank level. The focus was on the ability of individual firms and on
gaining insights into the specific issues affecting each firm. Furthermore, the DFSA
gained important insights into the capabilities of the participating institutions. The result
was a list of individual follow-up points for each participant directing to where improve-
ments had to be made. In this way, the DFSA could also identify a common set of best
practices to be shared with the institutions later on. The DFSA also supported involving
the banks as early as possible in order to gain knowledge of the technical and business
set-ups. The DFSA made use of external expertise during the first CST, primarily for
the design of the technical details of the disruption scenario. This provided technical
competencies that were not available in the DFSA. Since one of the objectives in the
DFSA’s first CST from 2023 was to test recovery capabilities, the addition of details of

the technical causes of the disruption in the scenario design was needed (DFSA, 2024).

The SSM Cyber Resilience Stress Test were carried out in 2024 and encompassed

109 institutions directly supervised by the ECB. The focus was primarily on the micro-
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prudential impact of a cyber-related scenario and to ascertain the ability of each insti-
tution to respond and recover. The SSM also used internal specialists to design the
cyber scenario, which was inspired by the information collected about real incidents in
supervised institutions. While the basic approach of the scenario was shared by the
banks, detailed information was withheld in order to simulate the desired shock. During
the first phase of the execution, every tested entity was required to share with the SSM
a report explaining the impact of the scenario in their institutions. This report helped the
SSM to assess whether the scenario was well understood. The exercise resulted in a
collective overview as well as individual reports describing the main weaknesses iden-
tified during the exercise and proposing actions for their mitigation. The SSM, however,
did not make use of external resources neither on the design of the exercise nor in its
execution and was able to identify and assign to the exercise enough resources with
the right level of expertise (ECB, 2024).

The exercise of Banka Slovenije was based on the scenario defined by the ECB,

but with an adjusted timeline.

Banks had to proceed according to the guidelines based on the scenario and submit
Cyber Incident Reports to Banka Slovenije following the incident. The reports were
submitted in three parts. In the first report, which was to be sent within four hours on
the day of the incident (19 February 2024), banks had to provide contact persons and
preliminary data. Timely and accurate reporting immediately after the incident was cru-
cial. Banks were required to submit an intermediate report within three working days of
the incident (i.e. by 22 February 2024). This represented the most comprehensive seg-
ment of the report. Banks provided more detailed information about the incident itself —
a description of the incident, its impact and how they mitigated the consequences of
the attack. The intermediate report was particularly crucial for the first quantitative as-
sessments such as the financial impact (in EUR) and the number of transactions af-
fected by the incident. Thus, the intermediate report represented the first estimate of
the extent of damage from the cyber attack and the basis for the quality assurance (QA)
checks of the main questionnaire. The final report was submitted 20 working days after
the incident (18 March 2024) and contained a concluding analysis of the root cause

and a description of the subsequent monitoring of banking operations.

The supplemented ECB questionnaire was the key element of the exercise and in-

cluded data on the impact of the defined scenario on banks and savings institutions
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and their response, actions and procedures. Banks and savings institutions were re-
quired to securely submit the questionnaire to Banka Slovenije by 15 April 2024.

We evaluated the results in terms of several metrics.

e The first encompassed an assessment of operational risk. It measured the direct
potential nominal loss (in EUR) due to the hypothetical scenario both on the
system and on individual banks.!

e Similarly, we also assessed the potential impact of reputational risk. This would
encompass the negative effects that the institutions would incur following the
incident. They relate to the consequences following a potential loss of confi-
dence in the institution as well as measures taken by the banks to stop the trend
and reverse it.

e Finally, we evaluated the impact of the hypothetical cyber attack on the banking

system and its financial stability (systemic effects) from three aspects: (i) the

operative (non)functioning of key economic functions? and transfer of this non-
functioning to other banks and savings banks, (ii) the amount of financial loss
(in connection with the duration of the long-term non-functioning of key eco-
nomic functions), and, through an estimated, (iii) drop in confidence in the bank-

ing system.

" The individual assessments were weighted by the total risk-adjusted assets (RWA) for operational risks.

2 The key economic functions represent the main operations conducted by the bank, such as loan approval, payments,
deposit infrastructure, etc.
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The results indicate that the hypothetical direct negative financial effects are low
but heterogeneous. At the level of the entire system, they amount to only €18.5
million, which is approximately 0.71% of the risk-adjusted assets for operational
risks at the end of 2023 and 1.72% of net profits.

At the same time, it is evident that the results vary both among groups of banks (signif-
icant institutions, less significant institutions and subsidiaries of Member State banks)

and between individual banks. The largest negative direct effects arise from:

. loss of fees and commissions from payment transactions and losses from

late payment interest on unprocessed payments,

. costs of fines and penalties® and additional compensation claims from cli-
ents,
. activities related to immediate security upgrades after the incident, which

often included external consultants, and costs of conducting security re-

evaluations.

The results show that the various institutions generally had different approaches to es-
timating the potential losses, irrespective of their size. There are three fundamental
reasons for this. First, the scenario allowed for a high level of interpretation as to the
scope of the effects and it was often up to the banks themselves to define which sys-
tems were affected and to what extent. Banks could manoeuvre within the basic infra-
structure of the exercise in a way that could mirror how comprehensively they wished
to conduct the exercise. As is the case with stress tests, institutions which were more
rigorous in their approach were also likely to exhibit larger losses compared to less
conservative institutions. The second reason for the heterogeneous results lies in the
general disparity in the know-how of the participating institutions. To some degree, this
relates to the size of the institution and the complexity of its system, but this was not
always the case. The last reason lies in the limited ability to conduct a quality assurance

process by the regulator owing to the lack of comparable data.

Hypothetical indirect negative effects of reputational risk were also assessed as low.
They amounted to €5.1 million, representing 0.20% of the risk-adjusted assets for op-
erational risk at the system level or 0.47% of net profits for 2023. It should be stressed,
however, that the assessment was not required for S| banks, while nearly half of the
institutions estimated that there were no such effects. The remaining banks and sav-

ings institutions used various methods to evaluate indirect effects, largely based on

3 Such as under Article 396, paragraph 2, of the Banking Act (ZBan-3).
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existing internal processes such as the Internal Liquidity Adequacy Assessment Pro-
cess (ILAAP). The largest effects stemmed from:

) the loss of customers and net income due to an estimated decrease in the
number of account holders in the short-term time period following the incident.
This was primarily estimated using historical data or using existing Liquidity
Adequacy Assessment Process models to assess outflows of demand depos-
its and consequently reduced net income,

. media campaigns and related PR activities aimed at restoring reputation in the

subsequent months.

Many institutions considered the aforementioned effects minimal or even non-existent
due to two main reasons. The duration of the incident itself was estimated as limited at
a number of banks and was compared to similar technical issues which actually did
happen in the past and which did not result in a decrease in the number of account
holders. Second, many of the institutions judged customer behaviour to be more resil-
ient and understanding or that they would consider closing their accounts too bother-

some given that the incident was a singular event.

The assessment of operational resilience is identified by the direct (negative) impact of
the hypothetical scenario, measured by the number and share of non-functioning key
economic functions. According to the banks’ self-assessment, the hypothetical sce-
nario would have a moderate impact on the functioning of key economic functions, both
at the level of individual banks and at the banking system level. All banks assessed
that deposit-taking, lending, and the provision of payment services and cash operations
would be impacted by the hypothetical scenario. Key economic functions that would be
less impacted by the hypothetical scenario included settlement, clearing, cloud services
and wholesale funding. The hypothetical scenario would also have a moderate impact

on the services provided by banks to customers through outsourced services.

The results show that the largest negative effects came from the deposit and loan seg-
ments, which is also consistent with our banks’ business models. In the deposit seg-
ment, banks and savings banks estimated outflows that would occur in the aftermath
of a cyber attack (e.g. in the first three months) due to inoperability and loss of confi-
dence. In the lending segment, banks mostly estimated a reduction in lending volumes
over a certain period of inoperability (e.g. 2-3 days), which would make it impossible
to lend to customers. It is important to point out that this partially explains the discrep-
ancy between the estimated number of economic functions that were affected or not
operational for a certain period of time and the estimation of the actual economic impact
in EUR. As an example, most banks confirmed that a hypothetical attack would have

an impact on the provision of payment services, but they also estimated that the actual
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Figure 1: Reputational
damage assessment

based on financial losses

financial impact due to the non-functioning of this key economic function would be in-
significant. More specifically, banks and savings banks recognised that there would be
a minimal loss of fees due to the non-functioning of digital channels but also estimated
that in this case the vast majority of customers would simply wait to pay (similarly, they
estimated the impact for the cases of non-functioning ATMs or cards). At the same
time, banks also reported different, heterogeneous results in this part of the analysis,

which directly depended on the conservatism of the institution’s approach.

At the level of the banking system, the largest negative impact came from the deposit
segment (decrease of 2.5%) and more specifically from the segment of deposits of non-
financial corporations (decrease of 5.1%), as these are more responsive to potential

changes and less “sticky” compared to household deposits.

Gross loss

100% HOUSEHOLDS

100%

OTHER NFC

Recovery from insurance Direct loss recoveries
and other risk transfer STATE
mechanisms

Note: The graphs show the share of banks at each risk level* according to operational risk indicators for financial losses and
losses in the household, non-financial corporations, govemment and other deposit segments.

Source: Banka Slovenije.

The negative effects on lending at the system level were largest for consumer credit
(decrease of 0.3%) and large non-financial corporations (decrease of 0.3%). In both
cases, however, the financial impact arising from the inability to make new loans was
smaller compared to the potential (consequent) outflow of deposits due to a loss of

confidence.

4 The estimate of the risk level is defined as the negative impact (in EUR) per economic function is calculated as the ratio of

the scenario results to the items reported within the reporting ITS. This gives the proportions of economic impact by key
function. For each operational risk indicator, we have defined thresholds based on statistical analysis. The indicator values
are colour-coded according to the predefined threshold. The indicators are colour-coded on a 4-level colour scale, with red
indicating very high risk and dark green indicating low risk.
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Figure 2: Operational risk
assessment for the loans

segment

Housing loans
100%

Other
loans

State

NFC - without SME NFC - SME

Note: The graph shows the share of banks at each risk level according to the operational risk indicators by loan segment: loans to
residential property, loans to government, loans to non-financial corporations and other loans.

Source: Banka Slovenije.

3 The impact of the hypothetical scenario on
banking system performance and financial
stability

In this exercise, we also assessed the systemic effects, i.e. how a hypothetical

cyber attack would impact the banking system and financial stability.

We measured the impact of the hypothetical cyber attack on financial stability from
three perspectives: (i) the operational disruption of key economic functions and the
spillover of this disruption to other banks and savings banks, (ii) the magnitude of the
financial loss (in relation to the duration of the long-term disruption of key economic
functions), and (iii) the decline in confidence in the banking system (ESRB, 2020).

The hypothetical cyber attack had a moderate impact on the operational functioning of
the bank’s IT systems, and we therefore assess that it did not pose a threat to the
operational and financial stability of the banking system. Because of low direct and
indirect financial losses, we estimate that the hypothetical cyber attack would not have
led to a funding risk, as the majority of banks resumed their operations within 20 hours.
The liquidity of the banking system would not be compromised. Settlement of liabilities
(payment and cash transactions) would not be affected by a hypothetical cyber attack.
The hypothetical cyber attack would not have received any media coverage and there-

fore would not have had a significant impact on confidence in the banking system.

Systemic cyber risk can be defined as the combination of the probability of cyber inci-
dents and their potential impact on banks’ operations, which may materialise in the
form of operational disruptions, financial damage or risk transfer to other institutions.
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Figure 3: The impact of a
hypothetical cyber attack
on financial stability and
potential channels of
contagion in the banking
system

The hypothetical cyber attack was primarily aimed at disrupting the functioning of key
economic functions and, as a consequence, the operational functioning of the banking

system and the wider economy (PoljSak, 2024).

To mitigate operational disruptions to the banking system, banks and savings banks
already use a variety of operational tools relating to cyber incident information sharing,
crisis management and coordination in dealing with cyber incidents, and the operation
of back-up IT systems (ESRB, 2022). The operational tools make banks and savings
banks more prepared for operational disruptions by ensuring that they have adequate
information-sharing mechanisms in place to deal with incidents more quickly and that
they have back-up systems in place to enable a rapid return to business as usual
(ESRB, 2023). The results of the exercise show that banks and savings banks are
already using various operational tools to mitigate operational disruptions, such as in-
formation-sharing on cyber incidents, crisis management and coordination in dealing

with cyber incidents, and the operation of back-up IT systems.

The hypothetical cyber attack was used to measure the direct and indirect financial loss
of key economic functions at the level of the banking system. If a cyber attack disrupts
key business operations for a longer period, this means a loss of access to financial
resources and the ability to settle liabilities, and customers and market participants may
lose confidence in the banking system. In the event of a high-profile media event, public
confidence in the banking system is severely affected and it is important that banks run
media campaigns aimed at restoring public confidence in the banking system as a re-

sult of a cyber event.

| Operational outage . Financialloss

Outage of key economic functions Liquidity difficulties

Impact on functioning of other banks Major financial losses

x |

Loss of confidence in banking system

Customers withdraw deposits from banks

Heavy media coverage of event

Source: Banka Slovenije, 2024.

In this cyber stress testing exercise, we monitored and identified the non-functioning of
certain key economic functions across banks and central bank IT systems. We con-
clude that a hypothetical cyber attack would have a moderate impact on the operational
functioning of the banks’ IT systems. We did not detect an operational contagion in the
system, as the hypothetical cyber attack did not affect interbank operations, the func-
tioning of other bank IT systems or shared ICT service providers. Banks and savings

banks did not report that the hypothetical cyber attack impacted the functioning of the
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Figure 4: Cyber risk and
impact on financial
stability

central bank IT system, which is managed by external or internal service providers.
Based on the results of the stress tests, we assess that the hypothetical cyber attack

did not threaten the operational stability of the banking system.

The hypothetical cyber attack was also used to measure the direct and indirect financial
loss at the banking system level. Based on the banks’ self-assessment, we can con-
clude that the hypothetical negative economic impact on the banking system would be
low. Because of the low direct and indirect financial loss, we estimate that a hypothet-
ical cyber attack would not lead to a funding risk. A cyber attack could lead to a direct
loss or loss of access to funds, which would affect the ability of banks to fund their
operations in the market. The liquidity of the banking system would not have been com-
promised. The hypothetical cyber attack would not affect the settlement of liabilities
(payment and cash transactions). A hypothetical cyber attack would not disrupt the
operation of key economic functions for a prolonged period of time. Based on the banks’
self-assessment, they would have resumed operations within 20 hours. Direct and in-
direct financial losses were negligible at the banking system level. Half of the banks
estimate a minor decline in public confidence. These banks announced that they would
organise media campaigns to restore their reputation within one year of the event. A
hypothetical cyber attack, as the scenario suggests, would not have a high profile in
the media and would therefore not have a significant impact on confidence in the bank-
ing system.

Operational disruptions
100%

Confidence in the

banking system Economic impacts

Note: The graph shows the share of banks at each risk level according to the banking system risk indicators: confidence in the
banking system, economic effects and operational interruption.

Source: Banka Slovenije.
Based on the results of the cyber scenario, which assumed a hypothetical attack on

the central banking IT system, we estimate that such a cyber attack would have a low
impact on the operational and financial stability of the banking system. The impact on

the functioning of key economic functions was moderate, with banks recovering most
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of their functions within a reasonable time. Banks reported the cyber incident within the
required timeframe to the relevant supervisory and other authorities normally involved
in dealing with major cyber events (reporting the cyber incident to Banka Slovenije, the
ECB, SI-CERT, etc.). Banks therefore reacted swiftly and restored their operations to
the situation pertaining before the cyber event. On this basis, we assess that the oper-
ational resilience of the banking system is at a moderate level. Based on the banks’
self-assessment, the direct and indirect gross loss® caused by the hypothetical cyber
attack would be negligible and would not have a material impact on the customer and
corporate business. The cyber attack had a low impact on deposit outflows and on the
liquidity of the banking system. Banks have calculated the indirect financial loss based
on the stress scenario of the Internal Liquidity Adequacy Assessment Process (ILAAP),
or the outflow of demand deposits and the resulting reduction in net income, which is
negligible at the level of the banking system. We have not detected that the hypothetical
cyber attack would cause operational and financial contagion in the banking system.
This means that the non-functioning of a single core banking system did not affect the
functioning of other banking IT systems or third-party ICT service providers that banks

use in their operations.

The results of the cyber stress tests show that the direct financial impact on the banks
included in the exercise would be small under the scenario in question. It would amount
to less than 1% of the risk-weighted assets for operational risk from the end of 2023
and approximately 1.7% of net profits. The largest negative impacts would come from
customer reclaims and lawsuits resulting from the outage of payment services, the cost
of sanctions and fines, and the costs of further security enhancements after the actual
recovery, including external consultants. It should be mentioned that the latter repre-
sents additional costs which are necessary for amending the situation rather than direct
damages. The negative financial impact of reputational risk would be even smaller. The
banks used a variety of methods to assess the indirect effects, which were largely

based on existing internal business processes.

According to the banks’ self-assessments, the hypothetical scenario would have a mod-
erate impact on the functioning of key economic functions both at the level of the indi-
vidual banks and at the level of the banking system. The attack would affect key eco-
nomic functions related to deposit-taking, lending, payments and cash operations. The
key component of the negative financial impact would come from the deposits and
loans segment. The negative impact in connection with deposits is attributable to a loss

of customers and withdrawals of deposits caused by a lack of confidence. The (smaller)

5 Gross loss is defined as the loss not reduced by the other two items: direct loss recoveries and insurance recoveries.
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negative impact in connection with loans comes from the decline in loan stock com-
pared with the situation in the absence of the cyber attack, with customers being unable
to enter into credit agreements while key economic functions are not working and sub-
sequently failing to replace the credit agreements. The assessed decline in net income

was negligible at the level of the banks included in the exercise.

The scenario would cause considerable yet short-term disruption to the functioning of
the core banking system or affect a number of key economic functions, most notably

deposit-taking.

However, the response and recovery procedures to the scenario presented were not
fully effective. We identify that there are areas for improvement, such as ensuring con-
sistent business continuity, regular checks on how backup is ensured, incident re-
sponse planning, and regular review and revision of contractual relationships with third-
party providers. Raising awareness of the importance of information security among
staff and customers can also play a role. Our assessment is that the banks are ade-
quately prepared for a security event such as that envisaged in the scenario. A different
cyber incident could have a different, perhaps greater, impact on banks’ operations.
We therefore encourage the banks to continue investing additional resources in up-

grading bank information systems, which can further improve cyber resilience.
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