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Abstract

One of the key features of an electronic record is its authenticity. Ensuring the authenticity of
management electronic records at all stages of its life cycle from the moment of creation to
long-term storage allows us to remove obstacles in the digital transformation of archives.
The authenticity of electronic records was the subject of research within the framework of
the international project InterPARES. A record is considered authentic if its author, place and
time of creation were definitely established, as well as the fact that this record really comes
from the claimed author. To ensure this property of an electronic record, not only authentica-
tionand electronicsignature procedures are required atthe time of creation ofthe record, but
also the creation of the so-called trusted environment, which is designed to ensure the pres-
ervation of records metadata due to controlled management procedures. The focus should
be on the information system as a whole. This understanding of the authenticity of the elec-
tronic record was enshrined in international standards for information and documentation.
In Russian practice, the concept of "authenticity” is used very rarely, and as applied to man-
agement electronic records, it is used mainly in the sense of identity to some source record.
Such an understanding involves conducting comparison procedures with some reference
record, which should remain unchanged. At the same time, in the electronic environment in
which the functioning of electronic records takes place, it is practically impossible to ensure
the safety of the records file (s) unchanged. Given the social nature of the record, we mustun-
derstand that the immutability of an electronic record is a relative concept and concerns the
preservation of the social function of the record. That is why we must allow only a relative
recognition ofthe identity of electronic records, allow the possibility of some changes within
which the electronic record retains its social functions. The difference between the copies of
the electronic records within this difference allows us to talk about authentic records.

Keywords: Electronicrecord, authenticrecord, identical record, terminology, long-term
storage, archival storage.

1 INTRODUCTION

Forrecords, the creation, use and storage of which is carried out in the electronic environ-
ment of the information system, one of the most essential characteristics is authenticity.
Authenticity is defined by us as a property of an electronic record that confirms the origin
of this record, the author, the time and place of its creation. Authenticity is primarily asso-
ciated with the procedures for officially certifying information about its origin, the pres-
ence of established rules forworking with arecord and the presence of a so-called trusted
environment, the functioning of a record within which ensures the user's confidence in
the information about the author, time and place of creation of the record contained in
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the record itself. The concept of "authenticity”, of course, is primarily relevant for records
used in management activities, and it can be applied equally to records on traditional me-
dia and electronic records. For electronic records, it is of particularimportance due to the
peculiarities of the technology for working with them (Surovtseva, 2020).

2 THE CONCEPT OF “AUTHENTICITY OF AN ELECTRONIC RECORD"

A study conducted by a group of specialists within the framework of the second Inter-
PARES project was devoted to the issue of the authenticity of electronic records. In the
context of expanding the scope and use of electronic records, it is the ability to ensure
authenticity that has become the main parameter for the development of electronic
records management in the context of electronic government. The starting points in
this study were the concepts of “authentic record” and “authentic copy”. A record was
deemed to be authentic if its creator or author was definitely established, as estab-
lished and that this record really comes from the claimed author. The property of au-
thenticity is assigned to a record on the basis of its form (form of the record), the context
of its creation, the mode of transmission of the record and the method of its storage and
preservation. All this information should be included in the metadata.

Within the framework of the InterPARES project, case studies were carried outto ensure the
authenticity of electronic records on the example of several projects implemented in the
field of public administration of a number of foreign countries (USA, Canada, Ireland, Sin-
gapore, Germany, etc.), the reports on which helped to form general approaches to solving
this task. It should be noted that initially ensuring the authenticity of an electronic record
was reduced mainly to the procedure for authenticating its author or creator and using elec-
tronic signature means when transferring a record from one information system to anoth-
er. However, as a result of the conducted research, an understanding of the insufficiency of
these solutions came. The focus should be on the information system as a whole, the relia-
bility of whichis designed to ensure the preservation of record metadata, primarily through
controlled management procedures. This makes it possible to ensure the authenticity of an
electronic record throughout its life cycle, from the moment of creation, as well as, if nec-
essary, its long-term storage (Duranti and Preston, 2008). Thus, the researchers approached
the needto create a so-called trusted environment, as a complex of organizational, techno-
logical and technical requirements for working with a record in an information system that
ensures the preservation of its main characteristics, including authenticity.

The Russian experience of working with electronic records shows that ensuring their
authenticity in practice is carried out in full measure in the trend of global trends. How-
ever, the theoretical understanding of many issues, including the concept of “authentic-
ity" in relation to electronicrecords, needs a deeper development.

3 THE RELATIONSHIP BETWEEN THE CONCEPTS OF “AUTHENTICITY" AND
“IDENTITY” OF AN ELECTRONIC RECORD

We find the definition of “authenticity” in a number of national standards, a terminolog-
ical dictionary for record management. The analysis of the definitions presented in them
shows that the concept of “authenticity” of a record in most cases is understood as a defi-
nition of its identity. This approachis solely due to aspects of the practical work with elec-
tronic records in the management system. In this regard, consideration of authenticity in
the context of identity, compliance with any standard brings us to the question of defin-
ing the “original”, “initial” electronic record. Some Russian experts are looking for accept-
able solutions to this issue. For example, M. P. Bobyleva believes that in conditions when
arecord is transferred from one information system to another, the record received and
saved in the new information system can be considered equivalent to the “original”, that
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is, the original record created and signed in electronic form in “native” information sys-
tem, subject to compliance with the established requirements of authenticity, reliability
and integrity (Bobyleva, 2018, p. 35). This point of view is also supported by A. E. Rybakov,
who considers it expedientto introduce the concept of “initial electronic record” into pro-
fessionalterminology. Itisinrelation to itthat the copiesin otherinformation systems, as
well as those obtained as a result of migration or conversion procedures, depending on
the degree of compliance with the original electronic record, can be presented as identi-
cal and authentic electronic records (copies of records) (Rybakov, 2018).

A similar position was expressed in 2018 in the scientific report of VNIIDAD, in which
it is proposed to store the original and master copy of an electronic record in some
information system on the Internet. Verification of one of the presented copies allows
one to speak in a qualified manner about the identity of the copies. Accordingly, the
original copy stored in such an information system can be considered the “original”. A
copy of an electronic record that has passed the check for compliance with the “origi-
nal” can be considered “reliable” and "authentic”.

This approachis, in our opinion, conditional, since the definition of identity is the result of
comparing a record with some objectively existing standard (original, copy, etc.). Such a
comparison is possible only if the standard remains unchanged throughout the entire pe-
riod of time during which the procedure for confirming the identity-authenticity will be
necessary, thatis, forever for records with a constant storage period. However, we know
thatfor an electronicrecord, immutability is not a physically feasible characteristic.

The most consistent and detailed dynamic essence of an electronic record, associated
with the technologies of its transformation in an electronic environment, was consid-
ered by V.A. Konyavsky and V.A. Gadasin. The immutability (fixedness) of an electronic
record is achieved only at the time of recording information on the carrier and is vio-
lated in the course of any manipulations associated with its processing and transmis-
sion (Konyavskijand Gadasin, 2004, p. 15-17). This meansthatassoon aswe turnto the
reference record instance foridentification, it will cease to be a reference copy from a
mathematical point of view, since at least its metadata will be changed.

Obviously, in the field of office work and archiving, we cannot operate with such an
understanding of the mutability of an electronicrecord. Itis very important to remind
herethatanelectronicrecord forusisprimarily arecord. Therefore, its fixityinthe rel-
ative, thatis, social sense, which will provide the possibility of its use as aninstrument
of interaction in social relations, should be important. This is achieved by regulating
the work with electronic records, establishing the composition and order of proce-
duresrelated to the processing and transmission of electronic records.

4 CONCLUSIONS

So, identity is manifested only as a result of social interaction of subjects and it is possible
to talk about the identity of copies of electronic records in the context of public relations
and their legal requlation. In addition, the composition of the record’s metadata will nec-
essarily change. As it goes through its life cycle, metadata will accumulate, but the meta-
data that was formed at the time of creation of the record, which identifies the record,
must remain unchanged. Then again the question arises: what is the point of defining the
first instance (it will definitely not be the only one) if the identifying metadata does not
change? Maybe the last (or subsequent) copy of the electronic record, which contains the
maximum information about the life cycle of the record, should become more valuable?

Indeed, modern information technology makes it possible to compare the objects
of the information system. Semantic analysis, today is considered as one of the main
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functions of the information system, which provides storage of records and work with
them. However, it should be remembered that the object of the information system is
notarecord, butafile.Arecordisasocial phenomenon; subjects of social relations op-
erate with records. Obviously, even if one file in the information system corresponds
toonerecord, the term “record” denotes an entity different from the term “file".

Such decisions indicate that in the Russian practice of working with records there is
still a very strong need to apply traditional methodological approaches to working
with electronic records. This can explain the aspiration of Russian specialists (archi-
vists and record specialists) to "assign” the original, to determine which of the records
functioning in different information systems will be the most reliable. And in the case
when in relation to an electronic record the application of the concept “original” is
preserved, an authenticrecord can act only in the status of an "authentic copy”.

Itisobviousthatsuch anunderstanding of the authenticity of an electronicrecord, whichis de-
veloping in Russian practice, does not correspond to its foreign meaning. Moreover, the term
“authenticity” is very poorly mastered by Russian records management and archival studies,
infact, itis not used in practice and is interpreted mainly as compliance with a certain source
record, identity to it. Moreover, the degree of this correspondence remains very vague.

Atthesametime, there remains atendencyto applyto electronicrecordsthe conceptsand
methodological approachesthathave been developedinrelationto recordsintraditional
media. This is especially evident in the desire to determine the original of an electronic
record when creating aninformation storage system for electronic records. In addressing
this issue, the dual nature of an electronic record is manifested: social and electronic. On
the one hand, it should be remembered that, first of all, it is a record and is used in the
interaction of subjects of social relations, therefore, the preservation of the content and
form ofthe record, theirimmutabilityis a priority task. On the other hand, storing arecord
inan electronicenvironment cannot ensure its permanent fixation and inevitably leads to
achange and accumulation of metadata associated with electronicrecord files.

Thatiswhywe mustadmit only a relative recognition of the identity of electronicrecords,
admit the possibility of some changes, some conditional “delta” (Larin, 2017), within
which the electronic record retains its social functions. The distinction between copies of
an electronic record within this delta makes it possible to speak of authentic records.
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