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Abstract. The Behavioral-Cognitive Internet Security Questionnaire (BCISQ) is a reliable and validated
measurement instrument that examines risky online behavior and security awareness of information-
communication system users. It consists of four short subscales that measure the behavioral and cognitive aspects
of a risky online behavior, including a simulation scale that measures an actual risky online behavior. Previous
research on a Croatian sample of students shows a satisfactory construct validity and reliability of the English and
Croatian BCISQ versions. The aim of our research is to cross-validate the BCISQ Slovenian version and to test the
questionnaire for psychometric properties among Slovenian students. The research is conducted on Slovenian
students (N = 151; Mage = 21.68; SD = 3.12). During their regular class, they fill in online BCISQ in the Slovenian
language. The results show a good construct validity of BCISQ (CFI = 0.99, TLI = 0.99, RMSEA = 0.01) and a
relatively satisfactory internal consistency (Cronbach o = 0.42 — 0.88) as well as test-retest reliability (ICC = 0.415
—0.878). Future research about the information security can use BCISQ as a basic tool for reliable evaluation of a
risky online behavior and security awareness among internet users.
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Medkulturna validacija in psihometri¢no testiranje
slovenske razli¢ice Behavioral-Cognitive Internet Security
Questionnaire (BCISQ)

Behavioral-Cognitive Internet Security Questionnaire (BCISQ)
je zanesljiv in validiran merski instrument, ki preucuje tvegano
spletno vedenje in varnostno ozave$¢enost uporabnikov
informacijsko-komunikacijskega sistema. Sestoji iz 4 kratkih
podlestvic, ki merijo vedenjske in kognitivne vidike tveganega
spletnega vedenja, vkljuéno s simulacijsko lestvico, ki meri
dejansko tvegano spletno vedenje. Prej$nje raziskave na vzorcu
hrvaskih Studentov so pokazale zadovoljivo konstruktno
veljavnost in zanesljivost angleske in hrvaske razli¢ice BCISQ.
Cilj pri¢ujoe raziskave je navzkrizno validirati slovensko
razli¢éico BCISQ in preizkusiti vprasalnik za psihometri¢ne
lastnosti na slovenskih Studentih (N = 151; Mstarost = 21.68;
SD = 3.12), ki so slovensko razli¢ico BCISQ izpolnili med
predavanju. Rezultati so pokazali dobro konstruktno veljavnost
BCISQ (CFI =0.99, TLI = 0.99, RMSEA = 0.01), zadovoljivo
notranjo sklandost (Cronbach o = 0.42 — 0.88) in test-retest
zanesljivost (ICC = 0.415 — 0.878). Prihodnje raziskave na
podrodju informacijske varnosti lahko uporabijo BCISQ kot
osnovno orodje za zanesljivo ocenjevanje tveganega spletnega
vedenja in varnostne ozave$¢enosti med uporabniki interneta.
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1 INTRODUCTION

The information security and data privacy have been a
problem for a long time, and only ten years ago,
interdisciplinary  cooperation between information
security engineers and behavioral experts took an effort
to solve this problem [1].

Although well documented that users are the weakest
link in the information and communication security
system [2,3], a recent systematic literature review shows
that there is still most of the research in the field of
engineering with a predominately technical focus which
doesn’t take into consideration the human factor i.e. the
impact of person’s behavior when solving cybersecurity
issues [4].

Numerous studies clearly show that users are unaware
of potential online risks and behave risky in their online
activities, even though they have some degree of
knowledge about cybersecurity [5-8]. They rarely protect
their online privacy although they know that the threat is
high [9]. Users often consider themselves immune to
tailored advertisements, and lack understanding of how
automated approaches and algorithms work in relation to
their network personal data [10]. A recent study shows
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the importance of raising the awareness of the situational
information security, where only the users past
experience with phishing shows as relevant in increasing
the security awareness, while the phishing e-mail’s
contextual relevance and misplaced salience have an
opposite effect of reducing the users information security
awareness [11].

It is particularly important that experts in both fields,
i.e. behavioral science and ICT, emphasize the high risk
online behavior. The study that examines the information
security awareness and behavior on a sample of
psychologists who are also experts in the ICT shows
devastating results [5]. Although most of the participants
in the online survey on conference with the central topic
"Psychology and the Digital World” report about their
good general technical knowledge of computers (80%)
and some of them have previous education about the data
privacy and internet security (38.2%), 40% of them gave
their e-mail address and 45.5% their passwords, in 29%
of the cases they give both data.

An additional problem is the users’ self-assessment,
which in fact is not aligned with their actual online
behavior. One field study [12] shows that self-reported
online behavior has non-zero correlations with the
actually observed online behavior, and another one [5]
finds there is no statistically significant association
between self-assessed and simulated online risk behavior
even in experts. Obviously, self-reported measurement of
one’s risky online behavior is questionable for certain
behaviors, thus urging the need to develop accurate and
comprehensive tools to accurately measure one’s online
behavior.

1.1 Questionnaires that measure the users Internet
security

One of the first validated scientific instrument to measure
the online risky behavior and information security
awareness is the Users’ Information Security Awareness
Questionnaire (its Croatian abbreviation is UZRPKIS)
developed and published in Croatia [13]. Thereupon,
Security Behavior Intentions Scale (SeBIS) was
developed in the USA [14] and a questionnaire called the
Four Measurements Scales in Turkey [15]. A more
comprehensive and very long questionnaire consisting of
21 subscales, entitled Human Aspects of Information
Security (HAIS-Q), was developed in Australia [16].
However, the numerous shortcomings of these
questionnaires were fullness criticized, mostly for being
too long or containing too many questions, does not
measure the users’ actual behavior and being available
only in Croatian language [17].

The first English versions of BCISQ were tested on
German and Croatian students (in English) as shortened
versions of previous long paper-pencil internet security
questionnaires [18]. Based on this work, the same authors
developed a short version of the questionnaire to measure
the risky online behavior of information-communication
system users in order to correct the shortcomings. A
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today’s questionnaire consists of a 17 items and basic
demographic data. BCISQ is the first to measure the level
of the user online behavior. As it consists of an additional
behavioral simulation scale, it can only be applied online
[17,19]. The first version was validated on the English on
Croatian students to generalize and compare data
between the different countries [17]. The second BCISQ
version was translated in Croatian and validated on a
sample of Croatian students participating in a national
research [19].

1.2 Slovenian BCISQ version

Slovenia and Croatia have a similar historical, cultural,
educational, linguistic and economic background.
According to the Eurostat data from 2019
[20], comparing the gross domestic product (GDP) per
inhabitant in PPS (purchasing power standard), Croatia
(GDP=66) is ranked ten places below Slovenia
(GDP=87). However, according to the International
Monetary Fund (IMF) [21] and the World Bank [22] who
use the PPP (purchasing power parity) method for
comparing living standards between countries (it takes
into account the cost of living and the inflation rate, rather
than a simpler comparison of nominal amounts that may
not show real income differences), the data for 2020
show that Croatia (rank=83) is ranked 14 places above
Slovenia (rank=97). Furthermore, both Croatia and
Slovenia have the same average number of foreign
languages learned per pupil in Upper Secondary
Education (International Standard Classification of
Education level 3), and about the same number of foreign
students coming to host their institutions (through
Erasmus programs) (Eurostat data for 2020 [20]).

Because of these similarities, it is assumed that a
similar pattern of a risky online behavior and internet
security awareness would be found among the Croatian
and Slovenian students. The first translation of BCISQ in
the Slovenian language and preliminary testing were
done in 2019 [23]. To check for some basic psychometric
characteristics of the Slovenian version of BCISQ two
independent information security experts validated the
translation. A Slovenian language lecturer checked the
translation for grammatical errors. Preliminary results
show a moderate internal consistency of the four
subscales. However, validation in the Slovenian language
has not yet been completed.

2 AIM OF OUR STUDY

The aim of our study is to cross-validate the translation
of BCISQ into Slovenian language, and to test the
questionnaire for psychometric properties among
Slovenian students.

Because of the very similar historical, educational and
economic situation in Croatia and Slovenia, it is assumed
that the behavior of information-communication systems
users will be similar and can thus be assessed in the same
way. BCISQ was translated into the Slovenian language.
It is therefore expected that testing the translated BCISQ
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on Slovenian students will show equally good
psychometric characteristics, i.e. similar construct
validity and reliability as when testing the English and
Croatian version on Croatian students.

3 METHOD
3.1 Participants

The participants in our study were students of the
University of Primorska. 151 students filled-in BCISQ,
23.2 % of them were male and 76.8 % female. Their
average age was M = 21.68 (SD = 3.12), with an age span
from 18 to 42 years. Most of the students had an average
technical knowledge about computers and Internet (76.8
%) and about the information security and data privacy
(68.2 %) and some of them had previous training related
to the security and privacy issues of Internet (35.8 %).
The students were from different faculties and study
programs: Biomedicine and health (55 %), Social
Sciences (20.5 %), Interdisciplinary fields of science (4
%), Natural Sciences (7.3 %), Technical Sciences (12.6
%) and Arts (0.7 %).

3.2 Instrument

The Slovenian BCISQ version, containing also some
general and demographical data was used (Figure 1). Its
first part consists of two behavior scales to measure the
information security, i.e., a potentially risky behavior of
the computer user (risky behavior self-assessment (k =4;
e.g. How often do you reveal the password of your e-mail
account to others?) and risky behavior simulation (k=4;
e.g. If you would like to receive notifications and our free
promotion material, please leave your e-mail: )).
Participants were asked to self-assess their online
behavior on a 5-point Likert scale (from 0-never to 4-
always). On behavior simulation scale, the participants
were asked to leave some private data (0 — didn’t leave
any data, 4 — left the data on all four items).

The BSCISQ second part consists of two cognitive
scales to measure the level of the user information
security awareness (risk scale (k=5), e.g. How would you
rate the risk of someone hacking your personal computer,
laptop or smart phone?, and importance scale (k=4), e.g.
How would you rate the importance of periodical
changing of your passwords with new ones?). The
participants were asked to self-assess their information
security awareness on a 5-point Likert scale (from 0 - not
important/no risk to 4 — extremely important/high risk).

For each scale the result represents an arithmetic mean
of a specific items. The theoretical span result is the same
for all four scales, ranging from 0 to 4. On the behavioral
scales, higher results indicate a riskier behavior, but
higher results indicate a higher level of the Internet
security awareness on the cognitive scales.

3.3 Procedure

The data were collected during a students’ regular class.
Professors shared link for online BCISQ via e-mail, and
the students were asked to fill-in BCISQ during their
class. It took them some ten minutes.

BA: risky behavior
self-assessment (k=4)

Behavior scales

BS: risky behavior
simulation (k=4)

Cl: importance (k=4)

Cognitive scales

Figure 1. BCISQ scales with the number of items per scale

CR: risk (k=5)

4 RESULTS & DISCUSSION
4.1 Data description

Descriptive statistics for each of the four BCISQ
subscales are presented in Table 1. With the exception of
the Risky behavior self-assessment subscale (BA), each
of the subscales was within a satisfactory response range.
The data for all four subscales were approximately
normally distributed (the asymmetry index was less than
+/- 4, and for the three subscales it was less than +/-1). A
parametric statistics was therefore used to check the
BCISQ construct validity and internal reliability. The
average means of the Behavioral subscales indicate that
all participants self-assessed themselves and show a low
level of risky behavior while they were online, and the
average means of the Cognitive subscales show that they
had quite a high level of security awareness

Table 1. Descriptive statistics for the four BCISQ subscales.

Subscales of BCISQ[ N | Min
BA: risky behavior
self-assessment
BS: risky behavior | 451 | 0,00 | 4.00 | 1.31 | 1.17 [0.48 |-0.93
simulation
Cl: importance 151 [ 0.50 | 4.00 | 2.86 | 0.78 |-0.67 | 0.23
CR: risk 151 | 0.40 | 4.00 | 2.60 | 0.99 |-0.33 | -0.87

Legend: Min — minimal value

Max — maximal value

M — mean

SD — standard deviation

S — Skewness asymmetry indices
K — Kurtosis asymmetry indices

Max| M | SD S K
151 | 0.00 | 2.00 | 0.33 | 0.39 |1.55 | 2.52

4.2 Construct validity

Confirmatory factor analysis (CFA) was checked by
using SEM. Results show excellent model fit indices
(Table 2), even the chi square is non-significant [24].
Comparing to the English and Croatian language version
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[17, 19], the Slovenian version shows a better model fit,
i.e. construct validity.

Table 2. Model fit indices for the three language versions
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Table 3. Reliability analysis of the three language versions
(Slovenian, English and Croatian) of BCISQ.

: . : Slovenian English Croatian
(Slovenian, English and Croatian) of BCISQ. Cronbach @ | version | version [17] | version [19]
Slovenian version | English version Croatian version (SS,:SZEEEF (s(t:L:g:;[lltasr" (sct:JSZr?tzn
. (Slovenian (Croatian students; | (Croatian students; e —160) a7
h?r?gita(:lel;lt students; N= 151) N=165) [17] N=287) [19] Subscalt?s of BCISQ- N=151) N=165) N=287)
Final Model Final Model Final Model BA: risky behavior | =, 081 068
(df=113) (df=111) (df=111) self-assessment (k=4)
x2 113.868/113=1.01 159.707/111 = 198.691/111= BS: risky behavior 053 0.68 0.66
n.s. (p=0.46) 1.43 1.79 simulation (k=4) ‘ : :
CFI 0.99 0.9 0.96 CI: importance (k=4) 0.72 0.78 0.71
TLI 0.99 0.96 0.95 -
RMSEA 0.01 0.05 0.05 CR: risk (k=5) 0.88 0.93 0.93

Legend: CFI - Comparative Fit Index, compares the fit of a target
model to the fit of an independent, or null, model
TLI - Tucker Lewis Index, a relative reduction in misfit per
degree of freedom
RMSEA - Root Mean Square Error of Approximation, an
absolute measure of model fit based on the non-
centrality parameter

All items prove to be good indicators for the assumed
subscales (Figure 2). The construct validity is confirmed
in accordance with our assumption about the similar
historical, cultural, educational, linguistic and economic
background of Croatia and Slovenia [20-22], showing
that the Croatian and Slovenian students imply similar
constructs in terms of the user online risky behavior and
information security awareness.
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Figure 2. CFA model of BCISQ for the Slovenian version.

4.3 Reliability analysis

In order to check the internal consistency of each of the
four BCISQ subscales, Cronbach’s alpha is calculated
(Table 3). Results show a rather poor reliability for the
Behavioral subscales, especially for the Risky behavior
self-assessment subscale. This is common in an early
stage of a research, i.e. when new measurement
instruments are tested [25]. Both Cognitive subscales
show a good internal consistency.

An additional analysis was done to check for the possible
reasons of the poor reliability of the Behavioral subscales
(Table 4). For the Risky behavior self-assessment
subscale (BA) there was no full range of responses
obtained for any of the items. Over 90% of the
participants indicated they had never or rarely behave a
risky while online. The sensitivity of the subscale was
violated.

Table 4. Analysis of the answers distribution for the Risky
behavior self-assessment scale.

Items % of answer 0 % of answer 1 Total %
(never) (rarely)
BA1 64.9 % 29.1% 94 %
BA2 72.2% 23.8% 96 %
BA3 78.1% 16.6 % 94.7 %
BA4 81.5% 11.9% 93.4 %

For the Risky behavior simulation subscale (BS) one item
shows an extremely poor reliability compromising the
reliability of the whole scale. This is the item where
participants were asked to leave their personal password
for the e-mail. A possible reason for such poor reliability
is that the students finally became aware of the need of
saving the data privacy and did not leave their real
password. Actually, some answers where “I won’t”, “I
bet you would know”, “No”, although they stated that
they did not leave their real password such answers were
treated in the same way as the ones where participants
left the question unanswered. However, we cannot say
which passwords were real and which were fake.

Moreover, although the BS arithmetic mean (Table 1)
shows a low level of the risky simulated online behavior,
quite a high number of participant left their personal data.
They wanted to be notified about a similar research (17.9
%) and about a free antivirus program by third party on
e-mail (48.3%). Some left their personal e-mail (26.5 %)
and password for e-mail (38.4%, after the obviously false
ones were excluded). In 12.6 % cases they left both data,
i.e. e-mail and password.

Comparing the Slovenian version with the English and
Croatian version [17,19], shows a decrease in reliability
in the Slovenian version. Between the English and
Croatian version a slight decrease in the reliability,
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especially for the Behavioral subscales is also noticed.
One of the possible reasons is that the data for the English
version collected in 2018 and for the Croatian version in
2019, both before the covid-19 pandemic and
digitalization of educational process, especially for the
college students. The data for the Slovenian version were
collected in spring 2022, after the students had been
spending last two years mostly online. This specific
period of their lives is likely to have significantly affected
their online activities. The huge increase in the time spent
online, because their whole life had become mostly
virtual, is believed to have raised their security awareness
due to the process of learning through trial and error, with
a direct consequence on their life [26].

Table 5. Test-retest reliability on Slovenian students (N=151).

ICC (95% Confidence

Subscales of BCISQ Interval)

Far,at2)

BA: risky behavior

self-assessment 0.415 (0.247-0.553)

1.714 (150,450 *

BS: risky behavior

. ) 0.501 (0.359-0.618)
simulation

2.108 (150,450 *

Cl: importance 0.669 (0.541-0.762) 3.551 (150,450) *

CR: risk

0.878 (0.844-0.906) 8.384 (150,600 *

*p<0.001

To check the intra-rater reliability (test-retest), the ICC is
calculated for the four subscales. The test-retest
reliability shows almost the same results as for the
Cronbach's alpha. The Risky behavior self-assessment
subscale shows a poor reliability, the Risky behavior
simulation and Cognitive importance subscales show a
moderate reliability, while the Cognitive risk subscale
shows a good reliability [27].

4.4 Intercorrelation of the BCISQ subscales

Table 6. Pearson correlation coefficients between the BCISQ
subscales (Slovenian version).

g”cblsscg'es g BA BS cl CR

Bk fisky behavior 1 | 0006 | -0070 | 0062

BS: sy beiavior | o006 | 1 0.155 | 0.048

ClI: importance -0.070 | -0.155 1 0.198"

CR: risk 0062 | 0.048 | 0.98" 1
*p<0.01

Our correlation analysis shows the same results as in the
previous research [5,12,19]. First, a statistically positive
and relatively low correlation is obtained between the
two Cognitive subscales, i.e., between the assessment of
the online risk awareness and the assessment of the
importance of a safe use of the computers and Internet.
As both subscales measure the same construct, i.e. the

information awareness, the obtained results were
expected. Second, for the Behavioral subscales, the
results show a non-significant correlation between the
self-assessment of the online risky behavior and the
simulation of the actual online risky behavior. Again,
results confirm that internet users do not reliably self-
asses their online behavior and that it is necessary to
measure their actual online behavior using different types
of simulation [28].

5 CONCLUSION

Our conclusion is that the Slovenian version of BCISQ
shows a good psychometric characteristic, i.e. excellent
construct validity and relatively good reliability.

The main guidelines for future research are:

o the development of an additional simulation scale,
including some other significant but not so obvious
items about a person’s private data, as this type of the
simulation measures shows to be more reliable than
self-assessment;

e in the BS subscale, the item about leaving the e-mail
password should be replaced with a more suitable one;

e some significant item changes should be made in the
BA subscales, e.g. the items about Facebook and
Twitter or bank PIN should be replaced with the items
about TikTok and Instagram;

e and, future study should use both measures of risky
online behavior, i.e. self-assessed and simulated; as
they neither correlate nor measure same construct.
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