Slovenian
Medical
Journal

! Faculty of Medicine,
University of Ljubljana,
Ljubljana, Slovenia

> Department of Family
Medicine, Faculty of
Medicine, University of
Ljubljana, Ljubljana,
Slovenia

Correspondence/
Korespondenca:

Rok Bernik, e: rokberniks@
gmail.com

Key words:

data compromising;
videoconferencing;
electronic mail; remote
monitoring; security
measures

Kljucne besede:
informacijske nevarnosti,
videokonferenca;
elektronska posta;
spremljanje na daljavo;
varnostni ukrepi

Received: 13.7.2020
Accepted: 28.9. 2020

ERkEE

REVIEW ARTICLE

Personal data security in telemedicine
services

Varovanje osebnih podatkov v telemedicinskih storitvah

Rok Bernik,! Marija Petek Ster?

Abstract

Telemedicine is a rapidly evolving field that presents an effective way of providing healthcare
services. As its use, likewise everyday clinical practice, involves handling of sensitive personal
data, it is necessary to be aware of the dangers posed by cybercrime and ways of protection
against such attacks. The field of personal data protection is well defined in the Slovenian and
European legislation, but there are some unresolved issues in the telemedicine field. Telemed-
icine services are divided into synchronous (real-time, e.g. videoconferencing), asynchronous
(with a delay in communication, e.g. e-mail) and remote monitoring of patient health parameters
(arterial pressure, blood sugar, etc.). Each of these areas has its own security features and pecu-
liarities. The protection of personal data in telemedicine services must be ensured at the system-
icand individual levels. Every healthcare employee who uses telemedicine services must ensure
data security at their work. It is especially important to conduct regular training on the topic of
information security. A relatively large number of telemedicine projects have already been im-
plemented in Slovenia, some of which have been put into regular use. One of the most extensive
healthcare projects in Slovenia is the eHealth project, which also includes some telemedicine
services (TeleKap, Teleradiologija, ePosvet).

lzvlecek

Telemedicina je hitro razvijajoce se podrocje, ki na ucinkovit nacin zagotavlja zdravstvene sto-
ritve. Ker se pri telemedicini, tako kot v vsakdanji obicajni klinicni praksi, rokuje z obcutljivimi
osebnimi podatki, se je treba zavedati nevarnosti spletnega kriminala ter spoznati nacine za zas-
Cito pred takimi napadi. Podrocje varovanja osebnih podatkov je slovenski in evropski pravni
prostor dobro opredelil, obstajajo pa odprta Se nekatera nerazreSena vprasanja na podrocju te-
lemedicine. Telemedicinske storitve delimo na sinhrone (v realnem casu, npr. videokonference)
in asinhrone (z zaostankom v komunikaciji, npr. spletna posta) ter na spremljanje parametrov
zdravja na daljavo (spremljanje arterijskega tlaka, krvnega sladkorja ipd.). Vsako od teh podrocij
ima svoje varnostne znacilnosti in posebnosti. Varovanje osebnih podatkov je pri telemedicin-
skih storitvah potrebno zagotoviti na sistemski in individualni ravni. Vsak zaposleni v zdravstvu,
ki izvaja storitve na podrocju telemedicine, mora pri svojem delu skrbeti za varnost podatkov.
Posebej pomembno se je redno izobraZevati na temo informacijske varnosti. Tudi v Sloveniji se
izvaja ze sorazmerno veliko telemedicinskih projektov, med katerimi jih je nekaj tudi preslo v
redno uporabo. Eden najobseznejsih zdravstvenih projektov pri nas je projekt eZdravje, ki med
drugim vkljucuje tudi nekatere telemedicinske storitve (TeleKap, Teleradiologija, ePosvet).
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1 Introduction

Information and communication tech-
nology is becoming an increasingly prev-
alent part of our lives. Its positive aspects,
such as time efliciency, are used both in
personal and professional life. With a
slight delay, it is now becoming increas-
ingly more important in healthcare, with
some of the activities now referred to as
telemedicine.

Telemedicine means using electronic
communication methods and informa-
tion technology for performing clinical
services remotely. The first concepts of
telemedicine cropped up in mid 19th cen-
tury, when the invention of telegraph and
later also the telephone made long-dis-
tance communications possible. In 1924,
the US magazine Radio News published
an illustration depicting a family commu-
nicating with their physician over a video
screen. What we call telemedicine today
was mostly developed based on military
technology in the mid-20th century. At
first, it was prohibitively expensive and
available only in a very limited scope. Its
use was expanded only towards the end
of the century after the invention of the
Internet, and with the accelerated devel-
opment of information technology (1,2).

Because clinical work requires access
to and processing of sensitive data, in-
formation security is an essential part of
telemedicine. With expanding digitaliza-
tion, the danger of the abuse and theft of
personal data is also growing. According
to some surveys, more than 80% of

Copyright (c) 2021 Slovenian Medical Journal. This work is licensed under a
Creative Commons Attribution-NonCommercial 4.0 International License.

healthcare institutions have admitted to

being victims of cyber attacks in the past.

There was a famous case in April 2004,

when stolen medical data from hundreds

of US citizens was discovered on a serv-
er in Malaysia, or when a few years ago,
an anonymous poster published a list of
over 4,000 HIV-positive inhabitants of

Florida. One of the biggest attacks so far

took place in 2016. Attackers hacked the

servers of Anthem, the second biggest US
healthcare insurance company, gaining

access to the medical data of over 80 mil-

lion insured persons. The stolen data in-

cluded names and addresses and the data
on their conditions and treatments. Many
similar attacks and a few cases of medi-
cal data theft have also been reported in

Slovenia (3,4,5).

There is a significant risk related to
personal data security, because healthcare
workers also violate regulations related
to personal data protection. In its annu-
al report, the Information Commissioner
emphasized the following violations in
particular (6):

o sending medical data over unse-
cured (unencrypted) connections
(general email, unencrypted online
connections);

« lending means of authentication for
data access (passwords, cards) and se-
curing them inappropriately;

o dataleaks and selling data from health-
care institutions for direct marketing
purposes;
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o limited oversight and control over da-
ta processing performed by external
contractors;

o lack of awareness that spreading infor-
mation on patients is inappropriate;

o lack of security in facilities where pa-
tients’ medical records are kept.

2 Legal regulation of
telemedicine services and
personal data protection

2.1 Legal regulation of
telemedicine services in
the European Union

At the European Union level, teleme-
dicine is defined as a healthcare service
and information society service. As such,
it falls under the Treaty establishing the
European Community, and the field of
valid secondary legislation (European di-
rective) (7,8):

o Directive 2000/31/EC (Directive on
electronic commerce) details provid-
ing information society services in
member states and among them, and
includes telemedicine.

o Directive 2002/58/EC on the process-
ing of personal data and the protection
of privacy in the electronic communi-
cations sector sets up different require-
ments for electronic communications
providers that ensure communication
confidentiality and network security.

o The Directive on the application of pa-
tients’ rights in cross-border healthcare
(Directive 2011/24/EU) details the field
of cross-border patient mobility and
their options for accessing cross-bor-
der services. Based on this directive,
the Commission must adopt measures
that will support the interoperability of
the means for providing e-healthcare
services, including telemedicine.
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» Directive 2015/1535 defines the pro-
cedure that obliges a Member State to
provide the Commission and other
Member States with every draft tech-
nical regulation on information society
services, including telemedicine, be-
fore adopting it at the national level.

The Court of the European Union
has through different rulings (case no.
C-385/99, Miiller and Van Riet, Recueil
2003; case no. C-157/99, Smits and
Peerbooms, Recueil 2001; and in case no.
C-372/04, Watts, Zodl. 2006) confirmed
that there are no special aspects to the
method of organization or financing of
healthcare services that would exclude
them from the scope of the basic princi-
ple of free movement. Users of healthcare
services can, therefore, seek and receive
medical assistance in another Member
State, regardless of how this service is per-
formed, i.e., also including telemedicine

(7).

2.2 Legal regulation of
telemedicine services in
the Republic of Slovenia

In 2017, the National Assembly of
the Republic of Slovenia adopted the Act
Amending the Health Services Act which
transposed Directive 2011/24/EU into the
legal order of the Republic of Slovenia.
This brought a change to the wording of
Article 3 of the Health Services Act and
defined the meaning of telemedicine (9):
“Healthcare services in respect of which
a patient and one or more healthcare ser-
vice providers can be spatially separated
considering the rules of medical doctrine
may be performed by means of informa-
tion and telecommunications technolo-
gies (hereinafter: telemedicine). In this
case, health records shall be sent in accor-
dance with the regulations governing the
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protection of personal data which concern
the transfer of sensitive personal data over
telecommunications networks. If health-
care activities are provided in the form of
telemedicine, healthcare shall be provided
in the Member State where the healthcare
service provider applying telemedicine is
established”

When transferring and processing
medical data for the provision of teleme-
dicine services, the existing national legis-
lation relevant for this issue must be con-
sidered, especially (10,11):

» Health Services Act (ZZDgj),

o Medical Services Act (ZZdrS),

« Patients’ Rights Act (ZPacP),

o Health Care and Health Insurance Act

(ZZNZZ),

o Healthcare Databases Act (ZZPPZ),

e Personal Data Protection  Act
(ZVOP-1),

 Information Security Act (ZInFV),

o Electronic Communications  Act
(ZEKom-1)

o Electronic Commerce Market Act
(ZEPT),

o FElectronic Business and Electronic
Signature Act (ZEPEP).

2.3. Personal data and
their protection

The Personal Data Protection Act that
applies on the territory of the Republic of
Slovenia defines personal data as any piece
of data relating to an individual, regard-
less of its format. Sensitive personal data
include all the data on national, racial, or
ethnic background, political, religious, or
philosophical convictions, union mem-
bership, health, sex life, entry or removal
into or from criminal records or records
for minor offences. These include biomet-
ric characteristics, if their application can
determine the individual in relation to any
of the above characteristics (12).

Personal data protection is detailed in
numerous EU decisions already provid-
ed for in primary legislation. It is men-
tioned in Article 16 of the Treaty on the
Functioning of the European Union.
It is further detailed in the Charter of
Fundamental Rights of the European
Union, in Articles 7 and 8. In May 2018,
Directive 95/47/EC on personal data pro-
tection, which had until recently been
the most relevant one for this area, was
replaced by the General Data Protection
Regulation (GDPR), which details among
other requirements that public sector or-
ganizations, and in some cases also those
in the private sector, must appoint a per-
son responsible for data protection to ad-
vise the data manager on personal data
protection related issues. It also prohibits
the processing of special types of personal
data (including health-related data), oth-
er than the exceptions listed in Article 9
of the GDPR. Directive (EU) 2016/1148
concerning measures for a high common
level of security of network and informa-
tion systems across the Union defines the
measures for raising the information se-
curity level and establishing mechanisms
for responding to cyber threats. It imposes
on Member States the requirement to es-
tablish a national framework for network
and information security that includes
the national strategy, at least one response
centre, and the applicable national body
with the charter to coordinate activities
at the national level. Personal data pro-
tection is also part of numerous strategies
and guidelines, e.g., the Digital Agenda for
Europe 2020, European Strategy for Data,
etc. (3,10,13).

At the national level, personal da-
ta protection is already included in the
Constitution of the Republic of Slovenia,
in which Article 35 defines privacy pro-
tection, while Article 38 ensures the pro-
tection of personal data, and the use of
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personal data is prohibited except for the
specific purpose of its collection (3). In
accordance with the Slovenian legislation,
the owner of personal data is a patient to
whom individual data pertains. The own-
er of the data carrier is the organization
that stores the documentation. It must
ensure personal data protection, while its
employees must adhere to all the ethical
principles and regulation on personal da-
ta protection, including the Personal Data
Protection Act. A physician who stores
their patient’s medical records is directly
responsible for adhering to the provisions
of the Act (14). The Patients’ Rights Act,
especially Articles 43 and 44, which define
privacy and the patient’s right to personal
data confidentiality, and the Information
Security Act, which details information
security and the measures for achieving a
high-level network and information sys-
tem security in the Republic of Slovenia,
are also important. There are also several
guidelines that assist in implementing le-
gal documents (e.g., Guidelines for pro-
viders of healthcare services, Guidelines
for protecting personal data in hospital
information systems, etc.) (3,15).

3 Aspects of protecting
personal data in telemedicine
services

Telemedicine services must satisfy gen-
eral information security requirements in
order to be performed securely. These in-
clude confidentiality, authenticity, access
control, integrity, availability, and non-re-
pudiation (4,16,17):

o Confidentiality is the most basic func-
tion of security. It ensures that data can
only be accessed by authorized persons
whose identity has been verified be-
forehand, and only in the scope that
permits them to effectively perform
their work.

Personal data security in telemedicine services
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o Authentication is the service of verify-
ing the identity of the person or data
source. For this purpose, we use pass-
words, PIN codes, digital signatures,
ID cards, fingerprints, etc.

 Authorization means verifying whether
a person or a computer has the right to
perform a specific activity.

o Integrity means the accuracy and in-
tactness of data. In order to ensure
integrity, a system for monitoring and
logging every data change must be
established.

o Availability means constant access to
the data, including during power out-
ages and software or hardware failures,
etc. Various preventive measures must
be taken to ensure availability.

o Non-repudiation is important for prov-
ing a performed activity, especially
when the person denies it.

Threats or attacks are divided by their
impact on information flow across the
network into interruption, interception,
modification, and fabrication. More de-
tailed explanations of different types of
attacks are available in the article by Zain
J, etal. (18).

Every organization must recognize its
own security needs and prepare a plan
for realizing security requirements. They
can utilize various existing recommen-
dations or standards (ITIL, COBIT, ISO,
CALDICOTT etc.). The most established
ones in this area are the international
standards ISO/IEC 27001 (Information
technology - Security techniques -
Information security management sys-
tem - Requirements) and ISO/IEC 27002
(Information technology — Security tech-
niques — Code of practice for information
security controls), which, among other
things, also defines how to establish an
information security management system
(19).
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Telemedicine services are divided into
(20):
o asynchronous (store-and-forward);
o synchronous (real time);
o remote patient monitoring (telemoni-
toring).

Every area has its particularities from
the information security perspective.

3.1 Asynchronous telemedicine
services (store-and-forward)

Asynchronous telemedicine services
include sending medical data (e.g., imag-
es, videos) over electronic networks for
review and assessment to be performed
later. The method is often used in der-
matology, radiology, and pathology (20).
Data can be either sent by email or up-
loaded onto an online server which the
recipient may access when they choose
to (21). The newer method is to send data
using cloud computing (22).

3.1.1 Email security

Even in healthcare, email is one of
the most broadly used and convenient
communication methods. It is especial-
ly widespread among family medicine
specialists for communicating with pa-
tients and other healthcare workers. This
communication method can be high-risk
from the perspective of personal data se-
curity. In the US, for example, attackers
obtained access to personal medical data
of more than 100 organizations that used
inappropriately protected electronic com-
munications in the period between 2009
and 2015. It is important that users un-
derstand the danger of such communi-
cation and can protect themselves from it
(23,24).

In order to understand why sending
data over email can be dangerous, we

must first know how email works. Unlike
with regular mail, an email message is
not carried from point A to point B but is
copied to every link in the transfer chain.
The message is created on the sender’s de-
vice (computer) from where it travels to
the sender’s email server. From there, it is
transferred to the recipient’s email servers,
and finally to the receiver’s device (Figure
1). Attackers can obtain access to medical
data during the transmission of the mes-
sage, or by accessing individual links in
the communication chain. All the above
must be protected (24,25).

Data security can be increased using
several methods. Using cryptography is
the most important one. The message can
be encrypted using various algorithms
(e.g.,3DES, AES) and the recipient can on-
ly decrypt it using a special key. This way,
personal data can be theoretically protect-
ed during the whole transfer, although
they are still vulnerable if the sender’s or
receiver’s computer is under threat. If data
is sent in an attachment to the message,
this part is also encrypted. As a rule, free-
ly available internet emailing solutions
(Gmail, Hotmail, AOL) are not encrypted,
meaning they are not secure enough for
transferring medical data. It is equally im-
portant to use sufficiently complex pass-
words in order to protect our accounts. A
password must generally consist of at least
eight characters and must include upper-
and lower-case letters, numbers, and spe-
cial characters. Words that can be found
in a dictionary should not be used as a
password. It is recommended to change
the password at least every 90 days. It is
reasonable to always include the warn-
ing about data security in the email, as it
alerts the patient or recipient that their
email includes medical data, and that the
person reading this should make sure that
the data is secure (24,26).

Zdrav Vestn | March - April 2021 | Volume 90 | https://doi.org/10.6016/ZdravVestn.3131


https://doi.org/10.6016/ZdravVestn.3131

REVIEW ARTICLE

—

—

Sender’s device

Sender’s server

—

—

[@n—2m)

Recipient’s device

Recipient’s server

Figure 1: Diagram of message transfer by email (24).

3.2 Synchronous telemedicine
services (real time)

In most cases, this means using vid-
eoconferencing apps for communication
between two or more users, who may be
patients and/or medical workers (27). This
type of communication has gained par-
ticular traction during the Covid-19 pan-
demic, becoming more frequently used in
outpatient clinics as an alternative to at-
tending in person.

Because telemedicine videoconference
conversations include sensitive personal
data, they are frequently targeted by cyber
criminals, who exploit weaknesses in vid-
eoconferencing apps. An example of this
are security flaws in the Webex and Zoom
videoconferencing apps, which were dis-
covered in early 2020. These allowed unau-
thorized persons to join private meetings
and publish unsolicited and even prohib-
ited content (so-called zoom-bombing).
Attackers also stole and sold thousands
of usernames and passwords over the
dark web (in April, this number exceed-
ed 500,000). There are many more cases of
abuse (28,29,30).

In April 2020, the US National Security
Agency (NSA) published an analysis of
the most frequently used commercially
available videoconferencing apps, along
with recommendations for using them
(Table 1). They applied the following cri-
teria (31,32):

Personal data security in telemedicine services

Does the service implement end-to-

end encryption (E2E)?

o Are strong, well-known, testable en-
cryption standards used?

o Is multi-factor authentication (MFA)
used to validate users’ identities?

o Can users see and control who con-
nects to collaboration sessions?

» Does the service privacy policy allow
the vendor to share data with third par-
ties or affiliates?

« Do users have the ability to securely de-
lete data from the service and its repos-
itories as needed?

« Has the collaboration service’s source
code been shared publicly (e.g., open
source) so that it is possible to verify
what security mechanisms it uses and
whether they are appropriate?

« Has the service and/or app been re-

viewed or certified for use by a secu-

rity-focused nationally recognized or
government body?

The table shows that among the apps
used more frequently in Slovenia, the
most secure one according to this report
is Cisco Webex.

We are largely responsible ourselves
for making sure that our videoconference
calls are secure. We can improve security
by adhering to the following recommen-
dations (28):

o Always ensure that meetings
password-protected.

are
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Table 1: Assessment of videoconferencing apps (31).

Cisco Webex®

Dust

Google G
Suite™

GoToMeeting®

Mattermost™

Microsoft
Teams®

Signal®

Skype for
Business™

Slack®

SMS Text

WhatsApp®

Wickr®

Zoom®

Functionality

a,b,ce

a,c,d,e

a,b,d

a,c,d, e
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a,d
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Legend: Y =yes, N = no; (a) text chat, (b) voice conferencing, (c) video conferencing, (d) file sharing, (e) screen sharing; MFA -
multi-factor authentication; * configurable; ? Free version - N; * No Published Details; * Partial.
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« Do not share meeting information on

public platforms.

It is recommended to use host controls
to lock meeting rooms once all those
invited have joined the conversation
and to remove any unwanted guests.
Disable file transfer features in the
videoconference.

We can also activate a so-called wait-
ing room, which allows the host to
selectively approve guests before they
join.

Always update to the latest version
and apply all the patches for videocon-
ferencing apps.
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3.3 Remote patient monitoring

This applies to utilizing various tech-
nological devices to monitor the patient’s
health parameters. Globally, remote
monitoring is mostly used for the med-
ical treatment of chronic patients with
cardiovascular diseases (blood pressure
measurements), diabetes (blood glucose
measurements) or asthma. This type of
monitoring is reasonable as it is cost-effi-
cient and allows for more frequent check-
ups (20). The system used consists of sev-
eral components and is complex from the
security perspective (Figure 2). The first
part has one or several sensors or devices
for taking measurements, which are or-
ganized together with a central hub into
a so-called wireless body area network
(WBAN). Sensors communicate with the
central hub, and the data is then trans-
ferred to the server over an intermedi-
ary device (e.g., mobile phone, notebook
computer). Communication is organized
across three tiers. The first includes com-
munication in the WBAN, between the
sensors or measurement devices and the
central hub, the second between the cen-
tral hub and the intermediary device, and

Personal data security in telemedicine services

Figure 2: Three-tier architecture for remotely monitoring health parameters. Summarized from Partala J, et al (33).

the third from the intermediary device
over the public network (i.e., the Internet)
to the server where the data is collected
and processed. From a security perspec-
tive, each of them has its own characteris-
tics and peculiarities (33).

The wireless body area network oper-
ates at a very short distance (a few me-
tres). This means that in order to intercept
radio signals, the hacker would have to get
physically very close to the patient, which
is not very likely. Such attacks could be-
come a bigger issue in the future if the use
of systems for monitoring health parame-
ters were to become widespread. In such
a case, attacks would most likely occur
predominantly in public places. From the
security perspective, the most important
standard on the first tier is the new IEEE
802.15.6 standard, which ensures data
confidentiality, authentication, and priva-
cy (33).

The second tier (between WBAN and
the intermediary device) operates over
greater distances than the first and is,
therefore, also exposed to interception,
tracking and redirection of data. An ad-
ditional vulnerability is presented by the
intermediary device itself. This can allow
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the attacker to gain access to the network
through a mobile device or a notebook
computer that has been infected with mal-
ware. On this tier, the type of communi-
cation technology used is also important
from the security perspective. Bluetooth
brings quite a few security weaknesses,
including specific types of attacks, such as
so-called Bluejacking. Zigbee is more se-
cure, and defines a group of high-level se-
curity protocols. The introduction of the
IEEE 802.15.4 standard is also important
on this tier, as it ensures confidentiality of
data and improves their security (33).

On the third tier (between the inter-
mediary device and the server), commu-
nication takes place over public networks,
which makes it exposed to interception,
modification, access prevention, assum-
ing control, etc. Data is stored on the
server, which must utilize appropriate
mechanism for access limitation, includ-
ing firewalls. The end server software and
operating system must be promptly up-
graded with the latest patches. It is also
reasonable to use a virtual private network
(VPN), which can create a virtual isolated
connection with other parts of the system
for remote monitoring. On this tier, the
most dangerous attacks are those utilizing
so-called social engineering (e.g., phish-
ing attacks through email that provide the
attacker with control over the system (33).

An overview of the available literature
shows that researchers seldom focus on
the issue of personal data protection when
using technology for monitoring health
parameters remotely. The main problem
is the lack of awareness of information se-
curity. There is also only scarce evidence
of effective implementation of security
mechanisms in systems for remote moni-
toring. Most studies assume that personal
data protection is the responsibility of the
medical or communication technology
vendor (34).

4 Measures for ensuring
personal data security in
telemedicine services

The security of transferring and pro-
cessing personal data in the provision of
telemedicine services can be improved
utilizing the following measures. These in-
clude (11,17):

o data mirroring (additional backups);

« defining specifically defined access cat-
egories (physician, nurse, network ad-
ministrator, etc.);

« installing the latest antivirus protection;

« utilizing firewalls;

o utilizing security keys, certificates,
unique passwords;

« utilizing complex passwords;

« utilizing encryption for encrypting da-
ta traffic;

o establishing network intrusion systems;

o establishing data infrastructure moni-
toring systems;

« regularly installing patches of software
and operating systems;

« using only verified software;

« decentralized data storage;

« employee training on the best security
practices;

o nurturing a security culture among
employees;

e preventing
equipment.

physical  access to

Much like other networks, the security
of the telemedicine network depends on
its weakest link. Therefore, it is important
to constantly check the security and dis-
cover any potential weaknesses of the sys-
tem and promptly fix them (4).

A frequent problem with healthcare
workers is illegal access to databases of per-
sonal data, either because of curiosity or
because they are trying to obtain personal
data for their own purposes. Access to a
patient’s personal data is only permitted if
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the employee is participating in the pro-
cess of the patient’s medical treatment or
for other legitimate reasons (e.g., notifying
the police on the case, issuing an invoice).
Where possible, access to personal data
should be limited by defining access cat-
egories. In accordance with Article 24 of
ZVOP-1, a system for internal traceability
of personal data processing must also be
established (5).

Another important aspect is protect-
ing the data with the users themselves—
the patients. They need to be informed
of potential data security risks that are
present when using telemedicine services.
This is especially important for services of
monitoring health parameters remotely,
where we utilize the latest technological
solutions; however, patients (especially se-
niors) are often not skilled in using them.
If unsecured information and communi-
cation solutions are used for communica-
tion with healthcare workers, they need
to be alerted to the fact, with alternative,
i.e., more secure communication methods
recommended (35,36).

5 Best practices of personal
data security in the eZdravje
(eHealth) project

In Slovenia, there have been numerous
telemedicine projects, including a few that
have been adopted into regular use. A few
of the best security practices of the eZdrav-
je project, which includes some telemedi-
cine solutions (e.g., TeleKap (TeleStroke),
Teleradiologija (TeleRadiology), ePosvet
(eConsultation)), are described below.

From the information security per-
spective, the most important parts of the
eZdravje project are the information se-
curity management system (ISMS) and
the zNet secure medical network. ISMS
is a system defined according to the ISO/
IEC 27001 standard. This is a range of
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organizational procedures, decisions and
technical measures performed by eZdrav-
je in order to ensure data and information
security. An important part of ISMS are
security policies that focus on numerous
areas of data protection (e.g., physical pro-
tection, malware protection, backups, au-
dit trails, etc.), and are available at http://
www.ezdrav.si/category/projekti/suvi/
(37). zNET is a private medical computer
network managed by the National Institute
of Public Health. It provides secure and
reliable connections between the network
entry point, other certified points, and key
actors in healthcare. It provides access to
eZdravje services (38,39). Security is en-
sured with firewalls, antivirus protection,
data encryption, an intrusion detection
system/intrusion prevention system (IDS/
IPS), the use of virtual private network
(VPN) services, and infrastructure for
user authentication and authorization.
Physical protection of critical facilities
(offices, data centre, etc.) is also ensured,
as well as the provision and appropriate
storage of archival backups. For accessing
eZdravje services, users must utilize com-
plex passwords and qualified certificates
stored on a smart card. Uninterrupted
operation is ensured with redundancy in
equipment and connections to all end-
points. Security measures that all users
must meet before connecting to zZNET are
defined in the Rules on conditions, dead-
lines, and method of connecting to and
using eZdravje services for mandatory us-
ers (39,40,41).

6 Conclusion

Telemedicine services are in a growth
spurt, and according to many, are the fu-
ture of healthcare. In spite of their many
advantages, we must not neglect main-
tenance of the standards for personal
data protection. This has also proven to
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be critical during the Covid-19 pandem-
ic, when the number of cyberattacks on
healthcare institutions has risen sharply.
Some organizations have reported a four-
fold increase in attacks, with most of them
being phishing, i.e., sending emails with
links to fake websites, and ransomware,
i.e.,, preventing data access by encryption
with malware (5,42,43). Measures need
to be implemented at the system and the
individual level immediately in order to

ensure security in accordance with the
valid legislation. One of the most import-
ant measures is to ensure regular training
for all healthcare employees who encoun-
ter personal data in their work. They must
be informed of the dangers and the mea-
sures for prevention and mitigation. Only
by motivating and developing a good se-
curity culture will it be possible to ensure
an environment for the successful applica-
tion of telemedicine.
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