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Abstract. The ability to modify digital images can causesd@us problem in some applications. In recent jear
considerable amount of research has been diremteatds developing methods that would protect thbeaicity

of digital images. The major part of this resednal been devoted to obtaining an understandirfgeahformation

theory involved and only a small part of it has bdecused on the actual implementation of the nathd\

workable authentication system that would be seantkeready for use in a wide range of applicatisrsill to be

made. In this paper we propose a novel method et fiom the Wong's authentication scheme thatpslde of

authenticating JPEG images as well as uncompraéseagks, but is not a watermarking method. Our neetfters

great flexibility in terms of the size of the autiieator and the time needed to generate the atith@or, thus
making it suitable for real-time image processMig demonstrate this by implementing a simplifiecsian of the

authentication unit in a programmable FPGA circuit.
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Sistem za avtentikacijo digitalnih slik

RazSirjeni povzetek.MoZnost spreminjanja digitalnih slik je Because of the image editing software, ensurieg th

v nekaterih aplikacijah lahko resen problem. V zidwletih je i Al ;
bilo veliko raziskav usmerjenih v razvoj metod bkizaZitile authenticity of digital images poses a big probldthe

verodostojnost digitalnih slik. \& del teh raziskav je bil image editing software allows for malicious
namenjen pridobivanju razumevanja matetmaiteorije, ki je  modifications of digital images which can be very

osnova za razvoj in varnost metod za avtentikatgjonajhen  gifficult to detect. In some applications, autheityi of

del pa je bil osredinjen na dejansko implementanigtod v . . . . . .
praksi. Sistema za avtentikacijo digitainih fotdgrai bi bil 1Mages is of vital importance. For instance medical

varen in pripravijen za $irso uporabo, v praksingeV tem images, images in news, images for evidence intcour
prispevku predlagamo novo metodo, ki izhaja iz Waweg etc. need to be protected in order to avoid false

metode za avtentikacijo digitalnih slik in je nanfera ; i ; ;
preverjanju avtentnosti JPEG, kot tudi nekomprimiranih slik. judgments. Here, the use of digital images is not

Ponuja moznost izbire kéne velikosti prstnega odtisa slike appropri_ate. Several  methods, _ ranging f_l'0m
in ¢asa, potrebnega za i#tm prstnega odtisa, &mer je conventional cryptography to fragile watermarking,

primerna za obdelavo slik v realnaf@su. Ustreznost metode haye been proposed to protect the authenticityigifadl
B(rjcla(grzamfljivém |\r/1;;;}ﬁnl1:%nct;%uo poenostavijene - taai v images. The methods differ in terms of the servtbey
provide, that is tamper detection, localization and
Klju éne besedesistem za avtentikacijo digitalnih slik, napadrobustness against different image processing
Holliman-Memon, globalni logo, lokalizacija operations. For an overview of the methods refét ko
Despite the considerable number of proposed
) methods, only a few digital cameras equipped with
1 Introduction authentication capabilities have emerged on theketar
lfn [2-4], the authors propose a VLSI architectuoe f

We live in a digital age. The rapid development o . oo~ ) .
digital techniques, cost-effective digital storatgvices watermarking of digital images allowing for embeni

and the widely spread personal computers and tl% biorr_1etric data in th_e image. The majority of pep
igitRroposing authentication methods are not concerned

with the actual implementation of the authentiaatio
beina replaced by digital counterparts. The sanmi system. We bell_eve that l_)lock authentlcatlon method
g rep y cig P i are the most suitable for implementation becausg th

to images. Digital images are easy to store, ceplt, . . )
and manipulate. They can be shared via computBFOCess the image in a sequential manner. Wong [7]

networks, processed and stored in databases wieye tpr_oposed afragile _blogk-wise yvatermarking scheme
can be re;latively simply managed with tamper localization, which elegantly merges

cryptography with watermarking. The scheme processe
8x8 blocks in a sequential manner. As it requires n
storing of the whole image, it is fast and effi¢gieg@ther

schemes [8-12] derived from Wong improve its

data with great ease. Analog data is in the prooéss
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security, especially the resistance against théirhiah- modify the original image so that the authenticatio
Memmon attack. system recognizes it as being authentic. Becauskeof

Our goal is to design a method suitable for hardwaseverity of consequences of a false authenticatiom,
implementation and enabling the system based &m it successfully attacked authentication system shbeld
be secure, flexible and useful in real-life appimas. abandoned.

2.1 Authentication unit
2 Authentication methods for images The first important requirement for an authentimati

The task of the authentication method is to gepesat System to be effective is that the authenticatay is
authenticator (tag) from the data to be authemitat generated as close as possible to the source of the
The authenticator is a series of bits derived in @nhage. This means that the authentication tag rbest
prearranged manner for the purpose of attesting tg@nerated in the dlgltal camera. If the authenboat
authenticity of an image. The authenticator can bénit is not implemented in the digital camera, kit
stored in a separate file or file header. Anothdpstead a program running on a computer, the attack
technique used in image authentication is fragiléan modify the image before the authenticationitag
watermarking. Watermarking employs data hiding ogenerated and the changes in the image will remain
steganography. The basic idea behind frag”gndetected. If such be the case, the authentication
watermarking is to generate a watermark (tag) and Process serves only for authenticating the senfitheo
insert it so that any modification made to the imag image and not the image itself. To implement the
also reflected in the inserted watermark. By chegki authentication unit in the digital camera, sevelesign

the presence of the inserted watermark, the imag8allenges need to be solved. The digital camefersof

authenticity is verified and tampered regions arémited memory and limited processing capacity. The
eventually localized. unit will also have to be capable of real-time imag

processing. An even greater challenge is imposetidy
design of the authentication system that needseto b
AUTHENTICATION SYSTEM built into a digital camera of the mobile phone.réle
| T R e e e R e e R S R R S S S R e factors like power consumption and cost play a much
more important role. For an authentication systerbe
implemented in a digital camera, implementation

|
|
|
: [
|
| . . .
@ dy (EEUEHORTEN oy, (ERIFCHCR " h) constraints should be duly observed when desigttiag
I N
|
|
|
|

NSECURE o } authentication algorithm. This means that specék c
GHANNEL \ should be taken in selecting the features of the

} authentication algorithm so as to allow for a baéan
between ease of implementation and the necessaly le
of security.

. o 2.2 Verification unit
Figure 1. Authentication system

Another issue that strongly affects the complegityhe

The authentication method is implemented in thauthentication system is accessibility of the veaiion
authentication system (Figure 1). The system ctsefs unit. There are two possible implementations, ae.
an authentication unit and a verification unit. Theuthentication system with a public access to the
authentication unit generates the authenticatiog taerification unit (public authentication system)daan
(watermark) for the image and the verification uniguthentication system with a private (restrictecjess
verifies the authenticity of the image. On one hame to the verification unit (private authenticationstsm).
have the source of the image (digital camera) anthe A public access to the verification unit means that
other hand the end "user" of the image wantingesst t anyone can acquire a verification unit from the idev
the authenticity of the image. The transition o thmanufacturer. The attacker thus has access to the
image from the digital camera to the end user aan Werification unit. It can verify the authenticityf @ny
seen as a sort of communication through an insecureage and can generate any number of image-
communication channel. At this point let us defthe authenticator pairs. This is called the oraclechttdhe
role of the attacker. The objective of the attadketo strength of this attack depends on the output alviailto
produce a perfect forgery. To achieve this objegtiie the attacker. The output can be either a binarjngefer
attacker needs to effectively mimic the workingsttod  the whole image or it can be a bitmap with pixels o
authentication unit. The attacker is able to predaa blocks indicated as authentic or tampered. Agdie, t
authentication tag for any image. In practice thisery attacker is interested in making undetectable ofsing
difficult to achieve, so other types of attacksirtgyto  Another potential problem is information leakagéeT
fool the authentication system have been deviseditacker may be interested in obtaining some
Instead of creating a perfect forgery, their aimtds information about the secret authentication keyva#
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as about the placement of the watermark in the @magcenter must be established. This gives rise to many
Many of the proposed watermarking schemes [5, 6] aguestions. Who should be given the authority to agan
not resistant to oracle attacks, as their secisityased such a center? What legal provisions should betad@p

on data hiding and not on a cryptographic primitivke Who will provide the required resources and finag@i
attacker having access to the verification unitleamch This altogether is the downside of the private
an oracle attack and obtain secret informationl ¥da authentication system.

the scheme. For a method to be resistant to oracle

attacks, it should incorporate a cryptographic firu@

(encryption) so that the security of the method i e

assured with a secret cryptographic key and nat ju | N ;
with the secrecy of the procedure itself (placemeant | R
the watermark). For the system to be practical, | W
verification unit should be capable of verifying an |
image from any camera of the same manufactures Tt
implies that the cameras and the verification unit
should share a limited number of pre-chosen séenet
or that a more elaborate key management schet

should be adopted. The problem of this approadh is SECURE

VERIFICATION
IMAGE + TAG REPORT
which is with the manufacturer.

DEVICE
MANUFACTURER

VERIFICATION
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AUTHENTICATION
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DIGITAL CAMERA

IMAGE + TAG

USER Figure 3 illustrates the private authenticatiosten.

The device manufacturer needs to register the Iseria
number of each camera with the authentication cénte
the manufacture procedure, and then the autheioticat
center will provide the corresponding key for each
S . camera. The device manufacturer puts the key imto t
camera in a secure place in which it is unableetodad
out. The key is hereafter used in the authentinatio
process. The camera being equipped with the
authentication unit and with the secret key issogthe
Oauthentication center initiates the authenticaporcess
éutonomously. For example, when taking images of a
criminal act, the captured images can serve agatligi
evidence to the court. After the court receives the
images, it will request the authentication center t
authenticate them. The authentication center vaithyc
out the verification procedure based on the
corresponding key, indicated by the serial numii¢he
camera. Finally, the authentication center will rsitb
the authentication report to the court to confirhe t
authenticity of the digital evidence. In some apggions

for instance forensics, law enforcement, courtan¥,

-
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Figure 2. Public authentication system

Figure 2 illustrates the public authenticationteys
The digital camera and the verification unit arquaced
from the device manufacturer who is responsible f
providing and putting the secret key into the canserd
the verification unit in a secure place in which #ey is
unable to be read out. For example, when takingy@sa
of an important event, the captured images caresasv
digital visual information for the public. After ¢hnews
redaction receives the images, it will authentidhem
with the verification unit of the corresponding amv
manufacturer. The verification unit will corrobogadr
refute the authenticity of the digital image.

The private authentication system is more sedtire;
prevents the oracle attack and information IeakagJ dicial system), for which the state can manage th
Thou_gh the authentipation _method fiself can th?ﬂaaf_oauthentication 'center, restricted access to the
be 3|mpler_ and easier to implement,  the Ve”f'aat'(.)verification unit is a conceivable solution. In
procedure is more complicated. In order to supervi

S . . . . .
A o o applications (for example journalism, insurance
verification, a trustworthy authentication (verdt@n) PP ( P J
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companies) for which the establishment of a vaifan where Figure 4a is the original image, Figure 4ovsh
center is not feasible, the verification unit mis# the tampered images and Figure 4c the verification
publicly accessible. For our method to cover thdest results. The plate number in Figure 4a is the sasna
possible range of applications, we chose to desifpr  the lower image of Figure 4b, but the verificati@sult
the worst case scenario. In this case, a methddbdéeii shows that the image has been tampered with. Both
for a public authentication system is appropriate. images in Figure 4b have been tampered with, bat th

Even if a private authentication system does nafisual information of the lower image remained the
require a method resistant to oracle attacks, it mame. Based on the verification result, we canmiat i
nevertheless prudent to use it. Moreover, usimgakes which plate number in Figure 4b has been changed. |
management of access to the verification unit lesswder to make useful conclusions based on locaizat
demanding. of the tampered regions, the attacker must be umawa
2.3 Block-wise authentication methods that the changes it makes will be detected. Intp@dif

the authentication system is available on the mathis

One of the first fragile block-wise watermarkingis impossible to achieve. This means that then@ieeal

schemes with tamper localization was proposed Ryse for localization in block-wise authentication
Wong [7]. In this scheme, an image is divided inbm- schemes.

overlapping blocks and watermarking is performed fo
each block independently. The seven most significa
bits (MSBs) of all pixels in a block are hashedngsa
secure key-dependent hash. The hash is then XOF
with a chosen binary logo and inserted into the $8B
the same block. The verification process startshin
reverse order by calculating the key-dependent losh
the seven MSBs in each block and XOR operation
performed with the LSBs. The tampered blocks can t
found by comparing the output with the used logc
Block-wise authentication schemes with non
overlapping independent blocks are vulnerable to
certain kind of attack. If a set of images is antluated
with the same key, it is possible to modify an &ey
image to be authentic. The attacker divides thegama (a) (c)

into non-overlapping blocks and for each of them

performs a search in the set of authentic blockse T Figure 4. a.) Original image b.) tampered imageesults of
original block is replaced with the most similareotp ~ Verification

maintain the perceptual quality of the forged image . ,
This attack is known as the Holliman-Memon attack ol e Wong's method puts the watermark in the LSBs of

collage attack. There have been variouthe image. The attacker can easily extract (qhgnge,
countermeasures proposed in the literature [8-b2] flelete) the watermark. The advantage of data higing
resist the Holliman-Memon attack. In general, théherefore lost. The only advantage is that the

countermeasures try to eliminate block independsnce authenticator is present in the image and not in a
that block swapping is no longer possible. separate file or file header. On the other haneé, th

watermark changes the original image and the size o
the watermark is limited. The authentication system
Localization is one of the features a lot of reshas without watermarking is easier to implement, ds ot
have been focused on. The argument for localizasion necessary to insert the authenticator in the in{aGe

that the knowledge of when and where the data bas b plane).

altered can be used to infer the motive for tanmgeri

and ide_ntifying the_ cu!prits responsible. In theseaf g Proposed method

block-wise authentication schemes, we have to bg ve

careful what kind of conclusions we draw from thidn this section we propose a novel authentication
information. The only thing we can be certain ofiat method based on the Wong's localization scheme [7].
the non-tampered parts of the image are autheftic. We extracted the general features from the Wong's
instance, the attacker changes a part of the imageat scheme and used them to construct a general
the verification unit fails to recognize it as asitic but authentication scheme presented in Figure 5. The
the visual information of the image remains the samauthentication scheme is in general a MAC (message
The conclusions we draw from the verification résul authentication code) algorithm based on univeraahh
are therefore misleading. We see what the attackinctions. Such an algorithm consists of two buigi
wants us to see. An example is shown in Figure fJocks, an efficient keyed compression functionttha

2.4 Localization and watermarking
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reduces long inputs to a fixed length and an erimygp symmetry structure allowing the logo to carry aidaial
function that encrypts the hash. information, such as block index, image index, auth
ID, etc. We propose a similar approach with an
improved security presented in the following settio
Our logo also carries information about the blautteix,
w\ COMPRESSION image index, camera id, time and date the image has
been taken, camera settings (aperture, shutterdspee
focal length, etc.) and possibly GPS coordinatdse T

C | additional information can help the end user deiteem

| oGO0 — XOR . R .

L ! the circumstances under which the image has bé&en ta
and make it easier to interpret the visual infoiorabf

AREREE \ the image.

| e e | S SIS In this general scheme, the format of the input an

\

realization of the compression function are left
v undetermined. The output of the scheme is a pattieof
TAG authenticator or the complete authenticator. Thautin
can vary from a single pixel to the whole imageefeh
are several ways in which we can apply the general
scheme regarding the input and output, each allpwin

) o for a different size of the authenticator and theesl of
Figure 5. General authentication scheme the method.

To construct the authentication scheme we use3al Block-wise authentication method

family of (hash) functionsH ={h:{0;l}" H{o;l}y}, a One of the possible implementations of the general
family of secure pseudorandom functions scheme is pre§ented in F.igure 6. The encryption uni
= :{f {og" - {01}1'} and a logo L ={og*. The uUses the 128 bit AES algorithm to encrypt the daES

has a fixed block size of 128 bits and uses a 128 b
secret key. The reason we use a block-wise
authentication method is not localization but speed

schemesz = (K, MAC) is defined as follows:

function K() Because the pixels are read from the image sensor
f-F sequentially, it is convenient to process the imege
h<H sequential manner. To process the image as a wiele,

return (f,h) would have to first read the image from the image

sensor and then store it in memory. This would irequ

i extra time and memory.
function MAC , (1,L)

Break| into m-bit blocks| = I[1]...1[n]

Fori=1.ndoy . f[ijoh(G)) il o oo \
Tag ylH Y2H A »|  ENCODER _'1‘\ STREM |
return (Tag) - 1

8x8 block
HASH

The key-space for this authentication schem FUNCTION

iSKey=H xF . A random key for thevAC is a random

hash functiorhOH with a random functiom O F . AN )
. o | Loso b XOR
In our scheme, the input data is first compresset o !
then XORed with the logo. The result is furthet
encrypted with a secret key and stored in thehilader SRR \ AE'S
or in a separate file. To verify the authenticitfy tbe | KEY % ENcRYPTION

image, the verification unit compresses ttezeived
image and XORs it with the decrypted tag. The v
verification unit decides if the image is autheriigsed TAG
on the resulting logo.

The logo proposed by Wong was either a binarp»:igure 6. Authentication scheme
image with a graphical meaning or a randomly
generated black and white pattern. The idea ofdbe
was extended by Friedrich et. al. [12]. They prauba
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3.2 Compression function attack. We also provide synthesis results for gbfiad

The compression function consists of two stepghén authentication unit.

first step the block is compressed using the JPE&L Security

algorithm. The output is then passed on to a usaler Security of our method is based on the Advanced
hash function for further processing. A universaklin Encryption Standard (AES). In cryptography, AESal
function is a family of functions indexed by a paeter nown as , is a block cipher adopted as an enanypti
called the key with the following property: for all standard by the U.S. government. It has been asdlyz
distinct inputs, the probability over all keys thaey extensively and is now used worldwide.

collide is small. The role of the hash functiortastake The system can be vulnerable also to other tgpes
the variable-sized input from the JPEG compresaith atack. In cryptography, ahannel attack sideis any
return a fixed-sized output suitable for the ne®psn  attack based on information gained from the physica
the authentication algorithm. By using the JPEGqplementation of the cryptosystem, rather than
algorlth_m in the compression fu_nct|on we actuallyheoretical weaknesses in the algorithm (cryptasis)y
authenticate the JPEG representation of the imBg®. For example, timing information, power consumption
end result is an image-authenticator pair withithage and electromagnetic leaks can provide an extracsour
in the jpg format. Our method is therefore toleremt of jnformation which can be exploited to break the
JPEG compression with a single quality settingsystem. Many side-channel attacks require conditiera
Because JPEG compression is lossy, a subsequei¥hnical knowledge of the internal operation o th
recompression of the image is not tolerated asiil  system on which the cryptography is implementedhWi
cause the. verification unit to recognize the.|mag;e careful design it is possible to limit the inforreat
unauthentic. If we wanted to authenticate a@mitted by the system. If the authentication umsit i
uncompressed image, we would only have to omit thgyplemented as a stand-alone integrated circuihen
first step in the compression function. The endiltes digital camera, the following side-channel attack i
would be an image-authenticator pair with the imBge possible. The attacker can unsolder and move the
a raw format. integrated circuit to a custom-built board, wherean
3.3 Global logo manipulate the inputs to the integrated circuitcain

Our countermeasure against the HoIIiman-MemoﬁﬁeCtlver authenticate any image, even a fake éne

attack is a variation of the content origin autieation possible ‘solution to_the attack is to integrate the
: . : authentication unit (JPEG compression unit) inte th
[12]. The logo carries the local block informatias

well as parts of information which, when put togath image sensor, so that the attacker has no longessc

form a global pattern throughout the image. Theologto the |.nputs .of the authentication unit.
consists of three bit fields: block index, imagdér and 4.2 Simulation results

content data. The block index is a unique preddfinegyr method was implemented and verified in Matlab.
number assigned to the block. The image index ishe verification of the method was performed on a
random number generated at creation of the imade agandard test image set [13, 14]. The images freset

is also unique to the image. The verification Woes nderwent different image manipulations (block
not know the image index, but knows that the imaggterchanging, pixel manipulation, noise addititmw-
index is the same in all the blocks. The contert dapass filtering, cropping...). Two of the test images
field is a fragment of the data string consistirfigtf®  shown in Figure 7a and the tampered ones in Fighre
camera id, time and date the image has been takgf,the latter, we corrupted some of the pixels and
camera settings (aperture, shutter speed, focatten jnterchanged some of the blocks in the images. The
etc.) and possibly GPS coordinates. The data stsingyesyits of the verification are shown in Figure with
larger than the content data field, so in order tghe ynauthentic blocks marked in black. As seea, th
reconstruct the data string, we must join togesieseral yerification unit detects the tampered areas arel th

consecutive content data fields. The string is @&  collage attack is not possible as the blocks armger
throughout the image. The block and the image @@ s jhgependent.

as being authentic if the block index correspormdthée
position of the block, the image index is the samall

the blocks and the same data string is repeated
throughout the image.

4 Results and discussion

In this section we discuss security of our methad a
present simulation results for the Holliman-Memon
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only thing that is lost is the resolution of the
localization.

To validate our approach in terms of the speed and
size of the authentication unit, we implemented a
simplified authentication unit in a programmableGA°
circuit. Our goal was to get a rough estimate ansize
and speed of the authentication unit. The simplifiait
is comprised of the hash function and AES encryptio
The AES encryption core constitutes the main pért o
the authentication unit regarding the area and
computation intensity. The unit was modeled using
VHDL, the functional simulation was carried out ngi
Modelsim XE Ill 6.3c and the design was synthesized
(@) (b) (©) using Xilinx ISE 9.2.i. The target device was xd382

from the Spartan3 family. The device utilization

Figure 7. a.) Original image b.) tampered imager@s)iits of summary is presented in Table 1.
verification

. . Device Size/Area Speed/Performance
Figure 8 shows test images that underwent oth

imqge _manipulations .along .wit_h results of the XS3C200| 1203  Slices 140MHz(~1Gbit/sec)
verification. The pepper image in Figure 8 was pexh (63%)
The result of the verification is a black image.eTh . .
mandrill image was divided into quadrants. A lovepa 12ble 1. Device utilization summary

filter was used in the lower right quadrant. Thevéo o o )

left quadrant was distorted. In the upper left qaad . _To have the verlflpanon unit integrated into the
noise was added and the upper right quadrant vias [€igital_camera, our primary design goal was a small
unchanged (Figure 8b). The tampered and non tamper¥€2: The resulting design provides an estimatéhen

areas were detected correctly in all the testimage ~ reduirements for a workable authentication unit.
Especially the design of the AES core allows for a

variety of possible implementations. There havenbee
several hardware implementations of AES [15, 16]
proposed, yielding good performances. Ultimatehg t
best architectural decision is to select the desigtihe
smallest possible area meeting the throughput
requirement for the whole system, including the GPE
compression unittollowing the above, we can assume
that the authentication unit is suitable for harcava
implementation.

5 Conclusion and future work

In this paper we show that localization and
watermarking  properties of the  block-wise
- authentication methods bring no significant benddit
(a) (b) (c) protection of authenticity of digital images. Caiesiing
this fact, we made tag generation and verificatiarch
more efficient. The tag consists of a number afckl
] codes carefully chosen to protect regions of irstene
4.3 Implementation the image and to enable various levels of accur@cy.

The proposed method can be integrated in the JPHego also carrie_s information about the cameraiide _
compression unit already present in the digital @mn and date the image has been taken, camera settings
therefore consuming fewer resources. The main gfart (@perture, shutter speed, focal length, etc.) args$iply
computation is required for AES encryption. TheéSPS coordinates. The additional information carp hel
method generates an authenticator for every biBgk. the end user determine the circumstances undethwhic
adequately adjusting the hash function, it can cesp the image has been taken and make it easier tpiete
more than one block. This enables adaptation o§ittee its Visual information. We propose an efficient B°E

Of the authenticator and the Speed Of the methm Ttolerant authentication method W|th adjustable EQCU
that can be combined with the JPEG compression

Figure 8. a.) Original image b.) tampered imageeshlts of
verification
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algorithm. The system being specifically designed t[13] G. Schaefer, M. Stich, UCID - An UncompressedoGp
tolerate JPEG compression does not tolerate ogpest Image Database, Technical Report, School of Computing
of acceptable modifications. By skipping the fstp in and Mathematics, Nottingham Trent University, U.K,
the compression function, the system is also capabl 2003.

S . 4] http://www.imageprocessingplace.com/root_file8/
authenticating uncompressed images. Compared to l[ﬁe image_databases.htm

Wong's scheme, our scheme outperforms it withS] N.M. Kosaraju, M. Varanasi, S. P. Mohanty, Aglh

improved security and flexibility. performance VLSI architecture for Advanced Encrypti
In our future work, we shall take an effort towsrd Standard(AES) algorithm, in Proc. of the 19th IEEE
implementing the authentication unit together viitie International Conference on VLS| Design, 2006, pp.

JPEG compression unit in a programmable FPGA  481-484. _
circuit to allow for validation of our method inrtas of [16] T.Good, M. Benaissa, AES on FPGA from the €ststo
the speed and size of the authentication unit. the Smallest, in Proc. of CHES, 2005, pp. 427-440.
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