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ON-RESISTANCE OF POWER MOSFETS

Janusz Zarebski

Gdynia Maritime Univérsity, Department of Marine Electronics

Key words: MOSFET, silicon carbide parameters, Ron resistance.

Abstract: The paper concerns the problem of modelling of the drain-to-source ON-Resistance (Ron) of power MOSFETs. Two kinds of the transistor
structures: VDMOS and CoolMOS made of a silicon and a silicon-carbide are considered in the paper.

Upornost moénostnih MOSFET tranzistorjev v
prevodnem stanju

Kjuéne besede: MOSFET, parametri siliciievega karbida, upornost Ron

lzvle&ek: V prispevku prikazemo probleme modeliranja upornosti izvor - ponor, Ron, mocénostnih MOSFET tranzistorjev v prevodnem stanju. Opisemo
dve tranzistorski strukturi: VOMOS in CoolMOS izvedeni v siliciju, oz. silicijevem karbidu.

1. Introduction

Currently, silicon power MOSFETs are one of the most in-
tensive developed and modified devices intended mainly
for power converters.

The substantial drawback of the considered class of pow-
er devices is their relatively high value of the drain-to-source
ON-Resistance (Ron), what often results in unacceptable
values of the energy losses at the high values of the drain
current. The value of Ron depends on both the values of
the device breakdown voltage and the semiconductor pa-
rameters. The decreasing of Ron, especially in the high-
voltage power MOSFETSs, is the very important challenge
for the producers of these devices. This task can be
reached by developing new structures (e.g. CoolMOS tran-
sistors), as well as by using advanced (wide band-gap)
semiconductor materials, e.g. silicon-carbide (SiC).

The paper presents the estimation of influence of the im-
purity doping of the epitaxial-layer of the selected power
MOS transistors (VDMOS, CoolMOS) on their drain-to-
source ON-Resistance. The considerations are performed
for two semiconductors: silicon and the most popular pol-
ytypes of silicon carbide.

2. The theoretical dependences

Power silicon MOSFETs (Fig. 1) are commonly used in
electronics and energoelectronics in the voltage range from
about fifteen up to one thousand volts. The main compo-
nent of the switch-ON resistance (Ron) of high-voltage
VDMOSTs is the resistance represented by the epitaxial
layer. The fundamental relation of Ron on the breakdown
voltage (Ugr) is /1/.

e+ )
P
n
epitaxial-layer
&b
Fig. 1. The considered structure of the VDMOS
transistor
4-U;
Row = — (1)
€g &, M Ec3

Where: 1 - electron mobility, io - the permittivity of free
space, | - relative permittivity, Ec - critical electric field are
a semiconductor parameters.

It is seen, that Ron increases strongly with increasing of
Ugkr (to the second power) whereas it decreases for sem-
iconductors characterized by higher values of y and Ec
(third power).

On the other hand, at a fixed value of the epitaxial-layer
thickness, the higher voltage VDMOS transistor have to
be lightly doped (it concerns the epitaxial layer) according
to the dependence /1/.
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g,-€, E’

U — =0 r c )

BR= ST 7N (2

where N - doping concentration, g - elementary (electron)

charge. In turn, lower doping concentration results in higher
value of Ron.

The new generation of power MOSFETs - named Cool-
MOS transistors (Fig. 2} described for the first time in
/2, 3/, have been offered by Infineon Technologies since

1988.
-—tf—/_ ? -
n+ ) L
Y
o
 epitaxial-layer
6D
Fig. 2 The considered structure of the CoolMOS
transistor

CooIMOS transistors (Fig. 2) belong to the class of super-
junction devices presented in /4/. in CoolMOS transis-
tors the epitaxial layer consists of parallely connected heav-
ily doped n and p pillars of the width equal to d. At the
drain-to-source voltage, typically higher than 30 + 50 volts,
the pillars become fully depleted by lateral extension of
the depletion region from the p-pillar/n-pillar junction. On
the other hand, the pillar-doping concentration depends
on the pillar width. The thinner epitaxial-tayer, the higher
doped one.

The resistance Ron and the breakdown voltage Ugg of the
CoolMOS transistor are related by the following depend-
ence /4/.

UBR

Roy =4-d-
- g€, |- E;

(3)

As seen, Ron resistance is proportional to Ugg, what means
that CoolMOS transistors are especially attractive for high-
voltage applications. On the other hand, narrower pillars,
the lower Ron, what have to result in the heavily dopped
ones.

3. The semiconductors parameters

As seen from Egs. 1 and 3, two semiconductor parame-
ters: charge mobility and critical electric field are of the
fundamental importance to determine the Row. resistance.
In Table 1 the values of these parameters for silicon (Si)
and three of the most popular polytypes of silicon carbide:
4HSIC, 8H-SiC and 3C-SiC are presented.

Parametr Si 3C-SiC 4H-SiC 6H-SiC
2

u{c—q 1400 | 900 700 400
Vs

EC[LJ 3.10° | 1,5.10° | 2.6.10° | 2,1.10°
cm

& 11,9 9,7 9,6 10

The values in Table 1 concern lightly doped semiconduc-
tors. As results from a lot of publications, assuming the
fixed values of the considered parameters is a great sim-
plification, because their values are a function of tempera-
ture, doping concentration, pressure, etc. Fig. 3 presents
the dependences of u(N) and E¢(N) for the silicon and sil-
icon carbide, respectively.

1600 -
a
1400 +
1200 4
— 1000 -
2
~2 800
5 )
<600
400 +————
200
0 T T T T ; 1
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- 28
1 I gyt
2.5 4H-SIC = 26
- =
— e/ I - T 24
€ 50 6H-SIC_ == §
= 2
2,25
‘© ) 2
‘.'U 15 @?5 o
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1,0
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1E+15 1E+17 N[cm'3] 1E+19

Fig. 3.  Dependencies pu(N) and EC(N)



J. Zarebski:
ON-resistance of power MOSFETs

Informacije MIDEM 37(2007)1, str. 1-4

As seen from Fig. 3 the value of the electron mobility is
nearly the proper low-doped value for the doping concen-
tration less than any critical value Ncr, which for silicon (Ncisi)
is equal to 10™ cm™, whereas for silicon-carbide is much
higher, e.g. for 4H-SiC we have Ncransic = 10'® cm™. The
analogical observation (Fig. 3b) concerns the critical field,
for which Nessi = 10" em™ and Nerensic H' 10%8 em™, re-
spectively.

4. Results

On the parameter values from Table 1, the dependences
of Ugr(N) for VDMQOS transistors made of silicon (Si) and
silicon-carbide (SiC) were calculated from Eq. 2 (Fig. 4).
In turn, the dependence of Ron(Ugr) for silicon and sili-
con-carbide VDMOS and CcolMOS transistors at three
various values of the pillars width, corresponding to the
same materials parameter values are presented in Fig. 5.

1E+5 o Nemii

i
4

£

2222

=k

T

1E+4

REIRac
S Bk

=i

1E+3

Ugr [V]

EEtE

EEEES

b

1E+2

A

SN

T A L et T D

N

1E+1 | ; i
1E+12 1E+13 1E+14 1E+15 1E+16 1E+17 1E+18 1E+19 1
N [em?]

+20

m

Fig. 4. Dependencies of UBR on N

It is seen from Ugr(N) characteristics that for silicon tran-
sistors of the breakdown voltage higher than 20V, the dop-
ing concentration not exceed 10" cm™, whereas the SIC
transistors of the same Ugr value can be even one hun-
dred times more heavy doped (N = 10'8).

The current technology allows to manufacture the silicon
CoolMOS transistors of the pillar width equal to 5 ym. For
examples, forthe 1 kV CoolMOS transistor, assuming that
d/2 ~ 174N and d = 5 uym, the doping concentration can
increase 10° times. Note, that the tenfold degreasing of
the pillar with (d = 500 nm) results in the further hundred-
fold increasing of N doping until the value equal to 10%" cr”
3 (for Si). Asitis seen from Figs 4,5 the values of Ec and
decrease considerably at the doping concentration N > Nc;.
So, this phenomenon should be taken into account, when
the Ron resulting from Egs. (1,3) is calculated. For instance,
in Fig 6 the dependence of ARon/Row as a function of Ugr
of the form

ARy - [RON —Roy ] 100% = f (U, ) (4)

consi.
RON RON

for Siand SiC VDMOS transistors is presented. In this equa-
tion the resistances Ry and Ry are calculated with the

1E+1
| gl
1E+0 VDMOS
1E-1 : e
— g S5um
E i s wEs
o 1&- o }
3 ] 40,5um
Z1E3 5= ] ..T [
0? //’ ’/’ ///
1E-4 | L1 ‘_/ __/‘ ﬂ?-%um
-~ Lt Lot e
= T [CoolMOS]
1E-5 T
|
/
1E-6
1E+1 1E+2 1E+3 1E+4
Ugg [V]
1E2 — :
I VOMOS D
1E-3 ‘ oum [
] 7 f -Zf—utg =T
1E-4 . = I}ééé%% =fTA 05um{
: S

Ron [2ecm?]

Fig. 5. Dependencies of RON on UBR

use of the semiconductor parameters of the constant val-
ues (table I} and the values obtained from Fig. 3, respec-
tively. To get the proper value of the doping concentration
N corresponding to the selected value of the device break-
down voltage, the diagram shown in Fig.4 was used.

As seen, using the dependence Ec(N) and y(N) results in
the highervalues of the ON-resistance, what is of the great
importance, especially for silicon-carbide devices.

400 - \
350 \
300

250

200 14H-SiC

(ARoN/Ron)*100[%]

o
(o]

“
< ;g
o O

(=]

10 100 Uge [V] 1000

Fig. 6 Dependencies of ARON on UBR for VDMOS
transistors
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5. Conclusion

In the paper the problem of modelling of the drain-to-source
ON-Resistance of silicon and silicon carbide power MOS-
FETs is discussed. Two kinds of transistors: VDMOS and
CoolMOS, made of silicon and silicon carbide are consid-
ered. It was shown that &(N) and Ec(N) dependences
should be taken into consideration while the Ron resist-
ance of the investigated power MOS transistors is calcu-
lated.
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LOW-POWER, HIGH-SPEED SRAM DESIGN: A REVIEW

Tan Soon-Hwei, Loh Poh-Yee, Mohd-Shahiman Sulaiman, Zubaida Yusoff

Faculty of Engineering, Multimedia University, 63100 Cyberjaya, Selangor, Malaysia

Key words: CMOS, SRAM, Low-Power, High-Speed, Dual-Port, Asynchronous

Abstract: This article describes the challenges in the design of low-power SRAM and difficulties in designing a high-speed static RAM. Following an
overview of general issues, approaches/techniques in achieving low-power SRAM, as well as techniques to increase SRAM operating frequency are
described. Following the overview of each approach, the challenges and trade-offs are outlined.

Nacrtovanje hitrih vezij SRAM z majhno porabo - pregled

Kjuéne besede: CMOS, SRAM, nizka poraba, velika hitrost, dvojni vhod, asinhronski

lzvle&ek: V prispevku opiemo izzive pri nacrtovanju vezij SRAM z nizko porabo in teZave pri nacrtovanju hitrih pomniinikov RAM. Po uvodnem pregledu
splosnih pojmov opidemo tehnike in pristope k nadrtovanju vezij SRAM z nizko porabo, kakor tudi tehnike za povecanje frekvence delovanja vezij SRAM.

Po opisu obeh pristopov nastejemo njune izzive in kompromise.

1 Introduction

Static Random Access Memory (SRAM) is mainly used as
an embedded block (EBB) memory circuitry such as level
1 and level 2 caches in a microprocessor operating based
on the Principle of Locality or used as a data buffer at a
chip's interface. SRAM occupies a large portion of the
modern digital chips and its capacity is forecasted to fur-
ther increase in the new era of System on Chip (SoC). In-
creased SRAM density results in larger internal capacitance
and thus limits the operating frequency and power con-
sumption. Besides that, leakage current is now one of the
major contributors to chip's overall power consumption.
As static power continues to dominate, appropriate meas-
ures have to be taken to minimize the effects of leakage
currents, especially in short channel devices.

This article summarizes power savings and high-speed
techniques that can be implemented intoc SRAM design to
overcome speed degradation and high power dissipation
issues. The next section of this article addresses general
issues in designing SRAM with large memory capacity, with
example referring to the implementation of a 1-Mbit SRAM.

2 General Considerations

The general power consumption equation for SRAM is /1/:

P = Vdd [mIactive + m(}’l - 1)]}10/(1 ] + V
Wl mC Vo 14V Co Vi f 1,1

First term of the equation dominates SRAM power con-
sumption nowadays. /aciive is active current of m selected
memory cells while /hoy is the data retention current of
others unselected memory cells. Second term represents
power consumption of decoders and is the power needed
for switching internal node capacitance. Third term repre-

sents power consumption of peripheral circuitries. It con-
sists of dc current and current needed for switching ca-
pacitance. In general, active power depends on the switch-
ing capacitance and direct-path current while data reten-
tion power depends on the leakage current (sub-thresh-
old leakage current - main contributor and reverse-biased
current) and size of memory.

SRAM's memory operation delay usually consists of word-
line decoding delay, data sensing or data writing delay and
delay for resetting circuitry to initial condition. These de-
lays are mostly proportional to the size of memory and also
depend on the techniques that adopted into the design.

Bit-line

' _MWord-tine

i
g}ﬁ?jerlap

Long Interconnect
(Distributed RC)

cdiffusion ANt _
1 T
.
T Cpardgsitic l: :L ]:: I

(a) (b}

Figure 1 (a) Transistor’s Parasitic
(b) Transmission line’s Parasitic

Technology scaling and larger memory capacity contrib-
utes to larger bit-line capacitance and resistance as long-
er interconnect is required and more transistors are con-
nected to a common line (Refer to Figure 1). Therefore,
charging or discharging the line capacitance to transmit
voltage signhal causes huge active power consumption and
signal propagation delay. In addition, larger number of
memory cells raises the leakage power and decoding de-

5
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Figure 2 General SRAM Architecture

lay as well. The leakage power has been foreseen to dom-
inate SRAM power in the Nano-range process technology
as threshold voltage is scaled down along with the transis-
tor's channel length. Other than that, designers have to
make sure that the power race conditions in circuit are
handled well during design phase to diminish the crowbar
current.

2.1 Low-Power and High-Speed SRAM
Architecture

Figure 2 is the general architecture that utilizes two way
decoding method. If a 1-Mbit SRAM is going to be de-
signed with 32-bit word size and 16:1 column muxing, it
will have physical size of 2048 rows x 512 columns. The
huge capacitive load on bit-lines and word-lines (large Cge
and Cpy) causes high power and speed degradation prob-
lem. Instead, memory partitioning and bit-line partitioning
techniques can be employed during the architecture-level
design phase.

The principle in memory partitioning technique is to parti-
tion memory array into several portions and to map these
portions to different physical memory banks that can be
selected or deselected independently. The word-lines are
divided into several sub levels and only certain sub word-
lines are activated during operation. As a result, the number
of transistors that are connected to the bit-lines and word-
lines is lesser and hence smaller capacitance switched
during operation. Also, it reduces active current /aciive by
shutting down portions that are not accessed potentially.
Indirectly, it reduces the RC delay of decoding stage and
word-line as well. Divided Word Line (DWL) architecture

6

(Refer to Figure 3a) and Hierarchical Word Decoding (HWD)
architecture (Refer to Figure 3b) are two of the most fa-
mous memory partitioning techniques that are proposed
by Masahiko Yoshimoto et al. /2/ and Toshihiko Hirose et
al. /3/ respectively.

DWL architecture requires lesser number of decoding stag-
es and hence lesser number of transistors and smaller de-
coding delay. Furthermore, it is easier to be adopted into
the design especially for layout design as routing and place-
ment is simpler than the HWD architecture. However, the
active power and decoding delay of DWL architecture ex-
ceeds HWD architecture when the memory capacity is above
256-Kbit due to larger number of multi-divided blocks that
raises the load capacitance on global word-lines while keep-
ing the number of selected memory cells small /3/. When
the size of SRAM exceeds 1-Mbit, HWD architecture should
be adopted into the design instead /4/. However, the
number of portions should be constrained as excessively
large number of portions imposes area overhead and wiring
overhead that tends to increase power dissipation. Hence,
HWD architecture might not be able to help in the near fu-
ture as memory capacity is kept increasing. Divides the word-
fine into higher number of levels is no more a feasible solu-
tion as the decoding delay is increased as well.

Block Select
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Row Decoder  Portions m L.ocal Block n
1
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Portion
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Block Decoder

8]

Figure 3 (a) Divided Word-Line (DWL) Architecture
(b) Hierarchical Word Decoding (HWD)
Architecture
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Bit-line partitioning technique is used to reduce bit-line
capacitance and hence lower active power and access
delay at the expenses of slightly larger number of transis-
tors. It can be implemented in two ways, either using mul-
tiple-level muxing (Refer to Figure 4a) or divided bitline
approach (Refer to Figure 4b) proposed by Karandikar
Ashish et al. /5/. Multiple-level muxing method increases
node capacitance at the output of pass-transistors and
hence number of the bit-line partition fevel should be limit-
ed. Besides, the load on column select signal line becomes
larger due to longer wire routing and more transistors are
connected. Divided bit-line approach reduces the bit-line
capacitance to achieve lower active power and smaller RC
signal delay. Besides that, decoding stage can be made
smaller for this approach and thus reduces the decoding
delay. Although the total current driving force of memory
cell becomes smaller due to additional pass transistor in
between the global bit-line and local bit-line, it can achieve
better performance as long as the number of divided blocks
and number of memory cells per a divided block are con-
strained. Theoretically, the optimal number of memory cells
per a divided block is around 8. Sizing of the global bit-line
pass transistor has to be large enough to pull down the bit-
line voltage. It also has to be smaller than the size when
the drain capacitance added to global bit-line exceeds the
current driving capability.

3 Low Power and High Speed SRAM
Circuit Design Techniques

ISSCC2005 mentioned that semiconductor industry be-
gins to shift from synchronous SRAM design to asynchro-
nous design to solve power consumption problem. If ex-
ternal clock signal is used to derive internal control sig-
nals, pulse width of the derived signals might be too large
for an operation to complete. For instance, bit-lines volt-
age can be pulled down to a level more than sufficient for
a memory operation (Refer to Figure 5a). Besides, some
internal circuits are turned on every cycle yet no operation
is requested. As a result, asynchronous SRAM design us-
ing Address Transition Detection (ATD) circuitry is invent-
ed to reduce dc current, active current and switching ca-
pacitance by supplying pulse signals to the internal circuit-
ries /6/. A simple ATD circuit together with the pulsed-
signal waveform is shown in Figure 5b.

A pulse is generated whenever there is a transition in the
input signals. The delay element circuit is designed such
that pulse duration will be just enough for an SRAM opera-
tion to complete. Modified Schmitt trigger delay circuit that
has lesser delay variation and hot-electron effect can be
used /7/. However, this technique is still not widely used
by the industry due to large variation of generated pulse
across process, voltage and temperature (PVT) corners.

Voltage-mode sense amplifier and write circuitry usually
cause large bit-line voltage swing and hence power dissi-

pation prOblem as Pdisch arge = Cbl [stwing /dtoperalion ] * Vdd .
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Also, speed degradation is another problem when the bit-
line parasitic is large. Usually SRAM cell current is small as
it is designed to have minimum-sized transistors and thus
bit-line development time is long. Other than that, another
long period is required to restore bit-lines voltage level af-
ter every memory operation. Current-mode technique can
be implemented to avoid these problems. It was first pro-
posed by Evert Seevinck et al. in 1991 /8/. Its main idea
is to use a low-resistance current-signal circuit to reduce
voltage swing on the long transmission line and to avoid
speed degradation problem caused by signal delay in the
high capacitive interconnect. Current-mode technique can
be implemented for both sense amplifier and write circuit-
ry. Figure 6a shows the bit-line peripheral circuit that has
implemented full current-mode technique. Figure 6b and
6c¢ illustrate the current-mode read (Clamped Data-line
Sense Amplifier) and write circuitry /9/. It is found that the
delay of sensing and writing process is insensitive to the
bit-line or data-line capacitance /4/,/10/. In addition, it
helps to reduce coupling noise to the adjacent bit-lines as
bit-lines voltage swing is minimized. However, the current-
mode circuit itself causes large crowbar current and di-
rect-current path also exist between pre-charge circuit and
sense amplifier during operation. Thus the circuit has to
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be properly designed or else it will offset the advantage of
reducing capacitance switched during operation. It can be
minimized by using dynamic load controlling circuit which
has lesser effects to the speed of current-mode circuit.
The load circuit is turned when there’s no operation to re-
duce the current flowing. Besides that, it also requires
additional transistors for memory cells that increase the
die size.

Charge transfer sense amplifier (CTSA) allows low power
sensing without sacrificing the speed (Refer to Figure 7).
It operates based on charge re-distribution mechanism
between very high bit-line capacitance and low output ca-
pacitance of the sense amplifier /11/. According to the
charge conservation equation: AV« Cp. =C . oV .,
bit-line swing depends on the ratio between bit-line and
output capacitance where larger bit-line capacitance leads
to lower bit-line swing and hence lower power. Besides,
this circuit diminishes the direct-path current as the pre-
charge circuit can be turned off after the word-line is ena-
bled. Unlike current-mode sense amplifier that requires the
pre-charge circuit to be turned on.

There're also several techniques proposed purposely to
reduce writing delay and write power. There is a low power
write technique proposed by Alowersson that biases the
bit-lines voltage closed to low voitage level /12/. It first
builds up a small differential voltage for the bit-lines and
utilizes the regenerative effect of cross-coupled PMOSs
to amplify small differential storage nodes voltage of the
memory cell. However, this technique causes slow read
operation as word-lines voltage are required to be reduced
to prevent spurious discharge of memory cell storage
nodes. Another low swing write technique proposed by
Amrutur /13/ uses boosted voltage for word-line signal and
virtual ground line (Refer to Figure 8). After the virtual
ground line is driven high to clear memory cell's content,
small differential voltage between the bit-lines is built up
and this small differential signal is transferred into the stor-
age node. The memory cell amplifies this small differential
signal after virtual ground line is driven low. This technique
has several problems such as voltage drop of virtual ground
line, boosted voltage generation circuit is required and
memory block width is required to be the same as input
data size.

In the decoder design, designer is required to choose suit-
able gate logic style and then finds the optimal sizing for
each gate and adding appropriate buffers to reduce decod-
ing delay. Logical effort is one of the popular techniques in
finding out optimal sizing for a chain of logic gates. Either
NMOSs or PMOSs in the logic gates can be sized such that
only one of the signal's transitions is enhanced and the op-
posite transition is weakened /14/. This helps to reduce
the input capacitance of logic gates and thus overall address
decoding delay. However, such implementation needs sep-
arate reset devices to prevent slow reset transition. These
reset devices uses self-resetting logic (SR-CMOS) technique
and delayed reset logic (DRCMOS) technique.

Another low power and high speed approach - half-swing
pulse-mode technique uses half-swing signals to reduce
the power in decoder and write circuitry /15/-/16/. Half
swing technique limits the signal swing on the high capac-
ftance bit-lines and 1/0 lines. In addition, the charge cy-
cling between positive and negative pulses further reduc-
es the power. The power dissipation s
P, =Cpume » V" 12)+ f compares to the power of

half —swing
full  swing circuits which s

voltage-mode
Piit-swing = 2Chume + Vai' +  @nd hence it can save 75%
power theoretically. The problem with this technique is it
uses half-swing pulse-mode gate family that requires dual-
threshold or multi-threshold voltage transistors which might

not be supported by certain process technology.
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Supply voltage and threshold voltage are both lowered
along with the technology scaling. The immediate effectis
higher static power dissipation as the main contributor of
leakage current - sub-threshold leakage is increased ex-
ponentially (Refer to the sub-threshold drain current Ipsuy
equation in BSIM3v3 MOSFET model:

I .[1_6-@/%].[e[Vg:—Vz-VVJ]/,,V[ ]). A new driving

[Dxub =450
scheme which lowers the word-line voltage and raises the

ground line voltage is proposed to reduce leakage current
in standby mode /17/. Also, Gated-Vdd/Gated-Ground
circuit technigues are proposed by Michael Powell et al.
and Amit Agarwal et al. to reduce leakage power during
standby mode /18/-/19/. The main idea is to disconnect
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the SRAM cell circuit from supply voltage during standby
mede and thus diminish the leakage current. However, an
additional NMOS is needed to be put in the leakage path
and this increases the layout of memory cell (Refer to Fig-
ure 9). Although gated-Vdd NMOS can be shared by mul-
tlple memory cells, but the transistor size has to be large
enough to sink the current during active mode. Larger size
improves the operation speed but worsen the power and
area. Other than that, this technigue needs no extra cir-
cuitry as the decoder itself can be used to control the gat-
ed-Vdd NMOS. On-chip Voltage Down Converter (VDC)
circuit can be adopted to step down the supply voltage
during standby mode /20/. This can greatly reduce the
data retention power at the expenses of extra efforts to
design the additional circuits and current consumption of
the VDC.

10

4 Conclusion

Low-power high-speed SRAM design must deal with many
circuit and architecture issues, including process limita-
tions. The article has focused on difficulties in the design
of low-power SRAM as well as the design of high-speed
SRAM, presenting a humber of power reduction techniques
design approaches to increase SRAM's operating frequen-

cy.

References

/1/ Kiyoo ltoh et al., “Trends in Low Power RAM Circuit Technolo-
gies”, IEEE Symp. Low Power Elec. Dig. of Tech. Papers, pp.
84-87, Oct. 1994,

/2/ Masahiko Yoshimoto et al., “A Divided Word-Line Structure in
the Static RAM and its Application to a 84K Full CMOS RAM”,
IEEE J. Solid-State Circuits, vol. 18, pp. 479-484, Oct 1983.

/3/ Toshihiko Hirose et al., “A 20-ns 4-Mb CMOS SRAM with hierar-
chical word decoding architecture”, IEEE J, Solid-State Circuits,
vol. 25, pp. 1068-1074, Oct 1990.

/4/ Tan Soon Hwei, “A 160-MHz, 45-mW, Asynchronous Dual-Port
1-Mb CMOS SRAM”, Final Year Project Report - FOE Multime-
dia University, April 2005.

/5/ Karandikar Ashish et al., “Low Power SRAM Design using Hier-
archical Divided Bit-Line Approach”, Proc. International Con-
ference on Computer Design, pp. 82-88, Oct 1998.

/6/ Martin Margala, “Low-Power SRAM Circuit Design”, IEEE In.
Workshop on Memory Tech., Design and Testing, pp. 115-
122, Aug. 1999.

/7/ Akinori Sekiyama et. al, “A 1-V Operating 2566-kb Full CMOS
SRAM?”, JEEE J. Solid-State Circuits, vol. 27, pp. 776782, May
1992.

/8/ Evert Seevinck et al., “Current-mode Techniques for High-speed
VLSI Circuits with Application to Current Sense Amplifier for
CMOS SRAMS”, [EEE J. Solid-State Circuits, vol. 26, pp. 525~
5386, April 1991,

/9/ Jinn-Shyan Wang et al., “Low-Power Embedded SRAM with the
Current-Mode Write Technique”, IEEE J. Solid-State Circuits,
vol. 35, pp. 119-124, Jan 2000.

/10/  H.Wangetal., "ALow Power Current Sensing Scheme for CMOS
SRAM", IEEE In. Workshop on Memory Tech. Design & Test-
ing, pp. 37-45, Aug. 1996.

/11/ Manoj Sinha et al., “High-Performance and Low-Voltage Sense-
Amplifier Techniques for sub-90nm SRAM”, Proc. International
Conference on SOC, pp. 113-116, Sept. 2003.

/12/  Jonas Alowersson et al., "SRAM Cells for Low-Power Write in
Buffer Memories”, IEEE Symposium on Low Power Electron-
ics, pp. 60-61, Oct. 1995.

/13/  Bharadwaj S. Amrutur, “Design and Analysis of Fast Low Power
SRAM", Thesis for the Degree of Doctor of Philosophy - Stan-
ford University, Aug. 1999.

/14/  Bharadwaj S. Amrutur et al., “Fast Low-Power Decoders for
RAMs", IEEE J. Solid-State Circuits, vol. 36, pp. 1506-1515,
Oct 2001.

/157 KennethW.Mai et al. “Low Power SRAM Design Using Half-Swing
Pulse-Mode Techniques”, IEEE J. Solid-State Circuits, vol. 33,
pp. 1659-1670, Nov 1998,

/18/ T Morietal,, “A 1V 0.9mW at 100Mhz 2kx16b SRAM utilizing a
Half-Swing Pulsed-Decoder and Write Bus Architecture in
0.25um Dual Vt CMOS", IEEE International Solid-State Circuit
Conference, pp. 354-355, 1998,

/17/ K. Osada et al., “16.7fA/Cell Tunnel-Leakage-Suppressed 16-
Mbit SRAM Based on Electric-Field-Relaxed Scheme and Alter-



T. Soon-Hwei, L. Poh-Yee, M.-S. Sulaiman, Z. Yusoff:

Low-power, high-speed SRAM design: a review Informacije MIDEM 37(2007)1, str. 5-11
nate ECC for Handling Cosmic-Ray-Induced Multi-Errors”, ISS- Tan Soon-Hwei, L.oh Poh-Yee, Mohd-Shahiman
CC Digest of Technical Papers, pp. 302-303, Feb 2003. Sulaiman, Zubaida Yusoff

/18/  Michael Powell et al., "Gated-Vdd: A Circuit Technique to Re- Faculty of Engineering Multimedia University,
1 Ll

duce Leakage in Deep-Submicron Cache Memories”, Proc. of . :
the 2000 Int. Symp. On LPED, pp. 90-95, 2000. 63100 Cyberjaya, Selangor, Malaysia

/19/  Amit Agarwal et al., "DRG-Cache: A Data Retention Gated-
Ground Cache for Low Power”, Proc. Conference on Design
Automation, pp. 473-478, June 2002,
/20/  Koichiro Ishibashi et al., “A Voltage Down Converter with Sub-
microampere Standby Current for Low-Power Static RAMs”, [EEE
J. Solid-State Circuits, pp. 920-926, June 1992. Prispelo (Arrived): 20.07.2006 Sprejeto (Accepted): 30.03.2007

11



UDK621.3:(63+564+621+66), ISSNO352-9045 Informacije MIDEM 37(2007)1, Ljubljana

AUTOMATICALLY ADJUSTABLE SUPPLY SYSTEM

M. Atanasijevic-Kunc, V. Kunc*

Faculty for Electrical Engineering, Ljubljana, Slovenia
“IDS, Ljubljana, Slovenia

Key words: power-supply control, control design

Abstract: In the context of complex integrated circuits we are often faced with the problem of supply crosstalk among different patts of the system and
requirements for power supply rejection well beyond the level inherently offered by the building blocks of the system. In such cases the only solution is to
integrate into the system also the supply controller(s). In case the system is supplied with defined and stable supply voltage the integration of supply
regulator(s) is a straightforward task. But if the system is required to operate in a wide range of external supply voltages and if the system performance is
dependant on supply voltage (what is often the case) than the supply regulator(s) design becomes a crucial point in the overall system design. The
presented paper offers a solution for automatic adjustment of supply regulator(s) to the applied supply voltage. This ensures that the optimum between
power supply rejection demand and the demand for as high as possible internal supply voltage is reached for any external supply voltage applied, thus
greatly enhancing the overall system performance.

Avtomatsko nastavljivi napajalni sistem

Kju¢ne besede: regulacija napajainega sistema, nacrtovanje vodenja

lzvlecek: V primeru kompleksnih integriranih vezij se pogosto srecujemo s problemom presluha med razliénimi deli sistema in zahtevo po odpornosti
sistema na motnje na napajanju, ki presega nivo, ki jo nudijo sestavni deli vezia. V takénih primerih predstavlja edino uspesno pot redevanja dopolnitev
sistema z notranjim regulatorjem napajanja. V primeru, ko sistem napaja stabilna in to¢no dolodena napajalna napetost, je integracija tovrstnega regulator-
ja relativno preprosta. Ce pa se soodamo z zahtevo po delovanju sistema v zelo Sirokem podrodju napajalnih napetosti in so pri tem lastnosti vezja odvisne
od napetostnega napajanja (kar obi¢ajno drzi), potem ustrezno nacrtovanje napajainega regulatorja postane kfjutnega pomena za nadrtovanje celotnega
vezja. V prispevku smo predstavili resitev, ki omogoca avtomatsko uglagevanje napajalnih regulatorjev glede na zunanje napajanje sistema. Taksna resitev
ponuja optimalni kompromis med zahtevo po ucinkovitem zmanjSevanju neZelenih vplivov spremenljivega zunanjega napajanja in zahtevo po visokem
napetostnem nivoju notranjega napajanja. Na tak$en nacin ucinkovito razsirjamo moznost prilagajanja zunanjemu napajanju v zelo girokem podrodjuin s
tem tudi bistveno izboljsamo fastnosti delovanja celotnega sistema.

1. Introduction and the system is required to operate at different external
supply levels, an automatic adjustment system is needed

The presented automatic supply module was developed to reach an optimal voltage drop across the regulator, which

for systems which demand supply regulators to achieve “offers the best compromise between the contradictory

desired power supply rejection but in the same time re- demands described above.

quire a maximum possible supply voltage level for best

performance. A typical system of this kind is an RF trans- .

mitter, where the supply voltage level directly defines the 2. SyStem level-solution

maximum output power gvallgble {for defined antgnna im- The system presented in Fig. 1 is typical application of the

pedance). An RF transmitter is also a system which often system solution described. The block diagram can be di-

needs a supply regulator to ensure adequate PSRR. vided in two parts. The basic functions of the system are

presented in the main system block. The nature of the func-
tions in this block (for instance RF output amplifier stage)
requires a supply regulator to ensure proper power supply
rejection (PSRR) and as high as possible supply voltage.
The rest of the block diagram in Fig. 1 are bocks associat-
ed with supply voltage regulator providing the supply volt-
age for the main block which ensures the optimum com-
promise between the demand for high PSRR and the wish
for highest possible supply voltage.

This means the supply module must find an optimum be-
tween two contradicting system requirements. The demand
for high PSRR inherently requires a relatively large voltage
drop across the supply regulator, thus significantly lower-
ing the regulator output voltage which is the supply voltage
for the rest of the system. This is in direct contradiction
with the demand for as high supply voltage (for the rest of
the system) as possible to ensure high output power.

The best solution of this conflict is supply system which
sets the voltage drop across the regulator to a minimum
level which still guarantees the required PSRR /1/. This
implies that the supply regulator output is set to a voltage
relative to the external supply voitage (regulator input volt-
age). Assuming that the external supply voltage is not fixed

The operation of supply voltage regulator system can be
divided into three steps /1/. In the first step the system
detects the start of operation. This can be done by ob-
serving the input signals of the system (enable, power-down
and similar) and/or by observing the voltage on the input
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and output of the voltage regulator. The start of operation
is detected when the input voltage is settled after the initial
transient. The additional condition is that also the output
voltage of regulator settles, thus taking into account the
impact of buffer capacitor typically connected to the volt-
age regulator output. When the start condition is recog-
nized the adjustment step begins.

The adjustment phase starts with the maximum setting of
the voltage regulator reference /3/. This results in the out-
put voltage almost identical to the input voltage (minimum
voltage drop on across the regulator). At the same time the
control block sends a signal to the main system to put the
main system in the state of maximum current consump-
tion. This ensures that the automatic adjustment is done in
the worst case situation for the supply regulator. The sys-
tem waits the settling transients to finish and than meas-
ures the voltage drop across the regulator. If the voltage
drop is lower than the optimum value stored in the control
block the control block reduces the adjustable reference
for one step thus reducing the output voltage for 100mV.
The system waits again for the transient to settle and re-
peats the measurement of the voltage drop across the reg-
ulator. If the voltage is still lower than the optimum value
another voltage reduction step is started. If the voltage drop
is higher the adjustment phase is finished.

The simulation of the system operation is presented in Fig.
2 and the measurements of actual implementation are
shown in Figs. 6, 7 and 8.
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Fig. 1. Schematic system representation
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Fig. 2. Simulation results of system operation

Canvas one in Fig. 2 shows the input voltage (external sup-
ply voltage) as dashed line and the regulated output volt-
age as solid line. The input voltage has also an AC compo-
nent (160mVpp) to high lighten the power supply rejection
properties of the regulator. When the regulator input and
output voltages settle (at t=200us), start condition is rec-
ognized and the adjustment phase starts. The adjustment
step was setto 100mV and a new adjustment is done eve-
ry 300us. After the third adjustment the voltage difference
between the regulator input and output voltage exceeded
the target value of 250mV and the adjustment phase was
finished. A voltage zoom of canvas one is shown in canvas
two. As described before the main system is put in state of
maximum consumption during the adjustment phase. This
can be seen in canvas three, presenting the current from
external supply.

3. Transistor-level design

Besides the system design as described in section 2, a lot
of care was devoted to the design of the supply regulator
cell /2/. The demands for this cell were very high. it has to
operate with minimum voltage drop (typically 200mV), it
has to be stable and provide power supply rejection in a
large range of load currents (from 200uA to 100pA) and it
has to have adjustable output voltage in the range from
2.7V to 5V. Through the design it was assumed that the
external supply blocking capacitor would be typically 2.2uF
but the regulator has to operate for any supply blocking
capacitor bigger than 1uF.

The dominant pole in the supply regulator loop has to be
the output pole defined by the blocking capacitor to en-
sure fastest regulator response. The position of this pole
changes drastically with the choice of blocking capacitor
and the load current /2/. Since the second pole, which is
typically the result of the gate capacitance of the output
transistor (node A1), has to be placed at last an order of
magnitude from the dominant pole, this implies the need
to have the second pole as high as possible. The position
of this pole also limits the minimum value of supply block-
ing capacitor. This means that the main design goal was to
place the second pole as high as possible considering the
allowed current budget of 200uA.

The required maximum current capability (100mA) at giv-
en minimum supply voltage and requested regulator volt-
age drop define the size of output transistor (M_out). So
the capacitance of the node g_out (Fig. 3) is given and
can not be significantly changed. The position of the sec-
ond pole is thus mainly dependant on the output resist-
ance of the electronic driving the gate of the output tran-
sistor (transistors M3 and M4). The chosen topology for
the driver was trans-conductance amplifier with short chan-
nel devices to additionally reduce the output impedance.
The simplified schematic is presented in Fig. 3.

The inputs rvs1, rvs2 and rvs3 in Fig. 3 are used to ad-
just the regulator output voltage in 100mV steps. The Vref

13
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input is the 1.6V reference voltage and the 110u is the
current input for bias current.

- .
I " E]“ s
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Fig. 3. The simplified schematic of the regulator cell

As discussed the main goal of optimization design is the
positioning of the pole on the gate of output transistor
(g_out). The optimization parameters are the current in driv-
er transistors (M3 and M4), the length of those transistors
and the current mirror ration of M3/M33 and M4/M44
pairs. The main capacitance in this node is the gate to
source capacitance of the output transistor M_out. Since
this capacitance is between the input voltage Vin and the
node g_out it practically acts also as feed-forward system
improving the regulator response to rapid changes in input
voltage. The simulated response of the regulator to input
voltage change (200mV step) and output current change
(10mA - 60mA -1mA) is shown in Fig. 4 and 5. Fig. 4
presents a simulation response with 1uF blocking capac-
itor and Fig. 5 a simulation result with 100mF blocking
capacitor. Canvas 1 presents the input voltage Vin, canvas
2 the output voltage Vout, canvas 3 the gate voltage of
output transistor M_out (node g_out) and the bottom can-
vas the current from external source.

il

Fig. 4. Simulated reponse of regulator in the case of
1UF blocking capacitor
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Fig. 5. Simulated response of requiator in the case of
100uF blocking capacitor

4. Implementation

The actual implementation of the described supply system
was in a RF chip comprising 200mW RF output stage and
receiver stage with AGC /4/. Such system needs supply
voltage regulation to ensure PSRR and minimum voltage
drop on the regulator to deliver the maximum possible RF
output power. This was clearly an ideal case to test the
automatic supply adjustment system.

The system was designed with a reasonable level of flexi-
bility which allows the setting (using configuration register)
of the desired voltage difference between the input and
output voltage of the regulator.

The system performs as designed and ensures the best
compromise for any supply voltage used for the system.
The measurement of supply regulator system in different
conditions is presented in three oscilloscope plots in Figs.
6, 7 and 8.

TeK ¥ 125KS/$ 3 Acgs
H [T

b

TAr 212my
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Fig. 6. System response data in the neighbourhood of
' theideal conditions

Fig. 6 shows the system operation in the neighbourhood
of the ideal conditions. The external supply is clean and
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has negligible output resistance. Trace one shows the reg-
ulator output voltage. After switching on the input voltage
the regulator output is charged to the highest level. This is
slightly lower than the input voltage and in any case lower
than the maximum allowed voltage for the rest of the sys-
tem. During adjustment phase the regulator output voltage
is lowered for 100mV every 300us till the voltage differ-
ence exceeds the set level (200mV). During the adjust-
ment the RF output (lower trace) is switched on since the
rest of the system must be in an operation mode with the
highest possible consumption.

TeK HITH ZSQKS/S TG? Acqs1
; 4 1

" Cursor
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Fug(’:‘_t}on d ,N}?%g; Units uUnits ' l ’
| seconds Base

Fig. 7. System response data in case of external supply
with a significant output resistance

The oscilloscope shot in Fig. 7 presents the system oper-
ation in case of external supply with a significant output
resistance (2Q). The upper trace is the external supply
voltage (input voltage) and the lower trace is the regulator
output voltage. At the moment the adjustment phase starts
the external supply level drops (for approximately 100mV)
due to increased power consumption. The automatic sup-
ply regulator system adjusts the regulator output voltage
taking into account the voltage drop of input voltage in case
of highest possible current consumption of the system. A
spike seen on the input voltage at each lowering of output
voltage results from the reduced current consumption as
the system consumption current is supplied from the out-
put buffer capacitor during the transient.

In Fig. 8 the external supply has 2 £ output resistance and
is polluted with 80mVpp 20kHz sine-wave signal. Again
the input voltage is the upper trace and the output voltage
is the lower trace. We can see the starting point of adjust-
ment phase when the input voltage drops for 100mV as on
Figs. 4 and 5. Each adjustment step lowering the output
voltage improves the rejection of AC signal in the regutator
output signal. It clearly demonstrates the conflict of the
demands for high PSRR and low voltage drop across the
regulator. This measurement is a good example how the
described system searches and finds the optimum com-
promise between the two conflicting demands.

TeX Run: 250KS/s HiRes  WOFE Hoidott: 250ns 0
Iy e o A i
" A Ll —r - L 0 v oz T
’ C : : 1 Mode &
X : X : \ Holdoff
: : N . . Auto
: AATAAATATATAYAVAYAYM 3 : . PN
: /;M“-‘-—"-*' AR \\J\J\/\/\/W\/\/\/\/‘V\"J\/\./‘p ;m
.... I :5;:_‘4.::::.:
: : : : : : : il Default
S : oo DU Holdoff
A . . : . ) . . . . ] (1.00ms)
- : : R . : X 4
Ch1 200mv & © ! TTM 200us Chil T 4000 Vi  Holdoff
WE 200my & : ; : i : : i
IS BN L sl S A v
Source | Coupling l slope l tevel |
Type &
<Edges [ chi oC 7 2.060 V

Fig. 8. System response data in case of external supply
with 2 £ output resistance and polluted with
sine-wave signal

5. Conclusion

During the design of integrated medium power RF output
stages we were faced with the problem how to ensure re-
quired PSRR in case of wide range of possible supply volt-
ages without sacrificing more of the supply voltage availa-
ble as it is absolutely necessary. The presented solution is
a system which automatically searches for the best com-
promise between the conflicting requirements of high
PSRR and low drop of supply regulator system.

The system was implemented as a vital part of a RF inte-
grated system and was proved to operate as desired, thus
providing intelligent supply system for RF power applica-
tion. The solution is also patent pending.
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Kjuéne besede: kriptografski sistemi, kaos, digitalni filtri, vezja FPGA.

Izvie€ek: V naslednjem prispevku predstavijamo kaotiéni kriptografski sistem in moZnost njegove strojne izvedbe. Jedro kriptografskega sistema
predstavijata multipomicna $ifrirna oz. desifrirna funkcija (enadbe 2, 3, 4) in generator psevdo-kaotiéne sekvence (slika 3), realiziran z digitalnim
sitom drugega reda. Razmeroma enostavna struktura in izvajanje preprostih matematiénih operacij (seStevanje, odstevanje, mnoZenje s skalarjem)
dopuséajo strojno realizacijo sistema, ki omogoca hitro delovanje. Kriptografski sistem sestavlja Sifrirno in deSifrirno vezje (slika 5). Pri njegovi
realizaciji smo uporabili 16 bitno aritmetiko s stalno vejico in vezje FPGA XC3S500E druZine Spartan-3E. Enota odprtega sporodila je bila 16 bitna.
Pri naértovanju smo uporabili kombinirani grafidni opis in opis z visokonivojskim jezikom VHDL (slika 6). Maksimalna frekvenca ure, pri Kateri je bila
inverznost med operacijo Sifriranja in deSifriranja Se zagotovijena, je znasala 25 MHz (sliki 8 a, b). Pri 7-kratni (N=7) ponovitvi Sifrirne funkcije je bila
maksimalna frekvenca $ifriranja 3,125 MHz. Ocenili smo tudi hitrost delovanja sistema priuporabi drugih vezij FPGA (tabela 1). Ugotovili smo, da bi
lahko z vezji druZine Virtex 4 dosegli hitrost Sifriranja 77,71 MHz pri N=1.

Chaotic Cryptographic System Using FPGA Circuits

Key words: cryptographic systems, chaos, digital filters, FPGA circuits.

Abstract: In this paper we present a chaotic cryptographic system and its hardware realization. The core of chaotic cryptographic system is a multj-
shift cipher (eq. 2, 3) or decipher (eq. 4) and pseudo-chaotic sequence generator (fig. 3), realized with second order digital filter. Relatively simple
structure and executions of simple mathematical functions (addition, subtraction, scalar multiplication) allows us to use a hardware realization,
suitable for high frequencies. A chaolic cryptographic system is composed of cipher and decipher circuit (fig. 5). For its realization we have used
16 bit fixed point arithmetic and FPGA XC3S500E circuit of Spartan 3E family. Plaintext digits was 16 bit long. At designing stage we have used
combined schematic and language VHDL description approach (fig. 6). Maximum clock frequency at which cipher and decipher were inversive
was 25 MHz (fig. 8 a, b). Choosing the multi-shift function repetition number N = 7, allows us to encrypt the plaintext with frequency 3,125 MHz.
Performance was estimated for other FPGA circuits (table 1). For Virtex 4 FPGAs we've achieved maximal clock frequency 77,71 MHz at N = 1..

sinhronizacije kaoti¢nih oscilacij identiéninh kaoti¢nih siste-
mov /3/. Sinhronizacija dveh identicnih kaoti¢nih sistemov
je uspesna, ¢e je mogode, kljub njuni hiperobgutljivosti na
zacetne pogoje, zagotoviti njuno identi¢no kaotiéno oscili-
ranje. Sinhroniziranost kaoti¢nih sistemov na Sifrirni in desi-

1. Uvod

Neko¢ zgolj zanimiv fenomen deterministiénega kaosa, je
postal v zadnjem desetletju tudi prakticno uporaben. Na
podro¢ju digitainih komunikacijskih sistemov je apliciran v
razlicnih kompresijskih, ifrirnih in modulacijskih gradnikih, frirni strani je namre¢ potreben pogoj za reverzibilnost odd-
potrebnih pri prenosu informacij. Znani so npr. razliéni naci- ajne in sprejemne strani kaoti¢nega kriptografskega siste-
ni pretvorbe informacijskega signala v kaotiénega na odd- ma.

ajni strani in izlo¢itev informacijskega signala iz kaotiénega
na sprejemni strani. Med najpomembnejse sodijo: kaotiéno
maskiranje, kaoticno preklapljanje in kaotiéna modulacija.

Kaoti¢ni sistemi se v kriptografiji uporabljajo kot generator-
ji nakljucnih Stevil za generiranje kriptografskih kljudev in
za naklju¢no inicializacijo posameznih spremeniljivk v krip-
tografskih algoritmih. Z odkritiem obstoja kaosa v digitaln-
ih sistemih se v kriptografiji pojavija vse ved psevdo-ka-
oti¢nih sistemov. Ti sistemi imajo konéno Stevilo razliénih
stanj, zato lahko generirajo le navidezno nakljuéne oziro-
ma psevdo-kacticne sekvence stevil, ki so sicer periodiéne,
periode ponavljanja pa so obic¢ajno zelo velike.

Med leti 1990 in 1995 je bil cilj $tevilnih raziskav, razviti
sistem, ki bo omogoc¢al modulacijo in Sifriranje s pomogjo
enega samega kaoticnega sistema. Ob tem sta se formira-
li dve razli¢ni raziskovalni podrodji: podrodje kaotiéne mod-
ulacije in kacti¢na kriptografija /1/.

Kriptografija je matematiéna disciplina, ki s ukvarja z var-

nostjo informacij, Sifriranjem, avtentiénostjo in avtorizaci-
jo. Z njo so obi¢ajno povezani: simetriéni blokovni &ifrirni
sistemi, generatorji nakljuénih Stevil, tokovni $ifrirni sistemi
in asimetricni Sifrimi sistemi oziroma $ifrirni sistemi z javnim
kljucem /4/.

Apliciranje kaosa v kriptografiji oziroma pojav ti. kaotiénih
kriptografskih sistemov se je pojavilo z odkritiem moznosti

16

V prispevku predstavlijamo kaotic¢ni kriptografski sistem, v
katerem smo za generiranje nakljuénih sekvenc uporabili
kaoti¢no digitalno sito Il. reda, za $ifrirno in desifrirno funkc-
ijo pa posebno multipomicno funkeijo. Opis digitalnega sita
kot generatorja psevdo-naklju¢nih sekvenc je opisan v
drugem poglavju. Tretje poglavie je namenjeno opisu pred-
laganega Sifrirnega in desifrirnega algoritma, ki omogoéa ti.
tokovno Sifriranje in desifriranje. Implementacija celotnega
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kriptografskega sistema v vezju FPGA je opisana v Cetrtem
poglavju, peto poglavie pa opisuje rezultate meritev.

2. Generator psevdo-kaoti¢ne
sekvence

Generator nakljuénih sekvenc je zraven Sifrirne in desifrime
funkcije najpomembneijsi del vsakega kriptografskega siste-
ma. Resnicno nakljuéne sekvence je mogoce dobiti le s
pomodjo nakljuc¢nih fizikalnih procesov kot je npr. metanje
kovanca, termiéni $um na uporu ali Zener diodi itd. Med nje
se pogosto uvrdéajo tudi kaoti¢ni procesi, z znadilno deter-
ministiéno nakljuénostjo. Ker nakljuéni procesi niso ponov-
ljivi, z njimi ni mogode zagotoviti potrebne reverzibilnosti Sifr-
imega in desifrirnega algoritma, saj sta za njo potrebna dva
popolnoma enaka vira naklju¢nih sekvenc.

Vedina danasnjih kriptografskih sistemov uporablja gener-
atorje psevdo-nakljuénih sekvenc. Tilahko zaradi kon¢nega
Stevila razliénih stanj, generirajo le navidez naklju¢na ozi-
roma psevdo-naklju¢na zaporedija Stevil. Taksna zapored-
ja so sicer periodi¢na, njihova perioda pa zelo velika' in
obi¢ajno vnaprej izracunljiva. Psevdo-nakljucne sekvence
z majhno periodo za $ifrirne namene niso primerne, saj
omogod&ajo hitro razkritje tajnega kljuca. Zelo znan je pre-
prost nadin generiranja psevdo-nakljucnih sekvenc s
pomi¢nimi registri in povratno zanko LFSR? /4/.

Med psevdo-naklju¢ne sekvence se velikokrat uvrs¢ajo tudi
psevdo-kaoticne sekvence /5/, Ceprav je med njimi kar
nekaj razlik /6/. V generatorju psevdokaoticnega signala
poteka hiperobdéutljiv iterativni proces, na osnovi katerega
se generira psevdokaoti¢na sekvenca Stevil, ki je paradok-

4 08 06 04 02 0 02 04 06 08

Slika 2: Kaoti¢na trajekiorija.
Fig. 2: Chaotic trajectory.
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Slika 1: Nelinearni model digitalnega sita drugega reda.
Fig. 1: Second order digital filter nonlinear model.
salno urejeno neurejena. Kaoti¢no nakljucni proces je nam-
rec v primerjavi s povsem nakljuénim procesom bolj urejen
oziroma manj naklju¢en. Urejeno neurejenost potrjujejo
urejene fraktalne podobe, ki pri resni¢no naklju¢nih
procesih ne obstajajo.

Eden izmed sistemov, ki se lahko obnasa kaoti¢no, je tudi
digitalno sito Il. reda. Ceprav je njegovo obnasanje na-
tanéno obravnavano v prispevkih /7/, natem mestu omen-
imo le nekatere pomembnejse ugotovitve, ki bodo
omogocile lazje razumevanje, v nadaljevanju predstavljen-
ega, kaoti¢nega kriptografskega sistema. Slika 1 prikazu-
je nelinearni model digitalnega sita Il. reda, ki se lahko ob
dolo¢enih pogojih obnasa kaoti¢no.

B8 06507 075 08 085

1 Periode psevdo-nakljuénih sekvenc, uporabljenih v kriptografskih sistemih znasajo

2 LFSR-Linear Feedback Shift Registers.

2258 in ved,
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Za to morajo biti izpolnjeni naslednji pogoji /7/:
- na vhodu mora biti nicelni signal;

- koeficienta a in b morata biti izbrana tako, da sistem
deluje na robu stabilnosti;

- za zadetni stanji x1(0) in x2(0) morata veljati:

%(0)=—x,(0) = x, > %-(2—51)”2 =0,612372435695... (1)

Kaoti¢no obnadanje sita predstavija trajektorija, ki v ravnini
x1-X2 opisuje fraktalno geometrijo elips. Taksna trajektorija
je prikazana na sliki 2. Dobili smo jo na osnovi simulacije
16-bitne strukture pri naslednjih parametrih sita; a=0,5;
b=-1; x2(0)= -x1(0)=0,615.

V primeru 16-bitne strukture je Stevilo vseh razlicnih stanj
oziroma vrednosti spremenljivk x4 in x2 2% = 65536. Te
vrednosti se pojavljajo psevdo-nakljuéno. Velikost period
je spremenljiva in odvisna od zacetnega stanja spremen-
livk stanj x1 in x2 ter Stevila bitov, s katerimi spremenljivki
predstavimo.

Predstavljeno digitalno sito lahko v kaoti¢nem rezimu
delovanja uporabimo kot generator psevdo-nakljuéne sek-
vence (slika 3), ki je generirana na osnovi zadetnih stanj
spremenljivk x1 in x2 ter koeficientov a in b. Te vrednosti
predstavijajo seme oziroma zacetno stanje za algoritem, ki
opisuje delovanje sita.
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NAKLJUCNIH SEKVENC
Slika 3: Generator psevdo-kaoti&nih sekvenc.
Fig. 3:  Pseudo-chaotic stream generator,

3. Kaotic¢ni kriptografski sistem

Klasicnim kriptografskim sistemom se v zadnjih nekaj letih
pridruzujejo novi kaotiéni kriptografski sistemi, ki temeljijo
na fenomenu deterministicnega kaosa oziroma na zelo pre-

prostih, vendar hiperobcutljivih iterativnih postopkih. Ker
je podrocje deterministi¢nega kaosa Se precej neraziskano,
je razumljivo, da je tudi t.i. kaoti¢na kriptografija relativno
nov subjekt raziskav, vezana na metode in standarde, ki so
$ele vrazvojni fazi. Danes zasledimo tako tokovne kot blok-
ovne kaoticne kriptografske sisteme.

V tokovnih simetricnih $ifrirmih sistemih so generatoriji psev-
donakljuéne sekvence uporabljeni kot generatoriji toko-
vnega kljuca, kar pomeni, da se Sifriranje odprtega spo-
rocila izvaja bit za bitom, in sicer tako, da se tokovni kljuc¢
kombinira z biti odprtega sporodila. Ti sistemi so zelo hitri
in izvajajo Sifriranje manjsih enot odprtega sporogila, kot je
npr. bit ali znak {8-bitov) v datoteki, tocka v digitaini sliki itd.

Druga vrsta Sifrirnih sistemov so blokovni. Pri teh se odprto
sporocilo razdeli na tako dolge bloke, kot jih zahteva algo-
ritem®, nato pa se biti posameznega bloka, v skladu s §ifr-
irnim algoritmom, premescéajo in kombinirajo s tajnim
kljucem, generiranim z generatoriem nakljuénih sekvenc.

V nadaljevanju obravnavamo tokovni kaotiéni kriptografski
sistem, ki temelji na multipomiéni Sifrirni/desifrirni funkciji.
Tokovni klju¢ je generiran s pomogjo prej predstavijenega
kaoticnega digitalnega sita. Blokovna shema celotnega
kriptografskega sistema je prikazana na sliki 4.
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Slika 4: Blokovna shema kriptografskega sistema.
Fig. 4:  Cryptographic system block scheme.

Sifriranje odprtega sporodila / se izvaja postopoma po Ko-
rakih (slika 5). N-ti vzorec odprtega sporoéila i(n) in psev-
donaklju¢ne vrednosti k(n), se s pomodjo tajnega kljuca K
in posebne nelinearne, rekurzivne, multipomi¢ne funkci-
je, pretvori v Sifriran vzorec tajnopisa s(n). Multipomic¢no
Sifrirno funkcijo /8/ opisuje enacba:

s(n) = fi(- (NGO, k), k(n)),.. k(n) + k(n +1) 2)

pri Cemer je N poljubno $tevilo iteracij nelinearne funkcije f1:

Gtk)+2-h ~2-h<(x+k)<—h
[ k)= (x+k) ~h<(x+k)<h 3)
GC+k)-2h  h<(x+k)<2:h
Tajni klju¢ sestavlja ve¢ vrednosti: koeficienta sita a in b,

zadetni stanji x1(0) in x2(0), Stevilo iteracij multipomi¢ne
Sifrirne funkcije N in parameter A.

3 Ve& sto kilo bajtov.
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Slika 5: PodrobnejSa shema kriptografskega sistema.
Fig. 5: Detail scheme of cryptographic system.

Sifrirna funkcija y(i(n)) bo bijektivna, Ce bo vrednost spre-
menljivke h izbrana tako, da bosta x in k vedno znotraj in-
tervala (-h, h). Samo v tem primeru bo obstajal tudi inverzni
- desifrirni algoritem, ki ga lahko v skladu z oznakami na
sliki 5 opisemo z naslednjo desifrirno funkcijo:

()= AU 5 ()70 (), (1) 4

N

Ker sta Sifrirna in desifrirna funkcija rekurzivni, bo za izracun
posamezne vrednosti y(n) oziroma i (n) potreben dolocen
¢as, ki bo odvisen od izbranega Stevila iteracij N.

4. Implementacija kriptografskega
sistema

Kriptografski sistem je mogoce implementirati s pomocjo
programa, ki se izvaja na racunalniku ali s strojno opremo.
V nasem primeru smo se odlodili za realizacijo s polji pro-
gramirljivih logi¢nih vezij (vezja FPGA) in aritmetiko s fiksno
vejico. Implementirali smo 16-bitno strukturo.

Danasnja vezja FPGA ponujajo, razen osnovnih logi¢nih
elementov, bistveno kompleksnejse gradnike: mnozilnike,
bloke za digitalno procesiranje signalov pa tudi procesor-
je. Iz slike 1 je razvidno, da sta najkompleksnejsi enoti
generatorja psevdo-kaoti¢nih sekvenc, mnozilnika. Ker pa
sta multiplikatorja, a = 0,5 in b = -1, je realizacija obeh
mnozenj enostavna, in sicer z vezjem za pomik binarne
besede v desno in vezjem za tvorjenje dvojiskega komple-
menta. Tako realiziran generator psevdo-kaoticnih sekvenc
bo sposoben v eni periodi urinega signala generirati novo
psevdo-kaoti¢no stevilo.

Cim kraj$e razvojno obdobje, moznost enostavne nadgrad-
nje sistema in spremembe tajnega kljuc¢a narekujejo nacér-
tovanje z uporabo visokonivojskega jezika. Podjetje XlL-
INX predstavija enega izmed vodilnih proizvajalcev in ponuja
sirok spekter vezij FPGA. Razen visoko zmogljivin (druzina
Virtex), ponuja tudi srednje zmogljiva vezja (druzina Spar-
tan). Hkrati je prosto dostopna osnovna verzija nacrtoval-
skega orodja ISE. Orodje ISE podpira opis vezij z vi-
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Slika 6: Izvedbena struktura Sifrirnega sistema v vezju FPGA.

Fig. 6:  FPGA realization block scheme of cipher circuit.
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Slika 7: Simulirani Casovni odzivi kriptografskega sistema izvedenega v vezju FPGA.
Fig. 7:  Simulated waveforms of cryptographic system realized in FPGA circuit.

sokonivojskim jezikom (VHDL, Verilog, ...), shematski opis
in opis s pomocjo diagrama stanj. Skupaj z logi¢nim simu-
latorjem ModelSim, omogoca osnovno funkcionalno
preverjanje delovanja vezja in ¢asovno simulacijo.

Kriptografski sistem smo realizirali s pomodjo razvojne
ploS¢e Spartan-3E /9/. Jedro razvojne plosée predstavlja
vezje XC3S500E druzine Spartan-3E. Poleg klasi¢nih grad-
nikov (logiCna vrata, logi¢ne celice, pomnilnik RAM, ...},
so v XC3S500E na voljo tudi mnoZilniki 16x16 bitov, ki pa
jih naSe vezje ne izkoriéCa. Za opis vezja smo uporabili
kombiniran pristop z visokonivojskim jezikom VHDL in she-
matskim opisom. Zaradi enostavnejde primerjave z osnovno
blokovno shemo (glej sliko 5), smo vezje razdelili na os-
novne enote, kot to prikazuje slika 6.

Na sliki 6 je Sifrirni sistem obkroZzen s prekinjeno ¢&rto.

Posamezni bloki so predstavijeni z naslednjimi imeni:

- mnoz_a, mnoz_b: mozenje s konstantama a in b, iz-
vedeno s pomikom vsebine za bit v desno (mnoz_a)
in s tvorjenjem dvojiskega komplementa (mnoz_b);

- z_x1, z_x2: zakasnilna elementa;

- f_x: seStevanje v aritmetiki z dvojiskim komplemen-
tom;

- f_sifr: multipomicna Sifrirna funkcija;

- dem_ip: generator signala ure z delitvijo signala zu-
nanje ure clk;

- res_sinhr: vezje za reset;
- clk2: generator krmilnih signalov;
- ROM: pomnilnik z odprtim sporocilom.

Vodila znotraj Sifrirnega sistema, kot tudi enota (beseda)
odprtega sporodila inf (slika 6), so 16 bitna. Enota tajnopi-
sa s je zapisana z 18 biti. Da hitrosti delovanja $ifrirnega
sistema ne bi omejevale vhodno/izhodne enote razvojne
plosce, je odprto sporodilo inf dolzine 5500 besed, shran-
jeno v pomnilniku tipa ROM (slika 8) in se ponavijajoce
posilja Sifrirnemu sistemu. Splogno gledano, sta lahko za-
¢etni staniji x1{0) in x2(0) zakasnilnih elementovz_x7 inz_x2
poljubni, z enacbo (1) doloceni vrednosti. V nagem primeru
smo ju zapisali v dvojiskem komplementu s 18 bitno bese-
do insicer zB179+5(-0,6135) in 4E87 46 (0,6135). Stevilo
iteracij N Sifrime funkcije (enaébi 2 in 3) doloca blok clk2,
8 pomocjo kontrolnega signala pon. Posamezna iteracija
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Sifriranja se izvede v eni periodi ure clk_fx. Sifriranje z ne-
finearno funkcijo (3) se ponavlja dokler signal pon ostaja
na nivoju logicne enice. S postavitvijo signala pon na nivo
logicne ni¢le se beseda tajnopisa s prenese na izhod in
zajame novo vrednost odprtega sporodila inf.

Pravilnost delovanja Sifrirnega sistema smo preverili s po-
mocjo desifrirnega sistema, ki smo ga realizirali v istem vezju
FPGA. Njegova struktura je podobna strukturi Sifrirnega
sistema na sliki 8, zato je podrobneje ne bomo opisovali. V
realnem okolju sta Sifrirni in desifrirni sitem obic¢ajno dis-
locirani napravi. Da kriptografski sistem deluje pravilno, je
potrebno pred posiljanjem tajnopisa poskrbeti za sin-
hronizacijo generatorjev psevdo-kaoti¢nih sekvenc ter var-
no izmenjavo tajnega kijuca. Kljué sestavija podatek o Ste-
vilu iteracij multipomicéne Sifrirne funkcije ter vrednosti za-
cetnih stanj x1(0) in x2(0). Nacrtovanje vezja za sinhroniza-
cijo in varno izmenjavo tajnega klju¢a ni predmet nasih
raziskav, zato smo sinhronizacijo zagotovili kar s pomodjo
signalov res_des, pon_des in clkfx180_out (slika 6).
Navedeni signali predstavijajo reset, kontrolni signal iteracij
in uro desifrirnega sistema. Izbrali smo tajni klju¢ in ga up-
orabili na Sifrirnem in desifrirnem sistemu. Simulirane ¢as-
ovne poteke signalov, z upostevanimi zakasnitvami pove-
zav in elementov, prikazuje slika 7.

Oznacbe signalov so naslednje:

- clk_fx: signal ure, s pomocjo fazne zanke sintetiziran
iz cik;

- res_sh: z uro clk_fx sinhroniziran asinhroni reset res;

- pon, por_des: krmilna signala Sifrirnega in desifr-
irnega sistema, ki doloc¢ata $tevilo ponovitev
multipomicne funkcije;

- inf: oprto sporodilo;

- S: tajnopis;

- des: desifrirano odprto sporodilo.

Zaizbrano vezje FPGA XC3S500E-4 smo uspeli zagotovi-
ti inverznost med operacijo Sifriranja in desifriranja do frek-
vence ure fox i = 25MHz. Frekvenco ure omejujejo cas-
ovne zakasnitve elementov in povezav v vezju FPGA. Ce je
Stevilo ponovitev multipomi¢ne Sifrirne funkcije N > 1, se
frekvenca Sifriranja odprtega sporodila ustrezno zmanjsa.
Na sliki 7 je prikazan primer za N = 7, kjer je Sifriranje be-
sede odprtega sporocila trajalo 320 ns oz. s frekvenco
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3,125 MHz. Enak ¢as je potreben tudi za desifriranje (sig-
nal des na sliki 7).

5. Rezultati meritev

Pravilno delovanje vezja potrjujejo rezultati meritev. Ceprav
lahko $ifriramo poljubne podatke kot so tekst, digitalizirani
avdio ali video signal, smo delovanje kriptografskega siste-
ma preverili s pomocjo Sifriranja in desifriranja sinusnega
signala. Digitalizirane vrednosti smo zapisali v pomnilnik
ROM (slika 8). Primerjavo med odprtim sporocilom in
tajnopisom smo izvedli s pomocjo 12 bitnega serijskega
DA pretvornika LTC2624, ki je na voljo na razvojni ploSci.
Sliki 8 a) in b) prikazujeta izmerjene odzive.
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Slika 8: Rezultati meritev: a) Casovni odzivi Sifrirnega
sistema. b) Casovna poteka tajnopisa in
deSifriranega odprtega sporocila, ter njuna
amplitudna spekira.

Fig. 8: Measured waveforms: a) Cypher circuit
waveforms. b) Waveforms Simulated
waveforms of cryptographic system realized
in FPGA circuit.

Slika 8 a) prikazuje: Casovni potek signala ure clk_fx, izsek
signala clk_fx, signal res_sh, signal pon, izsek signala pon,
odprto sporocilo inf (sinusni signal) in tajnopis s. Slika 8 b)
prikazuje desifrirano sporodilo {(potek A), njegov amplitud-
ni spekter (potek B), casovni potek Sifriranega signala (potek
4) in njegov amplitudni spekter (potek C). V amplitudnem
spektru sifriranega signala ni mogoce prepoznati oprtega
sporocila.

Maksimalna dopustna frekvenca delovanja kriptografske-
ga sistema je veliki meri odvisna od razmestitve elemen-
tov, dolZzine povezav v vezju FPGA in od izbranega vezja
FPGA oz. tipicnih zakasnitev logicnih blokov ter povezav. V
procesu nacrtovanja obi¢ajno uporabljamo postopke avto-
matskega razmescanja in povezovanja na katere lahko vpli-
vamo. S vhodnimi parametri in z dolocitvijo ¢asovnih ome-
jitev, ki jih morajo izpolnjevati elementi vezja in povezave,
lahko vplivamo na dosezeno maksimalno frekvenco
delovanja. Tako smo s postopkom Fmax /10/ poiskali
vhodne nastavitve algoritmov avtomatskega razmescanja
in povezovanja, ki maksimirajo hitrost delovanja Sifrirnih,
vezij realiziranih na petih razlicnih platformah. Rezultate
prikazuje tabela 1.

Druzina Vezje FPGA g\r/lcﬁ\zf]
Spartan 3E XC3S500E-4 39,44
Spartan 3E XC35400-5 39,83
Virtex 2P XC2VP2-7 57,62
Virtex 4 XC4VLX25-12 77,23
Virtex 4 XC4VEX12-12 77,71

Tabela 1. Predvidene maksimalne frekvence delovanja
Sifrirnega vezja glede na izbrano vezje FPGA.

Table 1. Expected maximum clock frequency of cipher
circuit depending on chosen FPGA circuit.

Maksimalne frekvence delovanja smo le ocenili, saj dejan-
skega delovanja nismo preizkusili. Najvisji hitrosti delovan-
ja lahko pricakujemo v primeru uporabe vezij druzine Vir-
tex 4. Najnovejse druzine Virtex 5 nismo preizkusili, saj je
razvojno orodje ISE WebPack ne podpira.

6. Zakljucek

V prispevku smo predstavili kaoticni kriptografski sistem in
moznost njegove strojne realizacije. Sifrirni in desifrirni sis-
tem sestavljata multipomicna sifrirna oz. desifrirna funkcija
in generator psevdo-kaoticnih sekvenc, realiziran s kaotic¢n-
im digitalnim sitom. Oba sistema smo izvedli v istem vezju
FPGA druzine Spartan 3E. Struktura Sifrirnega sistema je
bila 16 bitna.

Bistvena prednost predlagane strojne izvedbe pred pro-
gramsko, je hitrost izvajanja sifrirnega in desifrirnega algo-
ritma. Za generiranje psevdo-kaoti¢ne vrednosti je potreb-
na le ena perioda urinega signala. V nasem primeru sta bili
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operaciji Sifriranja in desifriranja $e inverzni, &e je bila frek-
venca ure 25 MHz. Maksimalna frekvenca Sifriranja je odvi-
sna predvsem od Stevila ponovitev multipomicne sifrirne
oziroma desifrirne funkcije. S pomodjo postopka Fmax pa
smo ocenili, da bi lahko pri uporabi vezij druzine Virtex 4,
frekvenco ure povecalina 77,71 MHz.

Programirljivost vezij FPGA omogoc¢a enostavno spremem-
bo Stevila bitov strukture kaotiénega sistema in dolZino
tajnega kljuca. Uporaba daljsih enot sifriranja ne bi vplivala
na hitrost Sifriranja, ampak le na kompleksnost sistema,
saj bi se povecal uporabljen delez razpoloZljivih logi¢nih
blokov v vezju FPGA.
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IMPLEMENTATION OF NON-INTRUSIVE FAULT DETECTION
IN EMBEDDED CONTROL SYSTEMS
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Maribor, Slovenia
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Abstract: Paper presents fault detection in embedded control systems by the so-called monitoring cells. The basic idea is to monitor input/output
variables and internal states of systems, processes or sub-processes by using acquired and built-in knowledge about the normal behavior in order to
detect abnormalities. Paper gives the detailed architecture and the operation of the monitoring cells. The concept is applicable even if only a limited
knowledge about the control system is available. In such cases the proposed automated learning of the monitoring function can be used. In the second
part, two different implementations of the monitoring cell are presented. The first one uses discrete analogue devices and a field programmable gate
array. The second is based on the programmable system-on-a-chip devices.

Izvedba neintruzivne detekcije napak v vgrajenih
krmilnih sistemih

Kjuéne besede: vgrajeni krmilni sistemi, ravnanje z napakami, detekcijanapak, nadzorme celice, evolucijsko ucenje.

lzvleéek: Clanek predstavija detekcijo napak v vgrajenih sistemih s tako imenovanimi nadzornimi celicami. Osnovna ideja je nadzor vhodno/izhodnih
spremenljivk in notranjih stanj sistemov, procesov in podprocesov z uporabo pridoblienega in vgrajenega znanja o normainem obnasanju in z namenom
prepoznati nepravilnosti. Clanek podrobno predstavija arhitekturo in delovanje nadzornih celic. Koncept je uporaben tudi, kadar je na razpolago le
omejeno poznavanje krmilnega sistema. V taksnih primerih se lahko uporabi predlagano avtomatsko uéenje nadzorne funkcije. V drugem delu sta pred-
stavijeni dve razliéni izvedbi nadzorne celice. Prva uporablja diskretne analogne enote in programirljiva FPGA vezja, druga pa temelji na programirljivih

sistemnih na Cipu (pSoC).

Introduction

Embedded control systems are rapidly becoming the in-
visible mind behind most modern appliances. Their major
spread could be observed even in safety critical environ-
ments, where failures can have serious or even fatal con-
sequences. However, highly dependable programmable
embedded systems for safety critical applications still lack
proper scientific treatment. Controllers must be (besides
being dependable) flexible in order to cut production costs.
Flexibility (achieved mainly by programmability), however,
is in conflict with dependability.

Faults in programmable control systems are unavoidable.
Fault management as a discipline is embracing four types
of techniques /7/: (a) fault avoidance is preventing faults
in the design phase; 1(b) fault removal is attempting to find
faults before the system enters service (testing); (c) fault
detection is finding faults during system service and mini-
mizing their effects, and (d) fault tolerance is allowing the
system to operate correctly even in the presence of faults.
A number of competent authors elaborated this area, for
example /5, 1/.

Failure in a system can be handled for example by redun-
dancy, diversity, reconfiguration etc. Firstly, however, it must
be detected. For detection some sort of a dependable
monitoring subsystem must be used that detects abnor-
malities and triggers appropriate corrective actions. Be-
cause of complexity, safety related issues of the system
should be designed, evaluated and implemented independ-
ently and in parallel with the functional part; the same is
with fault detection - to achieve it, a monitoring compo-
nent called monitoring cell (MC) is introduced to supervise
the control function. Early in the development of the sys-
tem each MC is considered as an abstract object. Later
on, the MCs are implemented as hardware and/or soft-
ware components. Paper presents a MC concept for em-
bedded control systems implemented in hardware either
using discrete components with field programmable gate
array (FPGA) or programmable system-on-chip (PSoC).

The MC must detect run-time faults, which are the most
difficult to discover because they are a consequence of
an unpredictable event or chain of events. One way to
detect them is to observe whether the system’s states are
within reasonable limits at all times. To recognize what is

1 Partially supported by Ministry of Higher Education, Science and Technology of Republic of Slovenia by the post-doctoral

project grant no. Z2-6398-0796-04
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“normal” we propose to observe the system during normal
operation by recording all inputs, outputs and internal states
which are believed to affect system's future behavior. Based
on these recordings a machine learning technique can be
used to learn the normal behavior. Evolutionary algorithms
(EA), for example, are one suitable paradigm for this task

/3/.

Section 2 explains the concept of the fault detection by
monitoring cells. The detailed description of their opera-
tion is given in the Section 3. A method for establishing the
monitoring function using machine learning is described
in Section 4. Finally, Section 5 gives two case-studies of
MC implementation.

Detecting faults by monitoring cells

A typical present day control system consists of physical
process components, sensors, actuators, distributed com-
pUters with communication networks, and a lot of software.
Examples are control systems in industrial plants, nuclear
reactors, avionics, etc. The size and complexity of such
systems increases every year and so does the probability
of a fault in one of the many components.

A control system can usually be divided into a set of well-
defined sub-processes or tasks, running on a processing
resource called control cell, each performing a specific
control function. Atask takes its inputs from sensors and/
or from the results of other processes, produces results
that can be used by other tasks, and controls the control-
led system through actuators. Tasks are triggered by syn-
chronous or asynchronous events.

Causes for faults in such systems are either hardware or
software related; additionally the input and output signals
may not comply with functional specifications of the sys-
tem alsc causing faulty behavior. In hard real-time systems,
improper temporal behavior is also considered a fault. An-
other, not so obvious reason for errors are temporal incon-
sistencies of the signals; e.g. the signals’ changes can be
too steep, frequency of events can be to high, etc.

The basic task of a monitoring cell is to monitor the validity
of input x and output y values and (possibly) the internal
states m of the control process. As a result, the correct-
ness c is reported to a higher fault management layer that
will handle the detected fault. If feasible, additional diag-
nostics parameter d can also be provided.

The control cell under surveillance must have physically
accessible input and output signals. Since it can imple-
ment any (sub) process, it is important to identify control
functions with clear and explicit relations between the in-
put and output signals. The monitored control cell is con-
sidered a gray box with defined external functional behav-
ior and with at least partly known internal structure, which
is observable through its obtainable internal states. There
are several reasons for that decision:
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- The monitored component is not necessarily a black
box and this knowledge can reveal additional and more
accurate information about any faulty behavior.

- White box can be too complex. If chosen, it would be
necessary to implement the monitor cell physically in-
side the original software and hardware to limit the
communication problems. That, however, would be
too intrusive and would increase the complexity and
reduce the performance of the control part, what is
counterproductive.

- White box implementation on the same resources
would introduce another central point of failure.

- Clear separation between the control and monitoring
function simplifies the design; both functions can be
done separately and by different designers with di-
verse competence enhancing the dependability to
some extent.

If the control function is a component with a well defined
behavior but unknown internal structure, it can as well be
taken as a black box. We propose to physically separate
the control part and the monitoring cell, i.e. to employ sep-
arate hardware. While it may be more expensive, it pro-
vides much more competent implementation of the above
guidelines. Also, complexity is kept lower by partitioning
of the functions.

To allow for the gray box implementation, both input and
output digital and analogue signals, as well as the internal
states need to be observable. There is a number of possi-
bilities for the latter: either they are made accessible via
standard parallel or serial interfaces at the control cell, or
another feature of contemporary processors is made use
of, like JTAG boundary scan testing and in-system program-
ming /4/ or a concept similar to “background debugging
mode” high-speed clocked serial debugger interface by
the CPU32 Motorola family.

Monitoring cell should be by orders of magnitude less com-
plex than the control cell and should produce as little inter-
ference with the control environment as possible. it should
be built from simple and robust components with low prob-
ability of failure. The consequence could be that the com-
plexity of monitoring functions may be limited (e.g. no float-
ing point arithmetic, etc.). This limitation, however, can be
of advantage: because of the simplicity such a system couid
be formally verified and possibly certified by a certification
authority.

When an abnormality is detected by a monitoring cell, the
diagnostic mechanism will attempt to acquire as many de-
tails as possible. The error or a failure together with possi-
ble description will be coded in the diagnostic signal and
mediated to the upper layers of fault management system
where appropriate actions will be taken by, e.g., re-config-
uration manager. This, however, is beyond the scope of
this paper.
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Evaluation of the monitored signals

As shown in Figure 1, the control function F operates on
input values x and accessible internal states m {(if any) to
produce output values y. It is assumed that it operates in
discrete time in a PLCHike fashion. It acquires its inputs at
a specific point in time t and after some delay produces
the results and updates the internal states. During this time
no new inputs can be evaluated.

(e N

(o))

MC (E)

control function (F)

Fig. 1. Concept of the Monitoring cell.

By enumerating the time intervals, the notion of time can
be reduced into discrete (integer) values as shown in (1),
where F represents the control function.

(y(t + 1), mit + 1)) = F(x(t), mt)), te IN (1

The MC acquires the current inputs at the beginning of the
cycle at the instant t; at the same time the inputs x are read
by the control function. At the end of the cycle (what is
also the start of the next cycle) at instant t + 7 (when out-
puts of the system are produced) the output y and internal
state m of control function are read and the final evalua-
tion of the subsystem is performed by MC. The MC effec-
tively performs the function E defined by (2).

E((), m(t), x(t + 1), m(t + 1), yt + 1)) (2)

Note that the function E can operate on both new and old
instances of x and m, what allows for early detection of
discrepancies on the inputs and internal states at the in-
stantt+ 7.

MC operates on three groups of inputs - x, m, y, the former
two in instances t and t + 7. These are the values actually
available to MC for evaluation. To simplify further discus-
sion all inputs are called signals  s;; thus, function (2)
can be rewritten as E(s(t)).

To simplify the analysis and the implementation, the evalu-
ation function E can be decomposed into a set of simpler
evaluation tests Epart that evaluate parts of the system. At
the end the partial evaluations are combined to produce
the final result. If any of the sub-evaluations Epart indicates
an illegal state of the system, the final result should also be
noted as illegal.

A minimalist evaluation function E checks the integrity of
individual signals. The information on their basic proper-
ties is acquired from the system specifications, technical
documentation or similar sources. This way at least infor-
mation on the data ranges - valid and invalid values of dif-
ferent signals - is extracted. In certain cases this is the
only step that can be performed.

Using this information a simple classification of a signal
into a legal or illegal class can be made. However, it is not
always possible to find a sharp boundary between valid
and invalid states. Additional buffer zones should be intro-
duced where the validity of the signals can not be deter-
mined. This is the foundation of the partial evaluation func-
tion E; that determines correctness ¢; of the signal s;.

ci = Ei(s)
ci € C={valid, invalid, undetermined}

This enables a simple validation of each signal. For exam-
ple, any invalid input value can be detected (possibly from
a faulty sensor) and/or illegal output can be detected and,
consequently, prevented.

However, a more thorough validation of the system should
be performed to make sure that outputs are consistent with
the inputs. For this, the properties of transformation func-
tion F of the system must be known. If there is enough
knowledge about the system behavior, analytical methods
can be used.

Theoretically, it is possible to observe all possible combi-
nations of signals, although such analysis is very complex.
Instead, a partial signal dependency analysis can be per-
formed, where the correlation between different pairs of
signals (s, s;) is determined. For correlated pairs further
analysis and simplification is plausible. Based on this, func-
tion Ej can be constructed.

cij = Ey(si, 8),j cye C

|f the correlation of pairs of signals is unsatisfactory, a com-
bination of three or more signals can be attempted.

Establishing the monitoring function

The monitoring function is sometimes impossible to create
analytically (for example when the details of the” control
system’s operation are unknown). One solution is to use
machine learning (ML) to find it. Unlike analytical construc-
tion, ML is based on the recorded operation of the control
cell — the control cell is observed during an interval of valid
operation to produce a learning set L of instances (points
in the search space S), every instance representing the
input signals s to the MC. The decision models created by
both ML and analytical approach are in turn used to deter-
mine the correctness ¢ of any signal s. MC must deter-
mine whether a currently occurring signal instance s be-
longs to the space of known valid instances in L or not—a
classification / clustering problem. The MC's processing
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limitations prevent the use of complex models to discover
the overlapping of current instance with L.

The decision model must divide the search space S into
disjoint sub-spaces — clusters. Cluster is a small group of
signals of the same type. The created clusters shouid hold
the samples from the learning set and represent the valid
sub-space; the sub-space out of cluster(s) is holding invalid
points. The main problem is that clusters are computation-
ally difficult to create and use. Consider the learning set in
Fig. 2: the clustering is easily done by a human. However,
significant computing power is needed to create and use
this oddly looking region as a classification model. Moreo-
ver, the number of clusters is also unknown making the
clustering process even more difficult.

YA

a3

Fig. 2. Learning set enclosed in a human-drawn
Clustering region together with a bounding
hyper-cube.

Hyper-cubes

The simplest and fastest monitoring function for the MC
implemented in primitive hardware uses clusters in the
shape of orthogonal hyper-cubes; a hyper-cube is limited
by two opposing hyper-planes in every dimension. To avoid
the troublesome creation and optimization of n-hyper-cubes
a simple two-value (s;, s;) analysis Is preferred. Since each
component pair (s;, s;) is evaluated separately, a separate
discretization of s is possible in the context of sj and vice-
versa. Such partitioning exploits the correlations between
the parameters. The bounding hyper-cube (dash-dot rec-
tangle in Fig. 2) is defined by the ranges of the values —
the lower and upper limit are the simplest validation stand-
ards.

A completed model partitions the search space into dis-
joint sub-spaces with an outer bounding hyper-cube. The
configuration of hyper-cubes is done off-line prior to em-
ploying the MC because sufficient processing power must
be available to determine their size and position. The max-
imum number of hyper-cubes available for testing is de-
fined by the MC’s hardware. The whole process is an opti-
mization task of maximizing the hyper-cubes while keep-
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ing the error to a minimum. Figure 3 shows one possible
partitioning of the learning samples using three hyper-cubes
H1.3 covering all learning samples in L; the dashed regions
inside Hi yet outside L are this model’s error.

Constructing the hyper-cubes

The construction of hyper-cubes is based solely on the
learning set. Unfortunately the learning set does not in-
clude all possible signals of the control cell. Even more, it
does not contain a single invalid signal. It is impossible to
collect all valid/invalid signals in advance or else the fault-
detection itself would be unnecessary.

Invalid points are the only measure of error when creating
hyper-cubes inside the bounding hyper-cube. If the algo-
rithm is not given a human-drawn clustering region, it has
to establish the cluster(s) by itself. The trivial hyper-cube
which includes all points in L is the bounding hyper-cube
itself. If the criteria are advanced to exclude invalid space,
this space must first be recognized. In general it is impos-
sible to assert whether a point in space is valid or not; if it is
“close enough” to any existing valid point it could be valid,
too. The question is how far is close enough.

First solution is to optimize for the smallest sub-space
which includes whole L. Effectively, this method will cre-
ate several positive hyper-cubes that together constitute a
positive sub-space V'=nH;inside the bounding cube (see
Fig. 3).

S/A

H;

H;

e NN
Sy

oy

Fig. 3. One possible partitioning of the search space.

Second solution is the inverse of the first: negative hyper-
cubes inside the bounding hyper-cube yet without com-
mon points with L are created. This scenario is shown in
Fig. 4, where the three hyper-cubes X123 are positioned at
the corners of the bounding hyper-cube to constitute the
negative hyper-space V.

Any signal instance out of the bounding cube is always
classified invalid. Also invalid are all pointsinside V', all other
points can be valid. The optimization goal of both V* and V'
is to minimize the errors made by the clustering model.
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Fig. 4. Learning set fully outside of the negative hyper-
space V'=)"Xi.

This single criterion optimization can be solved using a
number of ML techniques, for example with evolutionary
algorithms.

Evolutionary algorithms

The process of biological evolution by natural selection can
be viewed as procedure for finding better solutions to some
externally imposed problem of fitness?. Given a set of so-
lutions (the initial population of individuals), selection re-
duces that set according to fitness, so that solutions with
higher fitness are over-represented. A new population of
solutions is then generated based on variations (mutation)
and combinations (recombination) of the reduced popula-
tion. Sometimes the new population will contain better
solutions than the original. When this sequence of evalua-
tion, selection, and recombination is repeated many times,
the set of solutions (the population) will generally evolve
toward greater fitness /2/.

Usually the evolutionary algorithms can be outperformed
(EAs are rather slow) by the field-specific algorithms. For
the purpose of optimization, however, EAs are excellent.
Similar EA techniques differ in the implementation details
and the nature of the particular problem. To optimize the
MC’s hyper-cubes all EA techniques are applicable; the
most straightforward are genetic algorithms (GA, /3/) and
differential evolution (DE, /6/).

For the negative model V', EAs need a fitness function that
favors larger hyper-spaces V without valid signals. The sim-
plest raw fitness function (5) divides the size of the hyper-
space | V| with the error f{V), which is simply the count®
of signals inside V.
- 14
V)=
SV c )41 (5)

For the positive model V¥, however, the fitness function
must favor smaller V* and penalize any (valid) signals out-
side V*. Again, higher values are better.

sy ISI=1VT
T = ey

Example

An example result is shown in figure 5. For the simplicity
only two variables (an input and an output) are used. The
observed control cell has non-linear logarithmic charac-
teristic. The learning algorithm was differential evolution
(DE) employing positive fithess model V* (8), 30.000 iter-
ations and default DE values for other settings. DE was
used off-line to produce four hyper-cubes that included
42 distinct two-dimensional signals with a 12 bit resolu-
tion. In this example the depicted positive model V' is bet-
ter than the V' model because the points are relatively well
aligned.

4000 |
3500 F
3000 |
2500 F .-
2000 f
1500 ¥
1000 r

500 f

0 N N N . resagasanis g g -

0 500 1000 1500 2000 2500 3000 3500 4000

Fig. 5. A positive model of four hyper-cubes for 2 non-
linear signals.

Implementations of the MC

MC can be implemented in several ways. If original appli-
cation code is available and can be modified, the MC can
be implemented as a set of monitoring routines that run
together with the control software on the same processing
resources. After the input is acquired, the pre-evaluation
routine is called. It evaluates the individual signals, quanti-
fies them and stores them for later assessment. Similarly,
post-evaluation routine is called before output is produced.

2 Anequivalent term ulility can be used in place of fitness.

3 € (X)isthe cardinal number |F| of set F, where F={s;se€ L ns e X}
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Additionally it also checks for proper mappings between
inputs and outputs. The main disadvantage of this approach
is that modifying the original code may distort the temporal
characteristic of the system. Also changing of the original
application is rarely possible. Because of this, this approach
was not taken in the research.

Higher degree of dependability and agility can be achieved
by using dedicated hardware solutions. Continuous reduc-
tion of prices for the hardware makes this approach eco-
nomically feasible. The monitoring device should run in two
different modes of operation. In the first mode it measures
and records the input and output signals. These measure-
ments are consequently used as a learning base for the
off-line construction of the monitoring function. In the sec-
ond mode of operation it actually monitors the control sys-
tem. By using the same device for both sampling and eval-
uation any differences between measurement and moni-
toring hardware can be eliminated.

The conceptual diagram of MC monitoring hardware im-
plementation is shown in Figure 6. Signals from the con-
trol system s are connected to a set of registers (imple-
mented as two-stage FIFO buffers) that hold their current
value s(t) and the previous values s(t-1). Analogue and
numeric values are processed by the quantization blocks
(labeled Q in the Figure 8). Each guantization block trans-
forms the input into corresponding discrete value in order
to simplify the evaluation. These transformations are de-
termined by the off-line learning phase (see 4). Signals s
may also contain some internal states m of the control sys-
tem. For the hardware implementation of MC, however,
special access points must provide current values of inter-
nal states.

5_ »>
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g8 v »|  EVALUATION ;
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=0 2l P
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e
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< SEQUENCER
v T
Synchronisation
signals

Fig. 6. Implementation of the monitoring cell.

To observe the dynamics of the signal, the block Asit)
compares new and previous values and calculates the dif-
ference producing additional information for the evaluation.

Parallel to the execution of the monitoring function certain
physical characteristics of the control cell hardware can
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be observed allowing for detection of any abnormalities
{e.g. increased temperature or current consumption). It is
also possible to validate temporal properties of the ob-
served process using simple watchdog timers.

Components of the MC are synchronized with a simple
sequencer according to external synchronization signals
that indicate the beginning of each execution cycle. If no
such explicit signal exists, it can be derived from other sig-
nals (e.g., from control lines of I/O devices). Signals like
reset, power-save, etc. should also be considered to de-
termine the system’s current mode of operation — the mon-
itoring logic is not applicable in all modes.

The outputs ¢ and d are generated by the evaluation logic.
Mostly, ¢ is just a status that alerts for the (potential) fault in
the system. In most cases ¢ can be determined by using
pure digital logic. For diagnostic output d, which gives more
detailed information about the cause of the fault, more
complex logic may be required.

Implementation of MC with discrete
components

in the fist case study, a solution with discrete analogue
devices, FPGA chip and a simple microcontroller is ex-
plained. For the A/D conversion 12 bit A/D converters
ADS7841 with serial communication interface were used.
The FPGA was Spartan-lle with 3072 programmable slic-
es and 8 KB of dedicated memory blocks. This hardware
was used in other experiments /8/.

The monitoring logic for one of the analogue signals is
shown in Figure 7.

RANGE
COMPARATORS

v — T

' A
' '

STATE : : : :
MACHINE : : . |
j 7 Ev ue
LOGIC

......................

Fig. 7. Discrete monitoring logic for a single analogue
signal.

First, the analogue signal is acquired by A/D converter and
captured using simple state machine automaton. The state
machine periodically generates control signals that trigger
A/D conversion and, after conversion is done, reads the
result. By utilizing FPGA device, it was possible to imple-
ment a number of state machines that are working in paral-
lel, each serving a single A/D interface. To limit the number
of wires needed for the communication, the A/D convert-
ers with serial communication protocol were used. From
the 12 bits provided by the A/D device only the upper six
were used. Similarly, the discrete digital signals are ac-
quired periodically by other state machines.
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To compensate for the delays between input and outputs,
and to evaluate the dynamic characteristic of the signals,
each sample goes through a simple two-stage FIFO buff-
er. Later, both stages are available for the evaluation.

The basic evaluation is performed by a set of range com-
parators, each testing if the input value is within the prede-
termined range. The results from this and other evaluation
channels are then combined with simple Boolean evalua-
tion logic, which is implemented as a truth table inside the
dedicated memory blocks of the FPGA — the status sig-
nals are interpreted as a memory address containing the
appropriate output. The output ¢ states if all signals are in
the valid ranges; output d is a vector designating validity of
individual inputs. All constants for the range comparators
and the content of the memory blocks are generated off-
line and may be changed only by the full reprogramming of
the FPGA device. For the implementation of evaluation logic
for a single evaluation channel with a four range compara-
tors approximately 150 slices are used.

For the communication with the fault management system,
a simple 8 bit microcontroller is used. It is also needed for
the initialization of the MC at start-up, for initial data acqui-
sition, and later for the debugging and diagnostic. Itis pos-
sible to transfer the microcontroller into the FPGA; howev-
er, some functionality (e.g. enhanced debugging) is lost.

Implementation of MC with
programmable SoC

The above solution requires separate analogue circuits for
the analogue signal manipulation. Nowadays, more com-
pact and low cost novel technology with programmable
system-on-chip is available. Those chips integrate a mi-
crocontroller and configurable blocks of analogue and dig-
ital logic. In the case study the PSoC CY8C29466 Mixed
Signal Array is used. PSoC is a trademark for a family of
programmable SoC devices from Cypres. PSoC devices
include configurable blocks of analogue and digital logic,
as well as programmabile interconnects. Additionally, a fast
CPU, Flash program memory, SRAM data memory, and
configurable 1/0O ports are included. The analogue part is
composed of dozen configurable blocks, each allowing
the creation of complex analogue functions like A/D and
D/A converters, comparators, filters, amplifiers, etc. More
complex functions are implemented by combining several
primitive cells. The digital part is composed of several dig-
ital blocks. Each block is an 8-bit resource that can be
used alone or combined with other blocks to form 8, 16,
24, and 32-bit peripherals. The capabilities of those blocks
are greater than its counterpart in typical FPGA device and
may be configured as counters and timers, PWMs, differ-
ent serial communication interfaces etc. CPU has full con-
trol over the configuration of the analogue and digital blocks.

The conceptual diagram of the MC evaluation logic with
PSoC is shown in Figure 8. Each channel consists of a
Programmable Gain Amplifier (PGA) and a six bit Succes-

sive Approximation Register (SAR) A/D converter. The PGA
allows for adapting to different signal levels. This way low-
voltage signals can be observed. To observe quantities
larger than 5V, an off-chip voltage divider is required. By
using the six bit A/D converter, the guantification was in-
cluded in the conversion. Other possible implementations
of A/D conversion with the PSoC device exists, however,
they are either slower or consume more analogue cells.
The hardware provides four analogue data acquisition chan-
nels that can be expanded to eight by using the also pro-
vided two-way analogue multiplexers. The digital part of
the device allows up to sixteen bit of discrete data acquisi-
tion. Although it was possible to implement buffering and
preliminary signal evaluation with digital cells on the de-
vice, they were implemented in software because of vari-
ous limitations of the digital part.

Y

[] A/D

v

Fig. 8. Logical organization of a single analogue
acquisition channel with PSoC.

The evaluation logic is executed by the microprocessor. It
is implemented as a series of tests that check the inclu-
sion of a variable in hyper-cubes. The hyper-cubes are pre-
pared off-line and are loaded to the device during the ini-
tialization phase. The solution used by FPGA (i.e., the
implementation with truth tables in memory blocks) would
use more memory than is available.

Comparison of different
implementations of MC

The solution with discrete analogue devices is somewhat
more flexible and robust. It can use different kinds of A/D
converters to accommodate various kinds of signals. In
addition, the external A/D converters are usually much less
sensitive to the voltage overloads. The main benefit of us-
ing this approach is the speed because multiple monitor-
ing channels and evaluation logic in the same device can
be constructed. The sampling, guantization and evalua-
tion for different signals occur in parallel. If the evaluation
logic is simple enough, the execution cycle can be inrange
of several micro-seconds. This is much shorter than the
time needed forthe A/D conversion. Therefore, it is possi-
ble to evaluate the signals from one execution cycle dur-
ing the acquisition of the signals from the next one. The
drawback of this solution is the price. The estimated price
for the parts used in the experiments is more than 30 eu-
ros and it increases with each additional A/D converter. In
contrast the programmable SoC solution can cost (for up
to the 4 analogue channels) less than 5 euros.
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The solution with programmable SoC devices is much more
compact and requires less supporting components than
the previous one. However, apart from the A/D conver-
sion, all of the processing of data is performed with the
microprocessor. This impacts the execution time because
all evaluations must be done sequentially. For example,
for the configuration where two analogue signals were
observed and evaluated with four regions (like in the figure
6), the execution time of the evaluation was 83 microsec-
onds (with 24MHz system clock). On the other hand the
typical A/D conversion takes only 25 microseconds. There-
fore the evaluation can not be performed in parallel with
the conversion. If more dimensions are needed, the exe-
cution time increases accordingly. This is in contrast to the
first approach where additional variable have almost no
impact to the execution time due the parallel nature of the
execution.

The case studies use only simple evaluation functions al-
though more complex regions than the hyper-cubes could
be used that require higher mathematical operations. The
FPGA is unsuitable for such calculations, the PSoC how-
ever, is powerful enough to implement them (e.g., it has
two dedicated fast 8 by 8 bit multipliers).

Conclusions and future work

Inthe paper a concept of monitoring cell for supervision of
the plausibility of a control function is presented. Knowing
(or having learned) the normal behavior of the control func-
tion, one can detect abnormal behavior of input and out-
put signals, internal states, dynamics, and coarse behav-
ior of the output function with respect to the inputs in the
previous time instance. For situations where the control
function is not known in details, the automatic process
based on the machine-learning principles is proposed. The
sample's of signals acquired from the longer period of time
are analyzed and categorized into a set of multi dimension-
al regions. Two different solutions for MC implementation
are described. The proposed devices can be relatively
easily applied in variety of existing control systems. The
first solution is appropriate when short response times are
required. Due to the multiprocessing nature of evaluation
logic used, the execution time is almost independent of
the number of signals observed. However, the solution is
relatively expensive, harder to implement and can be used
only with simple evaluation functions. The approach with
programmable SoC devices is more compact, simpler to
construct and more appropriate for more sophisticated
evaluation functions. However, because the main process-
ing is done in software, the reaction times are much fong-
er. The ideal solution would be the combination of both
approaches: programmable mixed signal SoC device with
large FPGA on a single chip. To our knowledge, there is
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no commercially available device of such kind on the mar-
ket yet.

In the future work, other classification models will be con-
sidered, possibly more powerful yet of similar complexity
as the hypercubes. Part of the research is focused on
utilizing genetic programming (GP) because it is capable
of directly producing the control function of the monitoring
cell. The idea is to find appropriate set of functions that are
easy enough to be implemented on simple hardware and
yet good enough to appropriately describe the valid con-
trol signals. The other part of the research is focused on
the implementation of those functions. The final goal is to
include a machine-learning algorithm inside the monitor-
ing device where evaluation function can be determined
dynamically and might adapt to different operation modes
of the system.
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Abstract: A new virtual system for the detection of small pressure variations in the infrasound band of the characteristic Bora wind from the North Adriatic
coast has been developed. It is composed of a precision pressure transducer (PPT), standard data acquisition (DAQ) card and virtual instruments (Vls) in
the LabVIEW environment. Data collection and analysis of small atmospheric pressure variations during the Bora need a unique pressure sensor and
signal conditioning electronics. We have fulfilled several major requirements of the measuring system: sufficient frequency bandwidth (O Hz to 20 Hz), the
resolution of the PPT response and low-noise design, a changeable and adjustable graphic user interface, configurability of the system, and analytical
tools for data elaboration. Sufficient linearity is obtained by appropriate selection of a PPT with a signal conditioning circuit. Several efficient methods for
the reduction of noise in electronic circuits have been used. The best effect in signal conditioning is achieved with low-noise electronic components, an
appropriate circuit layout, and correct cabling and ground connection. Signals generated in the PPT are conditioned, acquired and analyzed under the
control of a particular virtual instrument (V1) and subinstruments (subVl). DAQ and analysis are supervised from the front panel of a particular VI. The
principal aim of the data analysis is the power density function (PDF) obtained with certain complex virtual Vls. The custom-designed Power Spectrum
Analyzer (PSA) VI offers many useful options: graphical presentation of time and frequency, data records selection, changeable windowing and measure-
ment of noise level.

Mikrobarometer v virtualnem sistemu

Kjuéne besede: Virtuaini instrumenti, mikrobarometer, sistemi za zajemanje podatkov, procesiranje signalov

lzvie&ek: Delo opisuje virtualni sistem za zaznavanje in merjenje majhnih sprememb zraénega tlaka. Merjene spremembe povzroca burja, ki je znacilen
veter severnega Jadrana. Merilno napravo sestavija precizen senzor tlaka, standardna veéfunkcijska kartica za zajemanje podatkov in virtualni instrumenti
v programskem okolju LabVIEW. Zbiranje in analiza podatkov o spremembah zraénega tiaka, ki jih povzro¢a burja, zahteva poseben senzor tlaka in
elektronsko vezie za prilagajanje signalov. Realizirani sistem izpolnjuje vse glavne zahteve merilnega sistema: ustrezen frekvencni pas (O Hz do 20 Hz),
lo&ljivost preciznega senzorja tlaka in malosumna izvedba vhodnega vezja. Poleg tega na¢rtovani sistem omogoca spremenljiv in prilagodijiv uporabniski
vmesnik, fleksibilno zgradbo sistema in analiti¢na orodja za obdelavo podatkov. Linearnost odziva smo dosegli s primernim senzorjem in vezjem za
prilagajanje signalov. Zmanjsanje Suma smo dosegli z uporabo metod nacrtovanja malosumnin vezij. V vezju za prilagajanje signalov smo uporabili malo-
sumne elektronske komponente, primerno nacrtovano tiskano vezje ter pravilne medsebojne povezave in povezavo mas. Signali, ki jih generira senzor se
prilagajajo, zajemaijo in analizirajo pod nadzorom nacrtovanega virtualnega instrumenta (V1) in virtualnih podinstrumentov. Zajemanje podatkov in analizo
lahko spremljamo prek Selne plodce dolodenega VI. Glavni cilj analize podatkov je izracun in prikaz funkcije gostote mocnostnega spektra, do katere
pridemo z gradnjo kompleksnih VI. Zgradili smo uporabnigko orientiran VI “analizator mo¢nostnega spekira”, ki nudi ve¢ uporabnih funkcij: graficno
predstavitev spekira v Gasovnem in frekvenénem prostoru, izbiro podatkovnega niza, izbiro okenske funkeije in meritev Sumnega nivoja.

log barometers have resolutions in the range of hPa (or
mb). Precise measurements of atmospheric pressure
changes are made with microbarometers with resolution
in the range of 0.1 hPato 0.002 hPa /2/, /3/. Such in-
struments are suitable for observation of fluctuations of the
pressure of the wind. The Bora in the Karst region (Kras,

1 Introduction

Infrasound is inaudible sound with frequencies below the
human hearing threshold of 20 Hz. The lower frequency
cut-off of infrasound is limited by the thickness of the at-
mosphere. In general, infrasound is measured within a fre-

quency range of 0.005 (T=200 s) to 20 Hz (T=50 ms).
Within this frequency band, many sources of both known
and unknown origin generate infrasound. Sources that can
often be detected for seconds, minutes or hours are: winds,
volcanoes, sea waves, explosions, meteors, mountain-as-
sociated waves and aurora. Infrasound can be measured
with either a low-frequency microphone or a high-frequen-
cy barometer. In the project we preferred the use of a mi-
crobarometer because of its robustness with respect to
field application and durability. Furthermore, microbarom-
eters can measure much longer periods than microphones.

Measurements of small and rapid variations of atmospher-
ic pressure have historically been made by a variety of
methods. All of them are enabled by means of different
types of pressure transducers /1/ connected to data ac-
quisition, elaboration and storage systems. Standard ana-

Carso) is a particular type of wind in which the energy peaks
are pulsations. They are of particular interest because they
disappear and reappear within an episode /4/. Spectral
analysis of the Bora reveals information about energy con-
tent, time distribution and local characteristics.

A better understanding of the principal physical character-
istics of the Bora provides a key to solving local problems
in the areas of construction, architecture, environmental
planning, agriculture, traffic control, etc. This can lead to
cost reductions and an increase in the quality of life. A
preliminary spectrum analysis was carried out on patterns
of atmospheric pressure oscillations generated by the Bora,
as recorded in Trieste (ltaly) /5/.

Bora wind gusts produce immediate changes of pressure
that the pressure transducer has to convert proportionally
to a voltage. A microbarometer with a very accurate, sta-
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ble and sensitive built-in pressure transducer is needed
for such purposes. Some commercially available pressure
transducers match the specifications for accurate contin-
uous measurements of instantaneous atmospheric pres-
sure changes. The microbarometer employed uses a high-
accuracy pressure transducer system made by Setra Sys-
temsinc. /6/and /7/. The PPTis connected to a custom-
designed circuit which performs conditioning of the ana-
log signal.

All measurements of low-level signals are subject to noise.
Various methods describe the reduction of noise in signal
conditioning circuits, but they are difficult to implement in
practice /8/. With regard to noise, there are some signifi-
cant factors, among which the most influential are ground-
ing, shielding, proper ground connection and suitable cir-
cuit layout strategy. On the other hand, there are several
methods for lowering noise in the measuring signal. The
most well known is analog filtering, which is always used in
antialiasing circuits. Another method is averaging, which
can be performed in hardware or in the software of the
measuring system.

The analog signal terminates in a DAQ system. Many stand-
ard PC-compatible plug-in DAQ cards offer many advan-
tages in comparison with classic measuring instruments.
Today's multifunction cards are reliable, accurate and cost
effective. Moreover, they use plug-and-play technology and
are compatible with the Windows operating system and
with most software packages designed for building Vls.
General purpose Vs, such as multimeters, function gen-
erators and oscilloscopes, are frequently offered, but spe-
cial measuring Vis are rarely available on the market.

Choosing the right DAQ card is very important for the de-
sign of a measuring system. The selection should be made
on the basis of electronic specifications, with close corre-
lation of the card’s characteristics and measurement needs.
Full hardware compatibility with LabVIEW plays an impor-
tant role in the final choice of a DAQ card.

A virtual instrument (VI) can be created in the LabVIEW
environment. Using Vls, a virtual measuring system can be
set up which enables the user to carry out measurements
onvarious subassemblies under specific program control.
This kind of instrument has some advantages compared
with classical or traditional measuring instruments /9/.

The challenge of the project was to design a Vi-based mi-
crobarometer for spectral analysis of the Bora. The Sys-
tem must be capable of acquiring samples from the PPT,
performing measurements using an appropriate standard
DAQ card /10/, and processing and storing the acquired
signal. The solution was combining a high-performance
plug-in data acquisition card and signal conditioning in or-
der to obtain a precise measurement of wind parameters.
The VI enables the user to acquire data from the PPT (lo-
cated outdoor) and process the data, calculate perform-
ance results, log data and generate reports /11/.
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2 Transducer unit

Precision pressure transducer

The Precision Pressure Transducer (PPT) is a compact
sensor device that generates a very sensitive analog out-
put signal proportional to the pressure being measured.
The PPT unit has an analog output and is individually cali-
brated at the factory for temperature variations over the full
scale pressure span across a -40 to 85°C range.

The PPT used is a Setra Systems Inc. Model 270 analog
sensor which measures absolute (atmospheric) pressure.
It contains a capacitor as a sensing element, which results
in a simple, durable and fundamentally stable device. The
sensing scheme is presented in Figure 1.

stmospheric
pressure
digphragm moving slectrode
I A
varylng
tapaciiances)

cararses vakuum  fixed slectrode
Fig. 1:  Cross-section of a capacitive absolute pressure

sSensor.

Inatypical configuration, a compact housing encloses two
closely-spaced, parallel, electrically-isolated metallic sur-
faces. One surface is essentially a diaphragm capable of
slight flexing under applied air pressure. The diaphragm is
constructed of a low-hysteresis material, such as 17-4 PH
SS or a proprietary compound of fused glass and ceram-
ic: Setraceram. These firmly secured surfaces (or plates)
are mounted so that a slight mechanical flexing of the as-
sembly Dx, caused by a change in applied pressure, al-
ters the gap x between them to x + Dx (creating, in effect,
a variable capacitor), as depicted in Figure 1.

Capacitive pressure transducers are not common but do have
higher sensitivity to pressure changes than do other pres-
sure-sensing devices (typically 10 to 100 times). They are
much less sensitive to thermal stresses and local diaphragm
stresses since capacitive transducers integrate the movement
of the entire surface of the diaphragm, while piezoresistive
(PR) and piezoelectric (PE) devices use localized strain meas-
urements. Capacitive transducers commonly have small ca-
pacities and generally are more expensive and larger than
other devices because they usually carry their signal condi-
tioning circuitry on the same board as the sensor.

The sensor alone is very sensitive to environmental cou-
pling, so it must be mounted in a mechanically and electri-
cally protected space. In the case of Setra’s PPT, protec-
tion is afforded by a stainless steel housing to cover the
sensor and functional electronics {excitation circuit, ampli-
fier, power supply, analog buffer, etc.). To reduce noise
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and increase the signal-to-noise ratio, the amplifier unit must
be located as close as possible to the sensor element.

The capacitance of the sensor is a pure measuring value,
so it must not be changed in the remaining circuitry. Signals
containing the measurement are conducted to the signal
conditioning circuit. The sensitivity of the signal-conducting
wires is such that all other conductors need a shield.

3 Data acquisition

The data acquisition (DAQ) unit is an important subassem-
bly with the main functions of conditioning and multiplex-
ing input channels, digitalization of input analog signals,
timing control, synchronization and providing a digital /O
port. Usually we consider the DAQ card as a DAQ system,
but in this case we must distinguish between the DAQ card
and DAQ process. The DAQ process includes the condi-
tioning part of the PPT and relevant software control.

The data acquisition system (DAS) contains two main sub-
units: signal conditioning and signal conversion. Signal
conditioning is partially accomplished by the PPT unit, while
the conversion is on the input stage of the DAQ multifunc-
tion card. Analog-to-digital (ADC) signal conversion with all
the necessary logic and data path circuitry is part of the
multifunction DAQ card.

3.1 Signal and data flow

Once an analog signal from the sensor output is achieved,
signal conditioning is applied. The main premise of the sig-
nal conditioning is linearity and response of the analog sig-
nal. After that, signal conversion follows and the data be-
come digital information. The basic scheme of signal and
data flow is presented in Figure 2.

sSensor
PPT

analog ¢

signal signal

| conditioning

L paa
signal
conversion

A4

E

signal data
£ analysls storage

digital
data

2 PC
data
prasentation

Fig. 2: Signal and data flow from PPT to data storage.

Analog signal flow begins with the PPT as the generator
and ends with the ADC. Because of the very low-level sig-
nals of the first part of the circuit, they are very sensitive to
noise and other disturbances from the surrounding envi-
ronment.

The signal path is followed by temporary data storage and
data elaboration. Under the control of software, suitable
data records are created and signal analysis is performed.
The virtual system permits the user to observe the results
graphically in quasi real time. At the same time, data are
stored on two independent memory media for later process-
ing and analysis.

3.2 Signal conditioning

A linear transformation between signal excitation and re-
sponse must be achieved by the signal conditioning cir-
cuit. Components that can be driven to the limits of the
supply voltage (rail-to-rail) make the maximum dynamic
range available. Signal conditioning is performed in two
successive phases: the first phase is accomplished on the
sensor unit and the second is performed on the standard
DAQ multifunction board.

Sensor

excitation
wvaltage
BORINCE

LF
filtar

|output | voltage
buffer output

k

Fig. 3: Signal conditioning circuit.

The main task of the signal conditioning circuit is adequate
signal propagation, during which the signal is set to fit the
ADC input voltage swing. Signal amplification reduces noise
and protects signals from other disturbances. To increase
dynamic range in this low-voltage environment, the first
operational amplifier A in Figure 3 processes rail-to-rail in-
put signals and drives rail-to-rail output signals. A circuit
that maintains constant transconductance gm over the in-
put common mode ranges reduces distortion. The band-
width of the signal conditioning circuit must provide a fre-
quency response within the range of interest for the fast-
est rate of change of the signal.

The antialiasing filter is one of the most important elements
of the DAQ system /12/. It is impossible to differentiate
between noise with frequencies in the band and out of the
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band of interest. Only an analog filter can preserve signal
integrity and extract real frequencies from folded frequen-
cy components. The cut-off frequency of the antialiasing
filter must lie below the Nyquist frequency. The method for
determining and implementing the appropriate analog fil-
ter parameters is controlled using Microchip’s “FilterLab”
software. The proposed circuit has been exported and sim-
ulated by PSPICE (Cadence Inc.) and the result is pre-
sented in Figure 4.

R R R T T R T T R,

B R R L SN |

-~
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Fregiency

Fig. 4:  Calculated (A) and realized (B) transfer function
of the antialiasing filter.

Implementation with a Butterworth filter design has been
carried out. A Butterworth filter is used in the filter imple-
mentation of the antialiasing filter. For this circuit, an 8-
order filter is used with a cut-off frequency of 10 Hz. Four
active Sallen-Key filters are used. This filter attenuates the
pass band signal to 80dB at a frequency of 20 Hz.

The effect of the filter is clearly visible in Figure 5. The
output signal with noise is measured directly in the illustra-
tion above and passing the filter stage in the illustration
below.

3.3 Signal Conversion

The ADC is an Analog Devices successive approximation
register type with a maximum 200 kS/s conversion rate. It
operates from a single 5 V power supply. The resolution of
the ADC is 16-bit, or 1-in-65536. The converter’s integrat-
ed circuit contains a high-speed 16-bit sampling ADC, an
internal conversion clock, internal reference, error correc-
tion circuits, and both serial and parallel system interface
ports. The ADC is fabricated using a high-performance,
0.6 mm CMOS processor and is operable from -40°C to
+85°C.

The single 5 V supply of the ADC typically dissipates only
35 mW. Its power dissipation decreases with throughput
to, for instance, only 15 uw at a 100 SPS throughput. it
consumes 7 pW maximum when in power-down mode. The
circuit has superior integral nonlinearity (INL). A maximum
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Fig. 5: Output noise level of the output signal without
(above) and with filtering (below).

INL of 3 LSB with no missing 16-bit code is achievable.
Serial or versatile parallel interfaces (8 bits or 16 bits) or a
2-wire serial interface arrangement compatible with both
3 Vand 5V logic are available.

Conversion is also possible in burst mode as a software-
selectable option ata burst rate of T= 5 us. The ADC uses
a RAM buffer which holds 8 K samples. Data transfer can
be programmed input-output (I/0) or direct memory ac-
cess (DMA). DMA modes are “demand” or “non-demand”
using scatter/gather operations. Configuration memory
contains up to 8 K elements, which can be stored data for
channel programming, gain, and offset of the on-board sig-
nal conditioning circuit. Maximum sampling rate reaches
200 kS/s with single channel operation and a 15-minute
warm-up. Accuracy is assured by internal calibration. Meas-
urements are valid for operational temperatures within + 1
°C of internal calibration temperature and + 10 °C of facto-
ry calibration temperature.,

All hardware configuration options on the multifunction card
are software controlled. Some configuration options, such
as digital channel configuration (input or output), have been
configured with installation software (InstaCal). Once se-
lected, any program that uses the Universal Library can
initialize the hardware according to these settings.
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Fig. 6: Front panel of power spectrum V.

4  Virtual instrument for data
acquisition and analysis

4.1 Configurability and design of the
system

One of the goals of the project was the design of a virtual
system controlled by a VI. This permits a very flexible con-
figuration with possibilities of choosing or changing vari-
ous parameters and settings. Combining of different subV
hardware and software operations can also be performed,
plus complex mathematical operations involved in signal
analysis.

With the VI, the average power spectrum of an input signal
in the time domain can be computed. Various averaging
modes for measurement have been tested, such as RMS
averaging, vector averaging, or peak hold, as well as the

number of averages. The number of averages influences
the noise floor. Vector averaging requires the use of a trig-
ger in order to lower the noise floor without lowering the
fundamental signal along with it. VI has various filter selec-
tions, where the type of window used in the particular
measurement can be selected.

Once all properties of the system were known and defined,
two-pass top-down software design started. Initially, a front
panel was created. Functions were added and tested suc-
cessively, continually being aware of the main goal. An
example of the front panel of power spectrum VI is pre-
sented in Figure 6.

The supervisory part of the software was built in the sec-
ond pass of the design process. The block diagram re-
sponsible for program execution contains primitives and
subVls. The block diagram for wind analysis data is con-
ceptually created with DAQ control and an analytical part.

L

Fig. 7:  Partial block diagram of the power spectrum VI.

chruary veee acyireg Por s
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The control part manages the system hardware. It con-
tains various settings to optimize acquisition parameters
and visualization of data. The Functions menu of LabVIEW's
analysis module offers all the useful operations and proce-
dures needed to assemble a signal analysis VI. We used
several suitable subVls to facilitate and speed up the de-
sign process. Aview of a part of the block diagram created
as a power spectrum V! is presented in Figure 7.

4.2 Signal analysis and data presentation

The main objective of the analysis is to determine the spec-
tral composition of the observed signals of pressure fluc-
tuations in order to determine characteristic features as a
function of weather conditions, in particular of wind direc-
tion and speed.

It has been assumed that the observed signals result from
a superposition of low-frequency waves (with a range of
time periods extending from several minutes to several
hours) and higher-frequency waves. Overall power is the
sum of the contribution of each component. PSD was es-
timated using a built-in Fast Fourier Transform (FFT) algo-
rithm. Despite the limitations implicit in the limited frequen-
cy resolution and the power “leakage” which results from
data windowing, this method is computationally efficient
and obtains reliable results for a wide range of processes.

A LabVIEW-based computer program (VI) was developed
for spectral analysis of large data samples. Data records
were segmented into time intervals corresponding to the
duration of the analyzed phenomenon. The most interest-
ing data samples can also be presented on a graphic inter-
face over time. Our analysis succeeded in the following
steps:

a) trend removal,
b) low and high frequency limit,
c) estimation of power spectral density.

For the proper data presentation one has to know and un-
derstand the physical phenomena and the origin of the
acquired data. There are several sources which determine
the micro-fluctuations of atmospheric pressure extending
over a wide range of frequencies (which may involve sev-
eral orders of magnitude). Among them are frequently ob-
served global and local configurations of the earth’s sur-
face. The Bora is a typical dry wind from the Julian Alps,
characterized by strong gusts (over 50 m/s) blowing over
the Karst and the Gulf of Trieste, predominantly in winter. It
also reaches the surrounding countryside, but in a weak-
ened form. The analysis refers to samples of Bora wind
recorded in Trieste on a windy day over a time span of six
hours.

An example for the verification of system operation is the
data acquisition system registering pressure fluctuations
on the PPT with sampling rate of 100 samples/s. Upon
removal of linear and seasonal trends, a low-pass filter (by
means of a moving-average model) was applied to the data.
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Data elaboration was carried out by various LabVIEW sub-
VI's found in the Mathematics & Statistics module.

On windy days, thunderstorms can also very frequently
occur. Such cases present an additional source of noise,
i.e. atmospheric noise. Atmospheric noise is a non-sta-
tionary process that introduces non-regular disturbances
in the measuring signal. Detection and elimination of this
kind of noise will be the task of our further work.
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Fig. 8:  Power spectral density of the Bora in the Gulf
of Trieste.

The results of spectrum analysis carried out using the FFT
method is presented in Figure 8. Frequency-to-time trans-
formation of the PSD was used to facilitate physical inter-
pretation of the phenomena. The analysis demonstrates
the existence of notable features during peak force of the
wind (a period of approximately 12 seconds). These re-
sults also agree with recent measurements made by Belu-
sic et al. /4/ as well as observations conducted over fifty
years ago by Mosetti /5/using a classical mechanical mi-
crobarograph.

5 Conclusions

The characteristics of the Bora wind can be observed us-
ing a microbarometer. The availability of powerful, low-cost
microprocessors and memory has eased the task of de-
signing the signal processing necessary for high-perform-
ance air data collection. Even with the sophisticated digit-
al signal processing provided by microprocessors, the
performance of air data instruments is still strongly dictat-
ed by pressure transducer characteristics: basic accura-
¢y, resolution, long-term stability and reliability over the
spectrum of environmental conditions encountered in ec-
ological investigations.

Digital-output pressure transducers have on-board ADCs,
which, all else being equal, provide higher performance
and easier integration of air data measurements into PC
analysis and the presentation environment.
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The usage of a suitable sensor and a particular electronic
arrangement leads to substantial noise reduction and of-
fers the ability to determine source characteristics such as
apparent PSD and RMS noise. A VI with a graphical user
interface enables the configuration of important features
of acquisition and analysis, so that various types of winds,
which all cause instantaneous variations of pressure, can
be distinguished. This offers a new, simple, intuitive front-
panel user interface with versatile functionality. The data
acquisition of very low pressure changes is applied as a
monitoring technique for determination of wind character-
istics. The processing and interpretation of pressure mi-
cro-variation recordings has been illustrated with data from
the Gulf of Trieste. Current research efforts are concen-
trated on hardware and software improvements: integra-
tion of micro-controlled signal conditioning and conversion
electronics on board, further reduction of noise on the
analog signal path, wireless digital data transmission and
web integration of the virtual system.

With the LabVIEW program users can create a PPT-inter-
face VI with custom capability for both single PPT and use
with a DAQ card. Users can easily set up an interface to
the PPT for establishing communication, issuing com-
mands, configuring the device, charting data in real time
and storing data to text files. This project also demonstrat-
ed the usage of the LabVIEW program for creation and
utilization of more complex programs. Software develop-
ment in a graphical environment can be quickly understood
and it is easy to use. VI proves to be the optimal solution
for projects where a nonstandard instrument or a particu-
lar measuring environment is needed.

By employing VIs, many advantages have been achieved.
Firstly, the cost of the system, using various subunits, is
very low. Secondly, development time is short, enabling
immediate use of the system. Thirdly, system maintenance
expenses are lower, involving the PPT and DAQ card only.
A very simple hardware configuration also elevates the
quality of the research. We have achieved excellent accu-
racy, reliability and stability in a virtual measuring system.
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HIBRIDNI OSCILATOR ZA ANALOGNE IN DIGITALNE
PRIZEMELJSKE TELEVIZIJSKE ODDAJNIKE
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Maribor, Slovenija

Kju€ne besede: analogna prizemeljska televizija, digitalna prizemeliska televizija, sintezator z neposredno sintezo signala, fazno skienjena zanka.

lzvleCek: Trenutno poteka ali se pripravijia prehod oddajanja analognega televizijskega signala v oddajanje digitalnega televizijskega signala. Casovno je
ta prehod v evropski uniji okvimo dolo¢en, od posameznih drzav lanic pa je odvisno, kdaj ga bodo izvedle. Prehod je povezan z velikimi finanénimi
investicijami, zato so zanimivi oddajniki ali sklopi oddajnika, ki jih lahko uporabimo tako v analognem kot digitalnem nadinu oddajanja. Eden od sklopov
oddajnika, ki ga je treba v tem primeru prilagoditi ostrejgim zahtevam, je oscilator. V prispevku je predstavijen hibridni oscilator, primeren za analogne in
digitalne prizemeljske televiziiske oddajnike in kanalne pretvornike. Analogna omreZja so v osnovi vecfrekvendcna, kar pomeni, da so sosednje oddajne
celice na razli¢nih frekvenénih kanalih, Digitalna omrezja pa so lahko vecfrekvenéna, enofrekvenéna ali kombinacija obeh. To ima za posledico, da so
zahteve za oscilator v digitalnem oddajanju zahtevnejse. Zadani cilj je bil razviti oscilator, ki bo izpolnjeval zahteve na trziscu glede lastnosti takdnega

oscilatorja.

Predlagano resitev smo poimenovali hibridni oscilator. Hibridni oscilator zdruzuje dva koncepta, ki se uporabljata za generiranje frekvence. En koncept je
fazno sklenjena zanka, drugi pa sintezator z neposredno sintezo signala (v nadaljevanju DDS-oscilator). Z nobeno od obeh metod ni mozno enostavno
izpolniti vseh zahtev za oscilator. Bistveni zahtevi sta predvsem korak nastavijanja izhodne frekvence in fazni sum oscilatorja. Z zdruzitvije dobrih fastnosti
obeh metod je mogode narediti oscilator z Zelenimi lastnostmi. DDS-oscilator je uporabljen kot vir signala z referencno frekvenco za fazno sklenjeno
zanko. Z majhnim spreminjanjem frekvence DDS-oscilatorja dosezemo vedjo frekvenéno lodljivost fazno sklenjene zanke, s katero pa lahko pokrijemo
frekvendna podrocja, ki jih ni mogoce neposredno pokriti z DDS-oscitatorjem.

Hybrid Oscillator for Analog and Digital Terrestrial Television
Transmitters

Key words: analog terrestrial television, digital terrestrial television, DDS (Direct Digital Synthesizer), PLL (Phase Lock Loop).

Abstract: Currently, the transition or preparation for the changeover from analog television to digital television is in progress. Consequences of this
transition are modifications that will have to occur in the distribution, transmission and reception of television signals. This article will mainly focus on
television transmitters, or more precisely to their oscillator. The demands for oscillators used in digital television are different from those used in analog
television and for this reason, simple modification of the latter is not possible. The major differences are in the smallest frequency step and phase noise
demand. The smallest frequency step for digital television is 1 Hz, which is far less than the few kHz step required for analog television. The phase noise
requirement is specified in the standard for DVB-T (Digital Video Broadcasting - Terrestrial) and is also higher than that for analog television.

This article will present the hybrid oscillator, which is suitable for use in both analog and digital transmitters. The term hybrid oscillator refers to an oscillator
that combines two or more different technologies together. In this case, the hybrid oscillator combines direct digital synthesizer (DDS) and phase locked
loop (PLL). The advantages and disadvantages of DDS and PLL are shortly presented. DDS output is limited with frequency range, frequency spurs and
harmonics. On the other hand, DDS has a fast settling time and a very fine frequency step (LHz). PLL can be used for higher frequencies with a wider
frequency range, however it is hard to achieve a small frequency step, low phase noise and fast settling time at the same time. This is because the
improvement of one parameter degrades the others. For our hybrid oscillator, DDS is used as a source for the reference frequency of the PLL. In so doing,
fine frequency step is achieved and the wanted phase noise is preserved. For best results it is very important to use high quality electronic parts that
contribute little to phase noise degradation.

On the basis of conclusions, we have made a prototype of this hybrid oscillator for UHF (Ultra High Frequency) frequency band. In addition, a number of
different measurements of the hybrid oscillator were taken to confirm theoretical calculations and expectations. The final measurement results have
shown that the hybrid oscillator is suitable for use in both analog and digital television transmitter.

oddajniski infrastrukturi. Tako nekateri oddajniski sklopi
nimajo vec ustreznih parametrov in jih je potrebno zamen-
jati z drugimi. Eden od takih sklopov je tudi oscilator za

1 Uvod

Prehod prenosa televizijskih vsebin iz analognega v digital-

ni nacin je po svetu v polnem teku. Najprej se je ta prehod
zadel na satelitskem oddajanju. S¢asoma so temu trendu
sledili Se kabelski operaterji in prizemeljsko oddajanje. Vrst-
ni red je posledica zahtevnosti in strogkov uvedbe odda-
janja v digitalnem nadinu. Prehod prizemeljskega oddajan-
ja v digitalni nagin spremljajo tudi Stevilne spremembe v
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televizijski oddajnik. Oscilator, ki ustreza zahtevam za ana-
logno oddajanje v vecini primerov ni primeren za digitalno
oddajanje. Osnovna razlika je v loCljivosti nastavljanja
izhodne frekvence in zahtevanem nivoju faznega Suma za
oscilator. Locljivost oscilatorja podaja najmanjéo razliko med
dvema frekvencami, ki jo je mo& nastaviti. Fazni Sum pa
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predstavija razliko nivoja amplitude pri nekem danem
odmiku od nosilne frekvence v primerjavi z nivojem ampli-
tude nosilne frekvence. Obic¢ajno se podaja v enoti dBc/
Hz za dani odmik od nosilne frekvence /1/. Za lazjo pred-
stavo o izrazu fazni $um si fazni Sum lahko predstavljamo
kot razmerja energije v 1 Hz pasovnem podrocju za dani
odmik od nosilne frekvence proti energiji nosilne frekvence.
Primer dologitve faznega Suma je prikazan na sliki 1.1.
Dolodanje faznega $uma se v praksi izvaja s posebnimi in-
strumenti, ki omogodajo taksne meritve.

4 Amplituda

s

Frekvenca

Slika 1.1: Definicija faznega Suma.

Oscilatorja za analogno oddajanje ni mo¢ na enostaven
nadin prilagoditi novim zahtevam. Vedina oscilatorjev za
analogno oddajanje temelji na principu fazno sklenjene
zanke (Phase Lock Loop - PLL) /2/, /3/. Fazni $um za
analogno televizijo ni tako zelo pomemben in zato obsto-
jeci oscilatorji odstopajo od novih zahtev. Ustrezna frekvens-
na lod¢ljivost za analogno televiziji je v rangu nekaj kHz.
Frekvenéna locljivost za digitaino televizijo pa znasa 1 Hz.
Zahteve za oscilator za digitalno oddajanje se torej v teh
dveh pogledih bistveno razlikujejo od zahtev za analogno
oddajanje.

Ena od alternativ fazno sklenjene zanke je sintezator z
neposredno sintezo signala (ang. DDS - Direct Digital Syn-
thesizer) /4/, /5/. Prednost DDS-oscilatorja pred fazno
sklenjeno zanko je bistveno hitrej$e nastavljanje izhodne
frekvence ter zelo velika to¢nost nastavijene frekvence. Ima
pa DDS-oscilator nekaj pomankljivosti kot so harmonske
frekvence, nezazelene frekvence (ang. spurious frequen-
cies) in omejeno frekvenéno podrocje uporabe. Zdruzitev
dobrih lastnosti obeh metod nam omogodi izdelavo hibrid-
nega oscilatorja. V naSem primeru smo uporabili DDS-os-
cilator kot vir signala z referencno frekvenco za fazno sk-
lenjeno zanko. Z majhnim spreminjanjem frekvence DDS-
oscilatorja dosezemo vedjo frekvenéno locljivost fazno sk-
lenjene zanke, s katero pa lahko pokrijemo frekvencna
podrocja, ki jih ni mogoc¢e neposredno pokiiti z DDS-0s-
cilatorjem.

Za RF (ang. Radio Frequency) projekte so zelo pomem-
bne izkusnje, ki smo si jih pridobivali na prejsnjih projektih
/6/. Elektronske komponente smo izbirali na osnovi
spoznanj in meritev predhodnih izdelkov. Izbira najbolj us-
treznih kvalitetnih komponent, ki so trenutno na voljo na
trziscu, je predpogoj za doseganje dobrih rezultatov.

2 Zahtevane karakteristike in
koncept hibridnega oscilatorja

Oscilator mora tako za analogno kot za digitalno televizijo
izpolnjevati dolo¢ene zahteve. Pri predstavitvi smo se os-
redotodili na dve bistveni zahtevi. To sta kot ze omenjeno
fazni $um in frekvendna lodljivost. Kot ze omenjeno je za-
hteva za frekvenéno lodljivost 1 Hz. Zahteva izhaja iz dejst-
va, da lahko imamo v digitalnem nacinu oddajanja sosedn-
je oddajnike na istem frekvenénem kanalu (SFN - Single
Frequency Network). Oddajniki morajo oddajati na to¢no
isti frekvenci ob istem &asu isto vsebino, zato morajo biti
vsi oddajniki v primeru SFN omrezja sinhronizirani. Obica-
ino je sinhronizacija izvedena s pomocjo globalnega pozi-
cionirnega sistema (GPS - Global Positioning system).

Drugi kriterij nivo faznega Suma je podan v tabeli 2.1. Ta
kriterij ni natan¢no dolo¢en, zato veljajo za fazni Sum pri-
porocila. Vrednosti, ki so se uveljavile kot zahtevane v ve-
liki veéini primerov so nastale na osnovi praktiénih preiz-
kusov in raznih projektnih skupinah. Eden izmed takih pro-
jektov je bil poznan pod oznako AC106 VALIDATE (Verifi-
cation And Launch of Integrated Digital Advanced Televi-
sion in Europe). Osnova za priporodila so tudi standardi, ki
so nastali pod okriliem evropskega instituta za telekomu-
nikacije (ETSI - European telecommunications standards
institute) /7/, /8/, /9/.

Fazni Sum oscilatorja mora tako biti enak ali boljsi vrednos-
tim podanim v tabeli 2.1, da zadosti priporoc¢ilom za digital-
no televizijo. V posameznih drzavah se zahteve v
posameznih to¢kah tudi razlikuje od priporocil, zato smo si
zadali nalogo zadovoljiti tudi te zahteve in smo svoje ciljine
vrednosti e dodatno zaostrili.

Tabela 2.1:  Nivo faznega suma za digitaino televizijo.

Odmik od nosilca | Zahtevene vrednosti | Ciljne vrednosti

10 Hz <-55 dBc/Hz <-55 dBc¢/Hz
100 Hz <-85 dB¢/Hz <-90 dBc/Hz
3 kHz <-85 dBc/Hz <-90 dBc¢/Hz
10 kHz <-95 dBc/Hz <-95 dBc¢/Hz
100 kHz <-112 dBc/Hz <-115 dBc/Hz
1 MHz <-130 dBc¢/Hz <-130 dBc/Hz

Poenostavijeno blokovno shemo hibridnega oscilatorja pri-
kazuje slika 2.1. Za vsak oscilator je zelo pomemben izvor
referenénega signala, ki vpliva na veé parametrov celot-
nega oscilatorja. Obic¢ajno se uporabliagjo OCXO (Oven
Controlled Crystal Oscillator) oscilatorji s posebej izbrani-
mi parametri. Zaradi sinhronizacije oddajnikov v SFN
omrezjih, s pomodjo GPS signalov, je izbrana vhodna frek-
venca za digitalne oddajnike 10 MHz. Ker je frekvenco ref-
erence dolodena, se zelo zmanjsa maneverski prostor za
nadriovanje oscilatorja. Pri izbiri primernega oscilatorja
moramo veliko pozornosti posvetiti poteku faznega suma,
saj ta direktno dolo¢a maksimalni mozen konéni fazni $um
hibridnega oscilatorja. Pomemben parameter je tudi sta-
bilnost referenéne frekvence. Ce referenéna frekvenca ni
stabilna se to neposredno pozna na odstopanju izhodne
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frekvence. Primerna temperaturna stabilnost referenéne
frekvence za digitaino televizijo je 10 ali manj. Primerna
kratkoro¢na stabilnost na sekundo je 107" ali manj. OCX0O
oscilator predstavlja cenovno gledano vedji del materialnih
stroskov celotnega izdelka, zato je zasnovan tako, da je
mozna uporaba OCXO oscilatorjev drugih proizvajalcev in
drugih fizicnih dimenzij. Tako je mogode uporabiti trenut-
no cenovno bolj ugoden OCXO v aplikacijah, ki ne zaht-
evajo tako velike stabilnosti frekvence.

Reference and
automatic |-
switch circuit

DDS and phase noise
optimatization circuit

I

10 MHz RF output

output Phase Loop +12dBm

comparator
RF tost

Power Controller
suppl
ir

24V +12V 12V 15385
communication

External 10 MHz
reference tnput

Slika 2.1: Blokovna shema hibridnega oscilatorja.

Referencni signal na vhodu v DDS-oscilator je signal iz
OCXO oscilatorja. Pri izbiri DDS-oscilatorja moramo biti
pozorni predvsem nato, da ima le-ta ustrezno karakteris-
tiko poteka faznega $uma. Ta je podana kot mejna vred-
nost, pri kateri je mozno doseci dolo¢ene vrednosti drugih
izbranih parametrov. Podatek ¢ faznem Sumu najdemo v
tabelah in grafih specifikacij DDS-oscilatorja. Z upostevan-
jem, da se bo fazni Sum v fazno sklenjeni zanki poslabsal
za faktor 20*log(Fout/Fin) lahko izlo¢imo neprimerne DDS-
oscilatorje za taksno aplikacijo. Pomembna pri izbiri DDS-
oscilatorja je tudi velikost faznega registra, ker doloé¢a na-
jvedjo locljivost DDS-oscilatorja in izhodne frekvence.
Odvisno od izbire drugih parametrov je dovolj 32-bitni ozi-
roma 48-bitni register. Optimizacijsko vezje sluzi za opti-
malen potek faznega Suma in zmanj$evanje vpliva
nezazelenih frekvenc. Naslednji sklop na shemi, ki sledi
optimizacijskemu vezju je v bistvu klasiéna fazno sklenjena
zanka. |zbira komponent zanke je podrejena zagotavijanju
ustreznega faznega Suma. Napetostno krmiljeni oscilator
(VCO - Voltage controlled oscillator) ima neposreden vpliv
na potek faznega Suma izven pasovne $irine zanénega fil-
tra (ang. loop filter). Zato je izbira dolodena s Zelenimi vred-
nostmi faznega suma podanimi v tabeli 2.1, Pomembni
podatki za napetostno krmiljeni oscilator so vrednosti za
odmik od nosilca 10 kHz in ve&. Fazni primerjalnik (ang.
phase comparator) in delilnik z N (ang. Divider N) sta del
integriranega vezja. Pomembni parametri integriranega
vezja so: - fazni $um, - vhodno frekvenéno podrodje in -
podrocje izbire parametra N. Zanéni filter doloéa vpliv pote-
ka DDS-oscilatorja kot reference v fazno sklenjeno zanko
in vpliv poteka faznega $uma napetostno krmiljenega os-
cilatorja. Z ustrezno izbiro pasovne $irine zanénega filtra
dobimo optimalen potek glede na oba posamezna pote-
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ka. Priizbiri elementov in naértovanju fazno sklenjene zanke
si lahko pomagamo s razli¢nimi programi in literaturo /10/,
/11/.

3 Meritve in rezultati

Na podlagi rezultatov analiz in simulacij smo izdelali prototip
hibridnega oscilatorja. Na prototipu smo naredili ve¢ mer-
itev in nekaj najpomembnejdih rezultatov je prikazanih v nad-
aljevanju. Na sliki 3.1 je meritev faznega $uma za frekvenco
566.150000 MHz opravijena z merilnikom faznega $uma
Agilent E4443A. Vidimo, da je meritev faznega $uma znotraj
zastavijenih ciljev. Odstopanije frekvence je v primeru zunanje
sinhronizacije z GPS sisternom enako 0,2 Hz (<1 Hz).

o Agilent 16:32:36 Mar 17, 2096 Frequency

{ ] :
Carricr Freq 556.2 Tz Signal Track OFF_DANL 01 119 Frem || oo oo 10

Log Plot
E:arrier Freq 566.1580002 MHz

Carrier Power 12.46 dBm Atten 14.60 dB  Mirl

19,6620 kHz

Ref -58.68dBc/Hz ~96.27 dBc/Hz | Carrier
JUR | I Hi Y (il
ey ; : Search
Search Span
19.80 kHz
Man;
PoLLE : H il IHi i I REL
19 Hz Frequency Offset 1M
Freq Offset frace 1 z Trace 2 Signal Track
19 Hz ~62.583 dBc/Hz ~?8.72 -
168 Hz -96.99 dBc/Hz ~94.,33 n
1 kHz -32.85 dBo/Hz -32.38
19 kMz ~356.01 dBc/Hz -96 .26
199 kHz -123,17 dBe/Hz 123.38 R
MHz -145,31 dBe/Hz -145,88 dBc/Hz o Tracking’

|

5454 Rptinnl

Slika 3.1: Primer meritve faznega Suma.

Rezultati drugih meritev in tehni¢ni podatki so prikazani v
tabeli 3.1.

Tabela 3.1:  Tehni¢ne lastnosti oscilatorja.

Podatek Vrednost

Frekvenéno podrogje delovanja (UHF) 510 MHz - 900 MHz
Frekvenéna Jodljivost <1 Hz

Absolutno odstopanje frekvence brez GPS signala | <150 Hz

Absolutno odstopanje frekvence z GPS signalom | <l Hz,

[zhodna impedanca 50Q

Fazni $um 10 Hz: <-55 dBc
100 Hz: <-90 dBc

1 kHz: <-90 dBc

10 kHz: <-95 dBe
100 kHz: <-115 dBe
1 MHz: <-130 dBc
+12dBm+2dB
-7dBm+2 dB

Izhodni nivo signala
Nivo signala na testnem izhodu

Nivo signala v primeru neujetja zanka <-10 dBm

Nivo nezazelenih signalov:

- harmonske frekvence <-20dBc¢

- neharmosnke frekvence <-65 dBc

Zunanja referenca 10 MHz

Vhodni nivo zunanje reference -10dBm to +13 dBm /50 O
Interna referenca 10 MHz

RS485 ASCII protokol
60 x 30 x 205 mm

Komunikacija
Fizi¢ne dimenzije

Temperaturno obmogje delovanja 0°C to 50°C
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4  Zakljuéek

V &lanku smo prikazali koncept in merilne rezultate hibrid-
nega oscilatorja. Ce povzamemo merilne rezuitate lahko
zaklju¢imo, da je izdelan hibridni oscilator ustrezen za up-
orabo v analognih in digitalnih prizemeljskih oddajniskih
sistemih. Predstavljen hibridni oscilator je mozno uporabiti
tudi za druge aplikacije, kjer je potrebna velika frekvencna
lo¢ljivost, stabilnost in ustrezen potek faznega Suma. lzde-
lan prototip sicer pokriva UHF prizemeljske frekvence, ven-
dar je mozno enak koncept uporabiti tudi za druga frekvend-
na obmodija. Treba je le ustrezno izbrati posamezne kom-
ponente, ki so primerme za dologeno frekvencno obmodje.
Druga frekvenéna podrodija lahko pokrijemo tudi tako, da
obstojedi hibridni oscilator uporabimo skupaj z delilniki
oziroma mnozilniki frekvence.
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ESTIMATION OF LINEAR ELECTRICAL MOTOR
PERFORMANCE USING FINITE ELEMENT METHOD
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Abstract: The paper presents the approach to estimation of operational characteristics of linear induction motor and permanent magnet linear synchro-
nous motor using finite element method. A detailed insight into magnetic field distribution and produced output force is a basic step for motor performance
evaluation. A 2D non-linear magnetostatic and eddy-current solver were used for magnetic field and force calculations. The obtained force vectors were
decoupled into the propuision and the attraction force components. The former is vital for determination of motor steady-state and transient characteris-
tics, while the latter is important in mechanical designing of the drive base.

For both types of finear motor calculations were carried out at several excitation currents and different airgap lengths to optimize the drive performance.
The results obtained from the magnetic field calculations could also be applied for determination of motor parameters (e.g. inductances), which are
necessary in drive control system simulations. Several laboratory tests were performed to verify the results of the presented method.

Vrednotenje obratovalnih lastnosti linearnih elektriénih
motorjev s pomocjo metode konénih elementov

Kju€ne besede: linearni asinhronski motor, linearni sinhronski motor, trajni magneti, magnetno polje, metoda konénih elementov, matematiéno mode-
liranje, potisna sila, priviacna sila, visoko dinamiéni pogon.

Izvieéek: Clanek obravnava postopek doloditve obratovalnih karakteristik dveh posebnih tipov elektricnih motorjev - linearnega asinhronskega motorja in
linearnega sinhronskega motoria s trajnimi magneti, ki temelji na uporabi metode konénih elementov. Le-ta omogoéa natancen izraéun porazdelitve
magnetnega polja in vrednosti elektromagnetnih sil, kar je kljuénega pomena za zanesljivo oceno pogonskih lastnosti. Glede na razlicen fizikalni princip
delovanja obeh obravnavanih motorjev smo modelirali spremenljivo magnetno polje oziroma uporabili nelinearni magnetostaticni izradun. Vektor elektro-
magnetne sile vsebuje potisno komponento, ki doloda zmogliivost pogona ter pritezno komponento, ki jo moramo upostevati pri dimenzioniranju me-
hanske konstrukcije pogona.

Za obe wrsti linearnin motorjev so prikazani rezultati izradunov v obliki odvisnosti elektromagnetnih sil od obratovalnih pogojev pri razliénih vzbujalnih
tokovih in za razli¢ne Sirine zracne reze med gibljivim primarjem in nepremi¢nim sekundarjem. Iz znanega magnetnega polja je mozno dolociti ée vrsto
dodatnih parametrov linearnih motorjev (npr. induktivnosti), ki so pomembni pri modeliranju, simulacijah ali optimiranju nadzorno krmilnega sistema pogo-
na. Realizirani laboratorijski testni pogon dolzine 4 m omogoca meritve elektriénih in mehanskih parametrov obeh vrst motorjev. Pri doseZeni hitrost
2.5 m/s in pospedku 12 m/s? je ponovljiva natanénost pozicioniranja 10 pm.

1. Introduction technology /2/. At the same time the quality of products
increased considerably due to maximum positioning ac-

Amachinery construction applying linear electrical motors curacy and precision, which is generally in the contradic-

offers many challenges for engineers and brings up a new tion to top-rate dynamics. In addition the contactfree pow-

philosophy of machine design. In the case of rotational er transfer is almost wear-free, which has a positive effect

electrical motors it is often required to transform rotation on the reliability of the machine and reduces maintenance

into linear movement, which is unnecessary when using costs.

linear motors. The main advantage of linear over the usual

rotational motors is outstanding accuracy at high dynam- . . . .

ics due to the absence of intermediate gears, screws and 2. Test drive with linear electrical

crank shatfts for linear moving loads. Linear drives are re- motors

cently used in machine and textile tools, linear tables, saws,
shears, separators, transportation systems and many oth-
ers /1/. As an example, a manufacturer of CNC universal
lathes introduced the highly dynamic linear drive (velocity
of 100 m/min and acceleration values up to 15 m/s?),
which reduces idle times o a minimum and increases pro-
ductivity up to 30% by utilization of the latest linear drive

In Laboratory of electrical drives the linear drive was real-
ized as a model of a flying shear, which is a common in-
dustrial application for cutting continuous product to a set
length. The cutting tools moving in the perpendicular di-
rection are typically mounted on a carriage that moves
parallel to the product flow. As it presents linear motion,
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usage of the linear motor is preferable /3/. The high cut-
ting speed and the accuracy are major demands for indus-
trial flying shears. The speed depends mainly on the drive
dynamic capability and the corresponding construction.
Applying the linear motor instead of two rotational ones
reduces moving masses thus dynamic performance of the
device is higher at the same or even better accuracy of
positioning.

Fig. 1 shows the test linear drive, which has the overall
length of 4 m. Essential built-in components like linear
guideways, bearings, and position sensor guarantee the
moving trolley velocity of 2.5 m/s at the acceleration up to
12 m/s?. The accuracy of the repeated positioning is limit-
ed to 10 mm. For achieving even better dynamic and ac-
curacy performance capabilities more sophisticated and
expensive components should be selected.

Fig. 1. Test drive with linear electrical motor

The base of linear drive (Fig. 2) was designed for optional
application of two linear motor types, the linear induction
motor (LIM) and permanent magnet linear synchronous
motor (PMLSM), respectively. Basic parameters for both
types of linear motors are stated in Table 1.

.. primary ...

-secondary-|

Fig. 2. Main components of the linear drive: base with
main plate, primary and secondary part of linear
electrical motor

Table 1. Basic constructional and nominal parameters
of the linear motors

Numberof Lengthof Lengthof Rated Rated  Rated
pole-pairs  primary  secondary  force  current  speed
(mm) (mm) ) (&) (mh)
LM 2 390 3000 1000 19 1
PMLSM 4 390 3000 1500 17 25

Both primary parts are relatively similar with slightly distinc-
tion in laminations and winding distribution. The main dif-
ference is in secondary parts of linear motors. The LIM

has the squirrel cage secondary with copper as a conduc-
tive material (Fig. 3.a). For induction motors of this size the
aluminium squirrel cage would be more common, but since
linear motors are not yet manufactured in mass-produc-
tion such technology is more convenient. Copper bars have
also better conductivity, which enables the higher second-
ary induced currents and improved performance charac-
teristics of the LIM /4/.

The PMLSM has the secondary part (Fig. 3.b) made of
rear earth permanent magnets (NdFeB) mounted on soft
magnetic backplate, which represents secondary yoke.
Permanent magnets are contributing to high magnetic field
densities, and consequently to very high energy density of
the PMLSM type of linear motor /5/.

(b)

Fig. 3. Squirrel cage secondary of LIM (a), and
PMLSM's secondary part with NdFeB magnets (b)

Although a 4 m drive base plate is relatively long, the final
fength of the linear drive disables steady-state operation of
linear motors. During transients between acceleration and
braking, measurements of electrical and mechanical pa-
rameters are difficult to perform. Nevertheless for optimal
operation of the drive the detailed insight into linear motor
performance characteristics is very important /4/, /5/, /
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6/. To simulate the steady-state force components char-
acteristics of the LIM and the PMLSM, computation of
magnetic field distribution was performed using finite ele-
ment method (FEM).

3. FEM analyses of linear motor
performance

In order to perform a 2D FEM calculations of magnetic
field, the motor cross-section was divided into triangular
finite elements. To ensure the accurate calculation results
the mesh with 16962 triangle elements was generated in
the case of LIM (Fig. 4.a), and 13772 triangle elements in
the case of PMLSM (Fig. 4.b), respectively. In order to
reduce the complexity of the geometry and the number of
nodes of finite element mesh, the calculations are usually
performed over the smallest symmetrical part of the rota-
tional motor model. This simplification cannot be applied
in the case of linear motors due to the asymmetrical mag-
netic field distribution and longitudinal end-effects /6/. In
Fig. 5 the details of finite element mesh in one magnetic
pole of the LIM and PMLSM are shown.

(b)

Fig. 4.  Finite element mesh in the cross-section of LIM
(a), and PMLSM (b)
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Fig. 5. Finite element mesh in detail of one magnetic
pole of LIM (a), and PMLSM (b)

44

3.1. FEM calculation of LIM magnetic field

When the velocity of the moving primary part differs from
the velocity of the longitudinal traveling magnetic field, eddy-
currents of the slip frequency are induced in the squirrel
cage of the LIM's secondary part. In such case the mag-
netic field is described with Helmholtz differential equa-
tion

-\‘7><21)=<5~V¢—c-§4 (1)

\Y
X ot

s

where m is permeability, Ais magnetic vector potential, s
is conductivity and f is electric scalar potential. Magnetic

vector potential 4 is calculated by the implementation of a
2D eddy-current solver.

Due to 2D field calculation, which disables the secondary
loops configuration, the secondary cage was modelled as
passive conductors that means they have eddy and dis-
placement currents flowing through them, but have no
component of source current. All secondary conductors
(bars) are defined to be connected parallel in short circuit,
which in fact represents two end-rings /7/. In this proce-
dure variations of material properties and excitations can
be considered. Except in the case of locked secondary
condition, the currents and flux density in secondary and
primary part are pulsating at different frequencies. Since
the computation is done using phasor analysis, all calcu-
lated variables must be of the same frequency. To resolve
this difficulty we can define primary excitation currents as
ampere-turns with frequency corresponding to instantane-
ous slip value by parametric calculation for chosen steady-
state points. Such approach enables simulation of running
conditions at many secondary speed values from start-up
to no-load condition using very simple and unexpensive
FEM software.

3.2. FEM calculation of PMLSM magnetic
field

In the case of PMLSM type of linear motor, the primary
part velocity is synchronized with longitudinal magnetic
field, and the magnetic field is described with the Poisson
differential equation

DU T
VX(—-VxA)y=J (2)

1)
where J represents the current density, which consists of
excitation currents in primary three-phase winding and
equivalent magnetizing current of permanent magnets /

8/,/9/.

Permanent magnets used in PMLSM secondary part are
NdFeB - Vacodim 633. The equivalent magnetizing cur-
rent used in FEM model was determined from demagnet-
izing characteristics shown in Fig. 8.
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Fig. 6. Demagnetizing characteristics of Vacodym 633

For mechanical protection of permanent magnets the pro-
tective plate made of stainless steel is applied (Fig. 3b). At
steady-state the velocity of the PMLSM equals to the syn-
chronous speed, thus the conductive protective plate has
no influence on propulsion force. Contrary at transient
states, induced currents in the protective plate contribute
the additional component to the propulsion force thus re-
duces oscillations, while the velocity of the moving prima-
ry increases or decreases /10/. To estimate this phenom-
enon the eddy-current solver was used like in the case of
LIM type of linear motor. The comparison of the calculated
total propulsion force and components due to the induced
currents in the protective plate shows that the influence of
induced currents in the protective damper plate can be
neglected, especially at higher loads /11/.

3.3. Magnetic field distribution

The primary parts of both types of linear motors have a
two-layer winding with half-filled end slots, which is typical
topology /1/. Because of this constructional particularity
the number of poles is odd. Contrary to the magnetic field
in rotational motors, which is always symmetrically distrib-
uted along the air-gap, the magnetic conditions in linear
motors are regularly asymmetrical.

Fig. 7a shows the magnetic field distribution of LIM at max-
imal force at slip 0.12. The same case of maximal force for
PMLSM at maximal load angle 90° is presented in Fig. 7b.
The boreholes of the water-cooling system are placed in
the yoke of the PMLSM primary lamination (Fig. 7b). They
obviously have an additional effect on asymmetrical mag-
netic flux distribution. The LIM also has a water-cooling
system, however aluminium units are mounted above the
primary and under the secondary parts and have no influ-
ence on the flux lines. The magnetic field distribution in a
detail of one magnetic pole of the LIM and PMLSM are
presented in Fig. 8a and Fig. 8b, respectively.

The magnetic field in the LIM is excited by currents in pri-
mary winding. Due to the half-filled end slots winding the
magnetic field distribution in the air-gap is unproportional
regarding magnetic pole division (Fig. 9.a). In the PMLSM
the magnetic field is excited by currents in primary winding

wﬂ@ml

Fig. 7. Magnetic field distribution in the cross-section
of LIM (a), and PMLSM (b)

Fig. 8. Magnetic field distribution in a detail of one
magnetic pole of LIM (a), and PMLSM (b)

and NdFeB permanent magnets, thus the PMLSM’s air-
gap field distribution is more proportional (Fig. 9b).

The NdFeB permanent magnets used in PMLSM are ca-
pable of producing strong magnetic field, therefore the
average air-gap flux density is much higher(0.91 T) in com-
parison to the LIM’s average air-gap flux density (0.49 T),
which represents a 54 % difference in benefit of the
PMLSM. This distinction between both described types of
linear motors is obvious also from the nominal data pre-
sented in Table 1. For the same physical size and similar
primary excitation currents is the nominal propuision force
of the LIM 1000 N, while for the PMLSM is denoted to
1500 N. Such higher power density of the PMLSM in com-
parison to the LIM is the main reason, that the PMLSM
type of linear motor is much more often used in machine
tool applications. Nevertheless for more robust, less dy-
namic and cheaper applications (e.g. longer transporta-
tion tracks) the choice of the LIM type of linear motor would
be more appropriate solution.
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Fig. 9. Air-gap magnetic flux density distribution of LIM
(a), and PMLSM (b)

4. Simulation of steady-state force
characteristics

The electromagnetic force of the LIM was calculated from
magnetic field results by Maxwell's stress tensor. The differ-

ential equation for the force F produced on a surface is:
dr?:—;—(ﬁ-(é~ﬁ)+é-(ﬁ-ﬁ)+(ﬁ~B)-ﬁ) (3)

where f is magnetic field intensity, B is magnetic flux den-
sity and # is normal vector on the surface. When force
components for the whole range of movement are com-
puted, the steady-state force characteristic can be deter-
mined. The calculated force vector consists of propulsion
force Fy and attraction force Fy. The propulsion force de-
termines the performance characteristics of the linear
motor, while the attraction force between primary and sec-
ondary part is in fact parasitic and thus it has to be taken
into account when designing the construction of the drive
set-up.
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For both motors the propulsion force characteristics were
calculated at different excitation currents. Fig. 10a shows
steady-state force characteristics of the LIM and Fig. 10b
the ones of the PMLSM. There is obvious influence of de-
tent force in PMLSM characteristics, which could be re-
duced in a design phase with an appropriate choice of
secondary configuration and permanent magnet length /
12/. As expected approximately two times higher excita-
tion primary current is reqired in the LIM to achieve the
same propulsion force as in the case of the PMLSM.

Characteristics of the attractive force between primary and
secondary part are shown in Fig. 11. At the same excita-
tion primary current the ratio of attractive to maximal pro-
pulsion force is about 5 in case of the LIM and 4.2 in the
case of the PMLSM.

1500 :
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Fig. 10. Propulsion force characteristics at ditferent
excitation currents of LIM (a), and PMLSM (b)
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excitation currents of LIM (a), and PMLSM (b)

The PMLSM produces the same propulsion force at just
half of the current of the LIM. For adequate comparison
the force characteristics for different air-gap lengths have
to be calculated at different excitation currents: for exam-
ple 18 A for the LIM and 9 A for the PMLSM. Comparison
of such characteristics is presented in Fig. 12. While the
air-gap was changing from 0.4 mmto 1.2 mm, the propul-
sion force declined for 18.8 % in the case of LIM and for
12.8 % in the case of PMLSM.

5. Experimental results

Since the geometry and material properties can be fully
taken into account, the magnetic field results also enable
precise determination of several others variable motor pa-
rameters (e.g. inductances), which are used in further re-
search of LIM's and PMLSM's operational performance.
For study of transient operation, which is in fact the case
when dealing with limited drive lenght of linear motors, non-
linear dynamic simulation models were developed. Detailed
explanations of such models are reported in /13/ for the
LIM and in / 14/ for the case of PMLSM.
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Fig. 12. Propulsion force characteristics for different air-
gap lengths of LIM (a), and PMLSM (b)

During research several measurements were performed
on laboratory models of the LIM and the PMLSM. Fig. 13a
shows transient velocity response (start-up, steady-state,
reversing, stand-still), while Fig.13b presents propulsion
force of the LIM at several increasing load levels. The ac-
tive load of the test drive is connected to the primary of the
linear motor via a steel cable. Oscillations occur due to the
strain of the steel cable. The same test for the PMLSM
type of motor is shown in Fig. 14. Both motors are sup-
plied and controlled by the same inverter thus demonstrate
similar results although it can be noticed that PMLSM has
smoother performance due to more rigid force character-
istic.
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Fig. 13. Measured velocity and propulsion force
transients of LIM at increasing load

6. Conclusions

Both types of linear motors are designed to achieve the
best possible performance characteristics - LIM's squirrel
cage made of copper, and NdFeB permanent magnets in
the PMLSM' secondary part. Intense electrical and me-
chanical transients cause difficulties during measurements
of motor parameters, therefore FEM magnetic field com-
putations are of great importance for detailed insight into
the motors operational characteristics.

From force calculation results it is obvious, that the PMLSM
has higher propulsion force at the same excitation currents,
furthermore the ratio between the attraction and the pro-
pulsion force components is lower than in the case of the
LIM. As expected, the overall comparison of the LIM and
the PMLSM type of linear motors reveals, that the PMLSM
has better performance characteristics for high-dynamic
applications. Employing permanent magnets in motor de-
sign, the dimensions of the PMLSM are smaller, thus more
appropriate for servo drives. Nevertheless the LIM still has
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Fig. 14. Measured velocity and propulsion force
transients of PMLSM at increasing load

the advantage, when lower price or simpler and more ro-
bust construction are required.
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ESTABLISHMENT OF NMR MAGNETOMETER FREQUENCY
TRACEABILITY WITH THE LONG WAVE TRANSMITTER DCF77

Samo Begus, Dusan Fefer

Faculty of Electrical Engineering, University of Ljubljana, Slovenia

Key words:NMR magnetometer, DDS, sampling detector, DCF77 transmitter

Abstract: A simple, low power and cost-effective solution for the establishment of nuclear magnetic resonance magnetometer reference oscilator
frequency traceability with the use of the long-wave DCF77 transmitter is described. The system assures a relative oscillator uncertainty of less than 107, A
low-cost direct digital synthesizer (DDS) is used to divide the reference signal and a binary counter is used to further divide the reference signal to obtain
the signal for phase comparison with the DCF77 signal by means of a sampling detector. The signal from the sampling detector is amplified, digitized,
filtered and analyzed by a microcontroller and a 12-bit analog-to-digital converter. The reference oscillator is not phase locked to the DCF77 signal, but
only the difference of the two frequencies is measured as time of the period of the demodulated and filtered signal from the sampling detector. The
frequency of the reference oscillator is calculated with the DDS frequency tuning word setting where the measured time of the period of the demodulated

signal reaches the maximum value.

Vzpostavitev frekvencne sledljivosti JMR magnetometra s
pomocjo dolgovalovnega oddajnika DCF77

Kju¢ne besede: JMR magnetometer, DDS, vzordevalni detekior, DCF77 oddajnik

Izvleek: V prispevku je predstavliena enostavna, energetsko varéna in cenovno ugodna resitev za zagotavijanje sledijivosti referenénega oscilatorja
magnetometra, ki deluje na principu jedrske magnetne resonance, s pomocjo dolgovalovnega oddajnika DCF77. Sistem zagotavija relativino negotovost
oscilatorja manjo od 107, Signal referenénega oscilatorja se deli s cenenim direktnim digitainim sintetizatorjem (DDS) in binarnim $tevcem, dobljeni signal
pa se fazno primerja z DCF77 signalom s pomocjo vzorcevalnega detektorja. Signal vzoréevalnega detektorja se ojaca, digitalizira, filtrira in analizira z
mikrokrmilnikom in 12-bitnim analogno-digitalnim pretvornikom. Referenéni oscilator ne deluje v fazno sklenjeni zanki z DCF77 signalom, ampak se meri
razlika frekvenc obeh signalov, kot ¢as periode demoduliranega in filtriranega signala vzorCevalnega detektorja. Frekvenca referenénega oscilatorja se
izratuna z uporabo nastavitve DDS-a, pri kateri doseZe merjeni Sas periode demoduliranega signala najvecjo vrednost.

Introduction

The most accurate standards for magnetic flux density unit
are based on magnetometers using nuclear magnetic res-
onance (NMR). The basic principle for measuring magnet-
ic flux density with a NMR magnetometer is based on the
conversion of magnetic flux density to frequency meas-
urement. The magnetometer uses a reference oscillator
as a reference source for frequency measurement.

When a NMR magnetometer is used as a part of the mag-
netic flux standard in an accredited calibration laboratory,
its reference oscillator is periodically calibrated to assure
the traceability of measurements (to the primary frequen-
cy standard).

The Laboratory for magnetic measurements uses an ab-
sorption type magnetometer /1/ for measurements of
magnetic flux density. Its reference oscillator uncertainty
should be in the order of 107 to have a minimal effect on
the magnetometer measurement uncertainty.

A simple and cost-effective solution for assuring the trace-
ability of the NMR magnetometer reference oscillator us-
ing the long-wave transmitter DCF77 is presented.
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The frequency traceability of the NMR magnetometer is
assured by means of the comparison of the divided NMR
magnetometer reference oscillator signal with the signal
from the DCF77 long-wave transmitter. There are also oth-
er ways of establishing frequency traceability of a refer-
ence oscillator such as the GPS signal /2, 3/ and short-
wave transmitters /4/, but by using the long-wave trans-
mitter the circuit implementation is relatively simple and no
special receivers are required.

The DCF77 transmitter is transmitting the reference time
and frequency signal at 77.5 KHz. The transmitter uses
both amplitude and phase modulation of the carrier. The
modulation does not influence the use of the carrier fre-
quency for frequency comparison because the amplitude
modulation is carried out by sinking the output power to
25 % of its maximum power (and not by interrupting the
transmission) and the phase modulation is a pseudo-ran-
dom phase modulation with a zero mean value /5/.

The DCF77 receiver

A block diagram of the DCF77 receiver is presented in
Figure 1. The reference oscillator is a temperature com-
pensated crystal oscillator (TCXO) operating at 40 MHz.
Its frequency could be tuned electronically.
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Fig. 1: Block diagram of the DCF77 receiver.

The reception of the DCF77 signal is ensured with a ferrite
bar antenna, a three stage amplifier and a band-pass filter.
The low-cost DDS used has a 10-bit DAC and a 28-bit fre-
quency tuning word (FTW) to generate the reference sig-
nal for the demodulator based on the sampling detector

/6/.

A DDS operating with a 40 MHz reference oscillator and
with either a 28-bit, 32-bit or 48-bit FTW has a relative
frequency resolution of 1.9:10°°, 1.2.107 or 1.8:10™" re-
spectively. The calculations represent DDS output frequen-
cy resolutions relative to the DCF77 frequency. Without
the binary frequency divider, the use of a DDS with alarger
FTW would be necessary (more expensive, higher power
requirements).

The DDS signal is filtered with a low-pass filter and further
divided by 32 with a binary counter in order to increase
frequency resolution of the DDS signal. In this way a square
wave signal with a duty cycle of 50 % and with a relative
frequency resolution of 6-108 at 77.5 kHz is obtained. The
square wave output signal drives the sampling detector
based on a quad bilateral high-speed complementary metal
oxide semiconductor analog switch. Two switches are used
as a single pole double throw (SPDT) switch and are driv-
en by a complementary 77.5 kHz signal. The other two
switches are inserted between the SPDT switch and the
capacitor of the sampling detector and are controlled by
the interference detector circuit (noise blanker).

Instead of phase locking the NMR TCXO to the DCF77
signal, only the difference of the two frequencies is meas-
ured and displayed as time of the half-period (time between
two reference crossings of the demodulated signal). It is
also advantageous to measure time because the ampli-
tude of the DCF77 received signal could be monitored at
the same time. If the relative frequency uncertainty of the
reference NMR oscillator is in the order of 107, it can be
neglected, compared to other NMR magnetometer meas-
urement uncertainty contributions. This value of relative
frequency uncertainty can be assured without phase lock-
ing the NMR TCXO.

The FTW of the DDS used in the DCF77 receiver is
changed and the time of the period t, of the demodulated

signal is measured. The FTW at which the f, reaches the
largest value is used in calculation of the TCXO frequency.

The DDS is controlled by the microcontroller of the NMR
magnetometer.

Experimental results

The prototype of the presented receiver was built and test-
ed.

Figure 2 shows the schematic diagram of the DCF77 an-
tenna circuit. Coil L1 is wound on a ferrite bar and togeth-
er with the fixed capacitor C1 and trimmer capacitor C2
forms a resonant circuit tuned to 77.5 KHz. Transistor Q1
forms the first amplifier stage. Its output is fed via a coaxial
cable to the DCF77 receiver.

X1

Ty
Wl

Q1
BSS0C

Fig. 2: Schematic diagram of the DCF77 antenna
circuit.

Figure 3 shows the DDS circuit. The reference oscillator
output is buffered and fed to the DDS (IC1) and to the NMR
magnetometer (REF CLK). The control signals are gener-
ated by the microcontroller of the NMR magnetometer.
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Fig. 3: Schematic diagram of the DDS circuit.

The DCF77 receiver schematic is shown in Figure 4. The
constant current source for DCF77 antenna supply is built
with a field-effect transistor Q2. The DCF77 signal ampli-
tude at the source of Q2 is approximately 0.07 mV. The
DCF77 signal is amplified in a two stage amplifier to ap-
proximately 8 mV and band-pass filtered with a resonant
circuit tuned to 77.5 KHz (C2, TR1). The amplified signal
is fed to a sampling detector built with a quad analog switch
(IC1). Two switches operate at the receiving frequency,
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Fig. 4:  Schematic diagram of the DCF77 receiver.

while the other two disconnect the sampling capacitors
C13 and C14 in case of strong interferences and act as a
switch of the noise blanker circuit. The direct current off-
set of the demodulated signal is adjusted to the mid-level
with R11. The demodulated signal is amplified (40 dB) with
the instrumentation amplifier IC4 and fed to the analog-to-
digital converter (ADC) of the microcontroller via a resistive
divider to adapt to the ADC input voltage range.

The reference signal for the sampling detector from the
DDS is low-pass filtered (C12, L1, C11), converted to the
square-wave and divided by 32 with the binary counter IC3.
The divided output and the inverted output are used to
control the analog switches of the sampling detector (IC1A
and IC1B).

The noise blanker consists of a two-diode detector circuit
(D3, D4), DC amplifier (Q5, Q6) and a signal shaper (IC2C).
The level at which the noise-blanker is activated is adjust-
ed with the potentiometer R24.
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Fig. 5:  Demodulated signal from the DCF77 transmitter

Udpcr and the time of one periode at different

settings of the DDS FTW of the DCF77 receiver

AFTW, AFTW = FTW - 16643112,
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The DCF77 receiver uses 3.3 V and 5 V power supply.
The current consumption of the 3.3 V power supply (used
for the reference oscillator and the DDS) is 20 mA, the
current consumption of the 5 V power supply (used for
other circuity of the DCF77 receiver) is 23 mA.

The digitized demodulated signal from the DCF77 receiv-
er and the FTW value were sent to the personal computer
and stored on the hard disc for later processing and pres-
entation.

The output frequency of the DDS is setto 77.5 kHz - 32 =
2.480 MHz. Assuming a TCXO frequency of 40 MHz, the
calculated FTW is:

FTW = f()UT 2%

REF

=16642998 (1)

where four is the output frequency of the DDS and frer is
the frequency of the reference oscillator (TCXO). Figure 5
shows the filtered demodulated signal from the DCF77
transmitter Udpcr and the time of one period t, at different
settings of the DDS FTW of the DCF77 receiver DFTW.
The amplitude of the demodulated signal is changed be-
cause of the low-pass filter. The filter is a simple moving
average filter, with the equation

dpc = (1-Kper ) Udpey + kfpep - PSDdcf e, (2)

where the PSDdcf - is the signal form the ADC and

kf 5er s an adjustable parameter of the filter. The tp has

the largest value when FTW = 16643112. This FTW is
used in calculation of the TCVCXO frequency frer:

chr77 -32.2%
gp = = 39099726 MHz.
fREF FTW Z (3)

Figure 6 shows the spectrum of the demodulated and fil-
tered signal Udbcr from the DCF77 transmitter. The peak
at 0.088 Hz corresponds to t, of 114 s. The peak at 1 Hz
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and its harmonic components are due to the amplitude
modulation of the DCF77 signal used for transmission of
the time code.

1404 cainad ; o ; . ol )
107 10 107 107 10° 10° 10'
1{Hz]
Fig. 6: Spectrum of the demodulated signal from the
DCF77 transmitter.

The spectrum was obtained from the recorded signals
during the measurement with the NMR magnetometer last-
ing over 3 hours and a half. The FTW was changed to
16643110 intentionally to obtain a stable periodic signal
Udpcr. The time of one period t, should not be less than
75 s in order to obtain a relative uncertainty of the refer-
ence crystal oscillator of less than 107,

(‘,‘.h.l[ SO0V SICh2] S00my f[v*f 5] 4 Chd . whoniy
[3E 200mY v

Fig. 7: Demodulated signal with enabled and disabled
automatic interference filter.

The noise-blanker efficiently suppresses the interferenc-
es, as can be seen in Figure 7. The left half of the figure
was recorded with the noise blanker enabled. The upper
trace is the radio frequency signal present at the resonant
circuit formed by TR1 and C2, the middie signal is the de-
modulated signal fed to the ADC and the lower signal is
taken from the buffer IC2D and has high level when the

analog switches disconnect the sampling capacitors due
to the interferences received. On the right half of the fig-
ure the noise-blanker has been disabled. The received in-
terferences cause high noise level superimposed on the
demodulated signal. Low level variations of the demodu-
lated signal are due to the amplitude modulation of the
DCF77 signal.

Conclusion

Frequency traceability of the NMR magnetometer reference
oscillator is established by means of the DCF77 long-wave
transmitter with a relative uncertainty of less than 107. Beside
the DDS integrated circuit the DCF77 receiver uses only stand-
ard elements. The microcontroller used is part of the NMR
magnetometer. The software is simple to implement as only a
moving average filter and a counter to measure the time of
one period of the demodulated signal are needed.

The presented system could be used also with other in-
struments that need reference oscillator traceability.
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