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The software domain is faced with a number of quality assurance and process improvement mod-
els. Business managers are under pressure from many different kinds of assessments for their
operations, products and services. Accounting departments are audited by financial auditors.
What about Information Systems? Do we have a universal model on how to achieve required IS
quality? This paper deals with the definition of IS quality and the influence of different control
mechanisms on IS. The results of this empirical research are several. First of all, none of the
control mechanisms are universal and applicable to all IS resources. Application of more than one
of them could be redundant. Mutual recognition of results between them is required. IS managers
are responsible to understand them and use them with all limitations on specific IS resources.

1 Introduction

The computer based Information System (IS) uses
hardware, software, telecommunications and other
forms of Information Technology (IT) to transform
data resources into a variety of information products.
Enterprises need and use those products in their busi-
ness processes to achieve business objectives. IT re-
sources need to be managed in order to provide such
information products to the enterprise.
Typical resources of IS are:

dataware computer data bases and other data re-
sources

software computer programs, applications,...
lifeware human resources

hardware computers, communications and other of-
fice technology

orgware organisation, procedures etc.

In business we are constantly under pressure to re-
duce all kinds of expenses on the one hand and to
improve quality on the other. One of these expenses
are those for Information Systems and there are always
some logical questions to be asked: is it good enough
to justify the expense? Do we get what we need? Shall
we invest in new IS? Is our IS reliable? Are results ac-
curate? Those and other questions can be answered
in a discussion on the quality of IS. Because quality

is what we all expect from IS: cover of all functional
requirements, reliability, needed results given on time,
usable for all users, maintainable etc.

It would be too easy to suppose that IS.quality could
be achieved by assuring a high quality of IS resources.
IS is too complex and it grows with organisation and
needs different control mechanisms in its maturity pro-
cess. The high quality of technical resources of an
IS, such as software or hardware, is by no means any
guarantee for its high quality implementation in an
improperly organized enterprise! And vice versal

Different methods and principles (our term is con-
trol mechanisms) are known for IS quality assurance.
Some of them control the IS development process, oth-
ers IS resources and some may be used to control the
development process and the implementation process.
The best known control mechanisms today are:

— quality system standards (ISO 9000 family stan-
dards);

— software products standards;

— software process assessment models such as

BOOTSTRAP  [Haase et al 1993, CMM
[Paulk et. all 1993] [CMM v2.0], ISO/SPICE
[Rout P. Terence 1995] and many  others

[SPC 1997];
— IS Auditing.

It is difficult to understand those, and perhaps
other, aggressively marketed control mechanisms.
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Many have asked themselves: ISO 9000, CMM,
SPICE, IS Auditing, BOOTSTRAP - what shall I do?
Why does our financial auditor request an IS Audit,
if we use a certified software product, or have an ISO
9001 certificate in software development? What shall
I do? Which mechanism or model can help me? What
are their strengths, what are their weaknesses? The
answer is not universal or easy.

The aim of this paper is to analyse the influence of
the most well known control mechanisms for IS (not
just software!) quality. The paper is organized as
follows. The second section introduces a formal def-
inition of IS quality. Sections three to six deal with
quality system standards, software product standards,
software process assessment models and IS Auditing.
Each control mechanism is briefly introduced and its
strengths and weaknesses on IS quality are discussed.
The discussion on collaboration, competition or con-
flicts between those control mechanisms is presented
in section 7. Finally conclusions are given in section
8.

2 The formal definition of IS
quality

The quality is defined as totality of characteristics of
an entity that bear on its ability to satisfy stated and
implied needs [ISO/IEC 8402:1995]. According to this
definition of IS, the quality of IS in general is totality of
needed or implied quality characteristics of dataware,
software, lifeware, hardware, and orgware. Or speak-
ing more generally, the quality of IS is totality of qual-
ity of IS resources. Therefore, if we want to judge
whether a given information system is reliable or not,
accurate or not, efficient or inefficient, etc. we shall:

— define quality model i.e. quality characteristics
based on required and implied needs,

— measure or assess each characteristic,

— compare the measured or assessed characteristics
with the specific requirements, and

— validate the results.

In the field of engineering these proce-
dures are well defined and known as evalua-
tion models. In software engineering, such a
model is defined in [ISO/IEC 9126:1991] and in
[ISO/IEC DIS 14598:1996]. Real implementation of
this evaluation model requires the practical solution
of some very serious problems:

1. The definition of IS quality model. A quality
model in general is a structure or composition of
all quality characteristics of an entity. Thus, for
IS quality model the quality characteristics and
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their sub-characteristics shall be defined for each
IS entity.

2. Each quality characteristic shall be decomposed
to a measurable or assessable level. The metrics
assessment method for each characteristic has to
be defined.

3. User’s, legal and or professional requirements (i.e.
stated and implied needs) and their significance
for (on) IS quality shall be defined for each quality
characteristic.

The quality of IS is of course not a simple sum of
the quality of each IS resource. The quality of an IS
@ is a function of the stakeholders defined (stated and
- or implied) IS characteristics (DC;), actual values of
those characteristics (AC;), and by stakeholders de-
fined influence of each characteristic (p;) on IS:

Q = f(DCy, AC;, pi).

Function f, and its arguments DC;, AC; and p; de-
pends on management & operations maturity of the
organisation, type of organisation, its environment etc.
for which the IS is intended. They all define general
requirements such as the type of IS (Management IS,
Decision support systems, Executive Support Systems,
...or any combination thereof), and of course very spe-
cific requirements such as Inputs, Qutputs, Interfaces,
Security requirements, Services etc.

This definition formally demonstrates, that quality
of IS can not be achieved by high quality of the IS
resources (AC;). It can be achieved only if require-
ments (f, DC; and p;) are demonstrated with actual
resources (AC;). For instance: the implementation
of a high quality and complex software product in an
badly organized organization will result in a badly or-
ganized IS!

3 Influence of Quality System
standards on IS quality

The quality system is defined as organisational struc-
ture, procedures, processes and resources to imple-
ment quality management [ISO/IEC 8402:1995]. The
most popular international quality system standards
are ISO 9000 family standards. ISO 9001:1994 de-
fines a model for quality assurance in design, devel-
opment, production, installation and servicing. It de-
fines a number of quality requirements structured in
20 clauses, from management responsibility to statis-
tical techniques. ISO 9000-3:1997 [ISO 9000-3:1997)
are guidelines for the application of ISO 9001:1994 to
the development, supply, installation and maintenance
of computer software. British TickIT [TickIT 199§]
certification schema assures a thorough compilation of
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ISO 9001 with ISO 9000-3 guidelines in software de-
velopment processes.

The result of ISO 9001 application in software devel-
opment is the defined, controlled and managed process
of development, supply, installation and maintenance
of computer software.

The strengths of implemented ISO 9001 in a soft-
ware development process are:

— The management of software development process
is focused on internationally acknowledged qual-
ity requirements defined by ISO 9001 which is
also measurable. As such, management can mon-
itor and compare quality characteristics of the
software development process (productivity, effi-
ciency, number of bugs, user complaints etc) with
their plans and with their competitors.

— It covers the processes in a software development,
acquisition and implementation: from require-
ments definitions to planning activities, Software
Life Cycle (SLC) activities, configuration man-
agement, hardware purchasing, software mainte-
nance and training,.

— It assures constant improvements in SLC, with
Quality Assurance and Quality Control activities
such as corrective and preventive actions.

— It improves co-operation between all parts in the
SLC processes.

— Its international recognition (national and inter-
national certification schemes) has a strong im-
pact on the software industry.

The weaknesses of implemented ISO 9001 in a soft-
ware development process are:

— The quality system is limited to the software de-
velopment processes. IS resources such as life-
ware, orgware, hardware and other IS resources
are not directly considered;

— Implementation of activities such as security man-
agement, application control and technology spe-
cific controls, depend on the maturity of the im-
plemented quality system. This may vary from
not implemented at all to fully implemented pro-
cedures;

— Implementation of the ISO 9001 standard does
not give clear answers to questions concerning
productivity, functionality, usability, reliability,
cost effectiveness etc. of an IS.

— A controlled software development process is no
guarantee for quality solutions to business prob-
lems. If the user defines a bad or inadequate re-
quirement, this will be with high quality built in
a software, but the end product will be of no use.
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The above discussion consider only the software
development process. An interesting is situation is,
where IT resources in an enterprise are under the um-
brella of ISO 900x requirements, but other business
processes are not. The information products are faced
with problems like functionality, availability or usabil-
ity in such a cases. The root causes are in the different
maturity levels of business orgware. A Data Base Ad-
ministrator can not design a robust and accurate data
model of an enterprise if the enterprise has no business
vision or policy statement, long and short term busi-
ness plans, and also in the case when he or she may
or can communicate only with people from third level
management. The business objectives of an enterprise
are not achieved only with the IT resources. IT re-
sources are the support to other processes and ideally,
all of them must be on the same maturity level to
achieve expected business results.

The implementation of the ISO 9001 standard in
the software development process has no essential in-
fluence on a very important IS source, orgware. This
means that a quality of IS can not be assured only by
implementation of the ISO 9001 standard in the soft-
ware development process, but it is also necessary to
consider the maturity of the organisational and man-
agement level of the company. In other words, the im-
pact of ISO 9001 in software development and on IS
depend on the maturity of the environment for which
the software development is intended.

However, it is to be expected that the gap between
IT processes and business processes will be reduced
in time if the quality system is implemented only in
one of them. A quality system requires internal audits
and corrective and preventive actions which assure im-
provements and growth of all involved.

4 Influence of software product
standards on IS quality

There are several hundred software standards. Most
of them are National or Multinational such as ANSI
(American National Standard Institute), BSI (British
Standard Institute) and DIN (Deutsches Institute fiir
Normung) standards, and professional standards such
as IEEE Standards, Defence standards etc. The ma-
jority of them deal with the results of software activ-
ities and tasks such as Management, Quality Assur-
ance, Configuration Management, Safety, Design, Re-
quirement Specification, Coding, Verification & Vali-
dation etc. and are mainly considered in the process
of software development (discussed in sections 2,4, and
5). The applicability of them and their influence on IS
quality therefore depends on the scope of the standard
within the software development process.

Only a few of the software product standards deal
with software products for end users or software pack-
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ages. They are: ISO/IEC 12119 1995: Informa-
tion Technology - Software packages - Quality require-
ments and testing, ISO/TEC 9126 1991: Information
Technology - Software product evaluation - Quality
characteristics and guidelines for their use and ISO
14598:1996 - Part 1 to Part 6: Information Technol-
ogy, Software product evaluation.

The international standard ISO/IEC 12119 is ap-
plicable to software packages like accounting, payroll,
data base programs etc. Sets of quality requirements
based on this standard are: requirements on product
description, documentation, programs and data, and
testing procedure.

The strengths of software product standards are:

— Conformity according to those standards provide
confidence that the product actually does what it
claims to.

— They can be used in national or international soft-
ware packages certification schemes.

— They can be used as a marketing advantage for
off the shelf products;

— They can have a substantial impact in a software
acquisition process.

The weaknesses of those standards generally deal
with their scope and their importance in the IS. Exist-
ing software product standards cover only some parts
of the software design process or software products. Its
influence on IS quality is limited to the importance of
the considered subject of software quality. It is obvi-
ous that safety standards (implemented in a software
development process!) have a supreme influence on
IS quality in safety critical systems, such as Nuclear
Power Plant. And vice versa: a text processor package
with a certificate of conformity with ISO/IEC 12119,
has only little influence on IS quality.

5 Influence of software process
assessment models on IS
quality

It is very important to recognise, that any software
process improvement program needs a sound under-
standing of the current status of the software devel-
opment process. Software process assessment is the
most common method used to achieve this under-
standing. Process assessment is defined as The dis-
ciplined examination of the process used by an organ-
isation against a set of criteria to determine the ca-
pability of those processes to perform within quality,
cost and schedule goals. The aim is to characterise
current practice, identifying strengths and weaknesses
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and the ability of the process to control or avoid signif-
icant causes of poor quality, cost and schedule perfor-
mance. [ISO/IEC JTC1/SC7 1992]. This definition is
also applicable to software process assessment.

The most popular approaches for software pro-
cess assessment are the Software Engineering
Institute’s (USA) CMM - Capability Matu-
rity Model [Paulk et. all 1993] [Paulk M.C. 1995]
[CMM v2.0], ISO/SPICE (Software Process Im-
provement and Capability Determination) project
(ISO 15504 (SPICE) PDTR Draft 1996], and
BOOTSTRAP (European developed assessment
method [Haase et al 1993]). Some of the others
are: Capers-Jones software measurement model
[Jones 1991) and Model-based Process Assessment
[McGowan et al 1993]. SLC is also subject of stan-
dardisation: IEEE standard for software life cycle
processes [IEEE 1988] and ISO/IEC12207: 1995
Information Technology - Software life cycle processes
(SLC). Many other models and standards can be
found in the Software Productivity Consortium WEB
server [SPC 1997].

The CMM model provides a conceptional structure
for improving the management and development of a
software process in a disciplined and consistent way.
The CMM model divides the software process into five
maturity levels which highlight the primary process
changes made at each level: Initial or basic level (ad
hoc process), Repeatable (basic project management
is established), Defined (process is documented and
standardised), Managed (process and product mea-
surements are established) and Optimised. Each level
comprises of a set of process goals that, when satis-
fied, stabilise an important part of the software pro-
cess. This in turn results in an increase of the software
process capability. Each maturity level is composed of
a number of key process areas. These key process areas
are a set of activities that, when implemented, achieve
a set of goals important for enhancing the process ca-
pability.

A European software process assessment and im-
provement method - BOOTSTRAP - has been devel-
oped in an ESPRIT (1990 - 1993) project. BOOT-
STRAP has been built on the basis of the CMM and
ISO 9000 series of standards. The basic concept under-
lying BOOTSTRAP requires first fulfilment of basic
organisational requirements, such as process control,
project management and risk management before any
changes in methods and technology are made to im-
prove the software process. An organisation and its
processes are assessed with respect to organisation,
methodology and technology. The result of BOOT-
STRAP assessment is a capability profile showing ma-
turity of an organisation against an ideal level of ma-
turity, comparison with ISO 9001 requirements and
recommendations for appropriate actions for further
improvements.
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ISO/SPICE is a project of the international Com-
mittee on Software Engineering Standards ISO/IEC
JTC1/SC7. It synthesises above mentioned models
and standards (CMM, Bootstrap, Trillium, ISO 9001,
ISO 12207 and others). SPICE embodies a sophisti-
cated model for software process management drawn
from the world-wide experience of large and small com-
panies. The architecture of the SPICE process assess-
ment defines a two-dimensional view of software pro-
cess capability: the process categories and capability
Jevel. Process categories are: Customer-supplier pro-
cess category, Engineering process category, Project
process category, Support process category and Or-
ganisation process category. Each category is a set
of processes addressing the same general area of busi-
ness. The result of SPICE assessment is a ”software
process profile” defining a capability level for a consid-
ered software process category. This model will have
a significant influence on software domain in the near
future: very probably as "the facto standard”.

The strengths of software process assessment models
are that:

— The Software Life Cycle processes are dealt with
in full.

— They give a clear profile of the current capabil-
ity of the software development and maintenance
processes. This profile corresponds to the matu-
rity level of the software development and main-
tenance process. Maturity levels or maturity pro-
files identifies current capabilities of the process
and identify process areas for further improve-
ments.

— They have a important influence on the software
community.

— The results of an assessment can be used in a
benchmarking process.

— The results can be used in national or interna-
tional procurement activities.

— They can be used for self assessment, as a starting
point into a quality improvement program.

The weaknesses of those models are:

— They are limited to the Software Life Cycle and
do not consider other IS/IT resources such as org-
ware, peopleware, hardware, telecommunications
etc.

— They are not known outside of the software com-
munity (to the IT users).

— They are neither national or international stan-
dards.
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Companies where those models are applicable
are software houses and Electronic Data Process-
ing departments or software development departments
within enterprises. They can be used as a self assess-
ment tool for improvements plans or implemented by
a third party as an independent assessment, if stake-
holders require such an assessment.

6 IS Auditing

The EDP Auditor Foundation, Inc. {EDPAF) devel-
oped General standards for information system audit-
ing [Dykman A.C.] and Control objectives as a model
for IS audit procedure. By general standards for infor-
mation systems auditing [IS Audit], the Information
System Auditing is defined as any audit that encom-
passes the review and evaluation of all aspects (or any
portion) of automated information processing systems,
including related non automated processes, and the in-
terfaces between them. Those aspects, defined by EDP
auditor Control objectives [Dykman A.C.] are:

— Management control

— Information system development, acquisition, and
maintenance

|

Information system operations controls

|

Application controls

Database supported information system controls

t

Distributed data processing and network opera-
tions controls

— Electronic data interchange controls
— Service bureau operations controls
— Micro computer controls

— Local area network controls

— Expert system controls and

— Joint application design controls.

Fach general control is divided in to controllable and
manageable units. From the definition of the IS, the
IS audit definition by EDPAF, and the described con-
trol objectives it may be concluded that EDP audit
procedures deals with all aspects of an IS. The result
of the IS audit procedure is a set of documented facts
obtained with interviews and questionnaires by a cer-
tified auditor on an audited IS entity.

The strengths of the IS auditing assessment model
are:

— any IS/IT entity can be audited;

- it is a strong management tool;
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— special considerations are pointed on technical as-
pects such as Data Bases, LANs, Micro Computer
Control, application controls, IT/IS risk evalua-
tion and data security etc.;

— it is usually used in collaboration with financial
auditing;

— it can be used as a basis for an improvement pro-
gram;

The weaknesses of this model are:

— it can not be used as a tool to find out the current
maturity level of a software development process
or to compare a project profile;

— it can not used in an competition attaining work
/ business

— it is neither a national or international standard;

— it can not be used as a self assessment model;

This model is applicable mostly to the auditing of
EDP departments and other IS resources within en-
terprises [Pivka M. 1998]. Owners of IS auditing are
usually company’s management and accounting audi-
tors. IS auditing is generally not applicable to software
houses. Detail informations on control objectives for
information and related technology are in [CobiT 98]
which is a registered trade mark of ISACA.

7 IS control mechanisms:
collaboration, competition or
conflicts?

Information Technology managers, software develop-
ment managers, business managers and users are faced
with aggressively marketed control mechanisms. The
following questions are interesting from the IS man-
agement point of view:

1. Which model to choose?

2. Which IS resources are controlled by those mech-
anisms?

3. Are they redundant?
4. Do they compete?

5. Do they collaborate?

The answer to those and other questions on IS con-
trol mechanisms are not easy and universal. The fol-
lowing paragraphs describe the most general charac-
teristics of control mechanisms and their influence on
IS resources.
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In table 1, the ranking of the influence of control
mechanisms on some IS resources is defined. It is ob-
vious, that assessment models have limited or nil influ-
ence on technology resources such as communications.
But of course, they have a strong influence on the soft-
ware development process.

Table 2 represents which model to choose for some
most interesting business requirements.

Quality systems based on ISO 9001, BOOTSTRAP,
SPICE, CMM and other assessment models, are man-
agement tools for improving the software develop-
ment, maintenance and implementation process. They
have an important influence on the software environ-
ment in defining their maturity level and in helping
them to find and define the key management proce-
dures to improve the software process. Assessment
teams (first, second or third party teams) use BOOT-
STRAP, SPICE or the CMM mode! to identify the
maturity level of the software process. Models are not
used in national or international certification schemes.
On the other hand, the ISO 9001 certificate confirms
at an international level that the software process is in
compliance with internationally accepted quality re-
quirements. The influence on IS of those models is
therefore limited to the scope of the model! We may
conclude, that there is some competition and conflicts
between them, but also a possibility for collaboration.
For instance: self assessment with a CMM model can
be a good starting point for an improvement program
with the aim of attaining an ISO 9001 certificate.

The influence of software product standards on
IS quality is limited to the importance of the consid-
ered software package or the scope of the standard.
Those standards shall therefore be recognised as help-
ful and useful in assessing aspects such as risk manage-
ment, application control, data security, or any other
IS/IT entity, where such standards exist and are im-
plemented.

The EDPAA IS audit model is a tool for general
management to evaluate the efficiency, security, pro-
ductivity etc. of implemented IS/IT, or part of it, in
a company. IS auditing does not deal with the nat-
ural growth of software processes as proposed by the
BOOTSTRAP, SPICE, CMM, or with quality systems
as defined in ISO 9000 family standards. IS audits are
most usually ordered by top management or account-
ing auditors. There are some gaps between IS audit-
ing and other models, which are for sure possibilities
for collaboration. At least the following aspects are
a matter of collaboration: application controls, risk
management and IT assessment.

There is also some overlapping (and therefore, con-
flicts and competition) between those models, espe-
cially between assessment models. BOOTSTRAP,
SPICE and CMM models overlapped each other and
to conduct more than one of them in practice, is re-
dundant. Which of them to chose is in our opin-
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To assess specific IS/IT
sources concerned pro-

To assess software pro-
cess as the basic for

To buy (or produce)
SW product for market

ISO 9001 CMM, SPICE | Product standards IS Auditing
BOOTSTRAP
People Strong Strong none Medium
Application system Strong Medium medium, depends on | Strong
the standard and the
application system
Software  develop- | Strong Strong medium, depends on { Medium
ment the standard and ap-
plied SLC
Technology of IS Medium Medium none Strong
Facilities Medium None none Strong
Data security Depends on the ma- | depends on the ma-~ | standard dependable | Strong
turity of the com- | turity of the com-
pany: from medium | pany: from medium
to strong to strong
Risk management Depends on the ma- | depends on the ma- | standard dependable | Strong
turity of the com- | turity of the com-
pany: from medium | pany: from medium
to strong to strong
Communications Medium Medium standard dependable | Strong
Table 1: Control mechanisms and their influence on IS
Requirement: Requirement: Requirement: Requirement:

To improve software
quality and to get mar-

ductivity, security, us- | software improvement | with legal or specific re- | ket Advantage

ability, ... programme. quirements

Possible solutions: Possible solutions: Possible solutions: Possible solutions:
IS auditing, combined | Assessment methods: | Software product stan- | ISO 900x certification

with assessment meth-
ods if necessary for
software process. Typ-
ical stakeholders: top
management, financial
auditors.

BOOTSTRAP, CMM,
SPICE, ISO 9001. De-
pends on added value
from assessor company.

Typical stakeholders:
SW managers, user
requirement.

dards or ISO 9001.
Typical stakeholders:
legal requirements,

market or contractor’s
demands.

with one of the assess-
ments methods. Usu-
ally influenced by mar-
ket demands or by
management.

Table 2: which model to chose.
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ion the matter of added value, given from the
method and assessor company (third party as-
sessment). It is generally accepted that the software
process which is certified to be in compliance with ISO
9001 is on the third capability level based on the CMM
model. Overlapping between IS Auditing and other
control mechanisms is obvious only with the software
development and maintenance process and as that,
SLC processes are an aspect of possible conflicts and
competitions.

The responsibility for proper decisions between dif-
ferent models is unfortunately on the stakeholders side.
In situations where IS auditors, auditors for
quality systems (ISO 9000 family) and software
process assessors are hired, or some assessment
results exist from the past, we recommend that
company management demands from all par-
ties collaboration and a mutual recognition of
their results. This shall have a substantial influence
on the costs and added value of the company. Other-
wise, a lot of people in the company will be interviewed
several times with similar questions on the same sub-
jects! Table 2 below shows an example of which model
to choose for some business targets or strategies.

8 Conclusions

In this paper only the most popular and well defined
control mechanisms to achieve better IS quality are
briefly presented. Those control mechanisms are: ISO
9001 quality system standards, software process as-
sessment models (CMM, BOOTSTRAP, SPICE), soft-
ware product standards and IS Auditing.

The answer to the question which of them to choose
is therefore not easy and it depends on the perspec-
tive of the stakeholder: enterprise management, IS
management, buyer of software package, contractor
for software or software services etc. Once the scope
and required goals and expectations are defined and
strengths and weakness of available control mecha-
nisms understood then the right choice is not so diffi-
cult any more. This can be derived from the descrip-
tions above. It is also obvious, that some competi-
tion, conflicts and possibilities for collaboration exist
between the considered models.

It is the management’s role and responsibility to un-
derstand those models and to avoid different audits on
the same IS resource.
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